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O AokymeHTe

[1ng KOro npeaHasHaydeH A0KYMEHT

- o . ®
[aHHbIN JOKYMEHT npeaHa3HaueH ans nonb3oBaTtenen nporpammel ViPNet ™ [lenosas nouta u
agMuHuctpatopos cetn ViPNet. B sokyMeHTe cogepmnTcs onncaHme paboTbl C NporpaMMon 1 ykasaHus
no eé HacTpoke.

CornaueHma 10KyMeHTa

O603HaueHue OnucaHune
Ha3zBaHue Ha3BaHue 3nemeHTa nHTepderica: OkHa, BKAAAKM, NOASA, KHOMKW, CCbIAKM
KnaBuwa+Knasunia CoueTaHune KNaBWLL: HAXMWTE MEPBYIO KNaBULLY W, HE OTMNYyCKas e&, HaXMuTe BTOPYHO
MeHto > KomaHga MocnepoBaTeNIbHOCTL 31IEMEHTOB UK AENCTBUN
Kon Vims daina, nyTb, pparMeHT Koda Uin KOMaHAa B KOMaHAHOW CTPOKe

MpumeyaHue. B fokymeHTe MOTYT NPUCYTCTBOBATb CHUMKM MHTepdelica 13 NpeablAyLLX BEPCUi
npoaykTa. Mo3ToMy HeKOTOpble 31eMeHTbI MHTepdelica, KOTOPbIe HE BANAIOT Ha MOHWMaHUe TEKCTa,
MOTYT BbIFIAAETb HE Tak, Kak B MPOAyKTe.

ViPNet [lenoBas nouta 4. PykoBogcTBO nonb3osatens | 9



O nporpamme

Mporpamma ViPNet Jlenosasi nouTa npegHa3sHayeHa 415 06MeHa 3NEKTPOHHbIMU NMUCbMaMK B
3awniéHHon cetm ViPNet. ns atoro y nonb3osatenen cetn ViPNet gonxkHa 6biTb CBA3b APYT C APYTOM.

Mporpamma ViPNet [lenoBas nouta BXOAWUT B cocTaB nporpammHoro obecneudenus ViPNet Client® for
Windows (ganee — ViPNet Client) n MoxeT 6bITb YCTaHOB/IEHA Ha KOMMbIOTEP BMeECTe C APYTrUmMu
KOMMOHEHTaMM JaHHOro NPOrpaMMHOro obecneyeHuns nam otgensHo. YcraHoeka MO ViPNet Client
onucaHa B gokymeHTe «ViPNet Client for Windows. PykoBoaAcTBO nosb3oBatensi».

Mporpamma ViPNet JenoBas nouta obnagaet cTaHfapTHbIMU QYHKLMAMY MOUYTOBOrO KAMEHTa:
e OTnpaBka v NpUEM nucem.
e OTnpaBka W NPUEM BIOXEHHbIX B NUCbMa GaliioB.
e [lognucaHve NUCeM U BAOXKEHUIN 3EKTPOHHOWN MOAMUCHIO.

o LlndposaHne Gainnos BAOXKEHUN.

Mporpamma ViPNet [lenoBas nouta TakxKe MMeeT psiZ 0COBEHHOCTEN:
e [loctyn Kk nporpamme Ha ceTeBoM y3ne ViPNet nmeeT T0/1bkO No/b30BaTE/Ib 3TOrO CETEBOTO Yy3/a.

e T[lncbma nporpammebl ViPNet lenoBas nouta nepesatotcs no 3almiLéHHbIM KaHanaMm B cet ViPNet ¢
NOMOLLIbIO TPaHCNopTHOro Moaynsa MFTP.

e [ucbma nporpammebl ViPNet lenoBas nouta 3awmdpoBaHbl Ha kKtovax agpecata (cM. AgpecHas
KHMra) n He MOryT BbITb MPOUMTaHbI KEM-ANBO ApYTUM.

e [lporpamma ViPNet lenoBas noyta MMeeT MOLLHYHO CUCTEMY aBTOMaTUUECKON 06paboTkn BXOAALLMX
n1cem u ncxoaamx darnos (CM. ABTOMPOLLECCUHT).

ViPNet lenoBas nouta 4. PykoBogcteo nonb3osatens | 10



CuncTeMHble TpeboBaHMA

TpeboBaHWsA K KOMMbIOTEPY ANs ycTaHOBKM nporpammbl ViPNet Jenoas nouta:

Mpoueccop — Intel Core 2 Duo nan Jpyrom CXoXunn No NPoOnN3BOANTENLHOCTU X86-COBMECTUMBIN

NpoLeccop ¢ KOMYecTBOM saep 2 1 6onee.

O6bem onepaTtMBHOM NamMsATN — He MeHee 1 [6anT.

CBO6OAHOE MECTO Ha XECTKOM auncke — He MeHee 500 MbanT (pekomenayetcs 1 F6awnT).

CeteBoli HTepdeic (He 6osee 10 IP-agpecoB Ha OA4HOM CETEBOM UHTEPdECE) NN MOLEM.

OnepauuoHHas cuctema:

(¢]

o

o

Windows 10 (32/64-pa3psagHas) chefyroLumnx Bepcuii n cbopok:
e Bepcusa 1507 (RTM), cbopka 10240, pegakums LTSB;

e Bepcusa 1607, cbopka 14393, pepakums LTSB;

e Bepcusa 1809, cbopka 17763, pegakums LTSC;

e Bepcua 21H2, cbopka 19044, pepakums LTSC;

e Bepcua 22H2, cbopka 19045, Bce pesakumm.

Windows 11 cneaytoLmx Bepcuin n cb6opok:

e Bepcua 22H2, cbopka 22621, pepakuna Enterprise;

e Bepcua 23H2, cbopka 22631, pegakunn Enterprise u Pro;
e Bepcua 24H2, cbopka 26100, pegakuun Enterprise n Pro.
Windows Server 2016, cbopka 14393;

Windows Server 2019, cbopka 17763;

Windows Server 2022, c6opka 20348;

Windows Server 2025, cbopka 26100.

,ﬂ,ﬂﬂ OI'IepaLI,I/IOHHOI\/’I CUCTEMDbI AO1>KEH ObITb yCTaHOB/€EH camblli I'IOCﬂe,D,HI/IIz HaKOMNUTENbHbIN NakeT

OBHOBAEHUN.

ViPNet lenoBas nouta 4. PykoBogcTBO Nonb3oBatens |
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ObpaTtHasa CBA3b

KoHTakTHaa nHpopmaums
e EAVHbBIA MHOTrOKaHaAbHbIN TenepoH:
+7 (495) 737-6192,
8 (800) 250-0-260 — becnaaTHbIN 3BOHOK M3 Poccun (kpome MocCkBbI).
o Cnyxba nogaepxku: hotline@infotecs.ru.
®opma ana obpalyeHuns B Cyby NoaLep>KKY Yepes3 canT.

Tenerpam-kaHan nogaepxku: t.me/vhd21

TenedoH a1 KINEHTOB C paclUMpPeHHOW noasep>KKol: +7 (495) 737-6196.

e OTtpen npogax: soft@infotecs.ru.

[lononHntensHaa nHdopmauma Ha cante MIHpoTeKC
e O npoaykrtax ViPNet.
e O peweHusax ViPNet.
e Yacto 3ajjaBaemMble BOMpPOChHI.

o  ®opym nosnb3oBatenen npoaykTos ViPNet.

Ecnun Bbl 06HapYXXmMAKN YA3BUMOCTM B MPOAYKTax KOMMaHWK, COOBLMUTE O HUX NO agpecy
security-notifications@infotecs.ru. PacnpoctpaHeHune nHdopmaLmm 06 yasBUMOCTAX NPOAYKTOB
komnaHun NHboTeKC perynmpyeTcs noAUTUKOK OTBETCTBEHHOTO pa3srialleHus.

ViPNet [lenoBas nouta 4. PyKkoBOACTBO NOAb30BaTENA
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bbICTPbIV CTAPT

[naBa cofep>XmnT KpaTkyto MHPoOpMaLUo 06 OCHOBHbIX AENCTBUAX C MMCbMamMu B nporpaMmme ViPNet
[JenoBas nouta. 31a MHGOPMaLMs NOMOXET MNPUCTYNnUTL K paboTe 6e3 NoapPOoOHOro U3yyeHus
PYyKOBOACTBA.

B cnyuae kakux-nnbo 3aTpysHeHnn obpatutecs K pasgeny Pabota ¢ nucbMamu.

WNcnonb3oBaHve kpunTorpadnyeckmx BO3IMOXHOCTEN MPOrpamMmMbl OMMCAHO B T/1aBe J/IEKTPOHHas
noanvce v WndbpoBaHne, aBToMaTMyeckas obpaboTtka nvucem n ¢haioB — B r1aBe ABTOMPOLECCUHT.

Hanwncatb nucbmo

1 Ha naHean nHctpymeHToB Haxxmute Mrucbmo

2 B okHe I/chop,ﬂu.\ee BBeAuTeE TEMY U TEKCT NMMCbMa, Npu HEO6XOAI/IMOCTI/I N3MeHnTe q)OpMaT TeKCTa.

3 Y106kl BNOXUTL Paiibl, Ha NaHen UHCTPYMEHTOB HaxXMuTe BaoxkeHuns v BblbepuTe dalinbl.

O6LLI,I/Il\/’1 pasmMep nncbMa C BJIOKEHUAMU HE AO0JIKEH NpeBbIWaTb 2 F6a|71T, ecan agMMHNCTPAToOpoOM
CeTn He YCTaHOB/I€HO MeHblLlee orpaHun4yeHmne.

MoapobHee o HacTpolike cM. okymeHT «ViPNet Policy Manager 4. PykoBoACTBO agMUHUCTpaTOpa»,
pa3gen «YnpaeneHue HacTpoikamu nporpamm ViPNet».

4 Ecam Heobxoaumo 3awmndposaTb NMcbMo, HaxmuTe LWndposats 1.

5 Ecam HEO6XO,£I,VIMO noanncartb NNCbMO 3]'IeKTpOHHOl‘/‘I noanncbro, HaXXMuTe I'Iop,nmcaTb n
Bbl6epI/ITe CepTI/Iq)I/IKaT Aana noanmncun.

-

M o
6 Haxmute Mosyuyatenn as > BbibpaTb KOHTaKTbI 1 yKaXuTe noayyatesen.

7 Haxmute OTnpaBntb

BHumaHue! Ecnv Bbl He 3anyckanu nporpammy ViPNet Jenosas nouta 6onee 30 gHen,
/A\ HeZoCTaB/IeHHble BXOAALME NUCbMa, OTNpaBaeHHble 30 AHeRn Ha3ag uan paHblue, byayT
nometleHsbl B nanky MospexaeHHble.

[MpounTatb NUCbMO

Mpun noayyeHUn HOBbLIX MMCEM NOABASETCA YBeJAOMAeHMe. HenpounTaHHble NUCbMa BbIAENAOTCA B
Cnncke Noay>xxvpHbiM WwWpndTom. MNMankmn nporpammel ViPNet [lesoBas nouta, B KOTOPbIX €CTb
HempoYnTaHHbIe MUCbMAa, TaKXKe BbIAENAIOTCA NMONY>XKMPHBIM WPUOTOM, NMPK 3TOM B CKOHKax nocae NMeHM
nanku ykasaHo KOJIMYECTBO HeMPOUYMUTaHHbIX MUCEM.

1 BbibepuTe Manky, B KOTOPOI HaXOAWUTCA MUCbMO.

ViPNet lenoBas nouta 4. PykoBogcTBo nonb3osatens | 14



2 Bbibepute nucbmo B cnuncke. Ecam nucbMo He 3awwimdpoBaHo, ero TekCT 0TobpasnTcs B Nosie nog

CMCKOM nuncem.

Ecam nucbmo 3awmdpoBaHo, 415 €ro NPoCcMOTpa BbIMOJHUTE OAHO U3 AENCTBUN:

o Haxwmute Pacwmdposats ¥ Ha naHean MHCTPYMEHTOB.

¢} OTKpOI?ITe NMNCbMO B OTAE/IbHOM OKHe ABOI?IHbIM Lien4vYKkom.

MoppobHee cm. pasgen MpocMoTp NUCbMa Y BAOXKEHUIN B OTAENBHOM OKHE.

OT1BETUTb Ha NUCBMO

1 Bb|6ep|/|Te MNCbMO B CrNCKE Nan OTKpOI\/'ITe B OTAE€/IbHOM OKHe ABOI7IHbIM Lien4vykKom.

2 Ha naHenn nHCTpyMeHTOB HaxxmuTe OTBeTUTL = nan OTBETUTb BCeEM 4=,
OTKpoeTCcsa OKHO CO34aHusA NnUcbMa.

3 Hannwwute n OoTnpaBbTe MNCbMO, KaK ONMMcaHo B pa3jene «Kak HanncaTb NMNCbMO».

MoapobHee cM. pazgen OTBET Ha MUCbMO U Mepeckika N1cbMa.

Yaanute nCbMO

1 Bbibepute nanky ¢ NMCbMOM, KOTOPOE HY>KHO yAaluUTb.

2 B cnucke Bbl6epI/ITe MMCbMO N HaXXMUTe Yp,anmb a Ha naHean MHCTPYMEHTOB UM KnaBuLly

Delete.

Mncbmo 6y,£l,yT nepemMeLwleHo B nanky y,ﬂ,a.ﬂeHHbIe, B nojrianky ¢ MMeéHeM, KOTOpOe coBrnajaet C

NMEHEM VICXO,D,HOI‘/‘I nankuy nmcbma.

MoppobHee cm. YaaneHne nucem.

ViPNet [lenoBas nouta 4. PyKkoBOACTBO NOAb30BaTENA
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YCTaHOBKa NporpamMmb|

ViPNet enosas nouta moxet pabotatsb ¢ ViPNet Client ans Windows naun otaensHo. ns 3almTbl NMcem

Ha KOMMbIOTEPE JO/KHBI ObITb YCTAaHOBAEHBI CNPaBOYHMKK U Katoum ViPNet.

Ecau Bbl yctaHaBauBaete ViPNet [lenosas nouta BmecTe ¢ ViPNet Client, aBTomatnueckun 6yayt

ncnoab3oBaTtbes crnipaBouHuky u katoum ViPNet Client. Ecan otaenbHO — ycTaHOBMTE KAKOUM C MOMOLLLbHO

ANCTpUBYTUBaA KNtoYen (dain *.dst WKW *.enc, KOTOPbIV Bbl MOXETE MONYUYUTb Y aMUHUCTPaTOPa

Bawwel cetn ViPNet). MogpobHee cM. gokymeHT «ViPNet Client. PykoBoacTBO nonb3oBatens», rnaby

«YcTaHOBKa 1 0bHOB/AEHME CrpaBOYHUKOB U KArUen»,

NHudopmaunsa ana agmmnHnctpatopa cetn ViPNet. MNporpammy ViPNet lenosas nouta
MOXHO MCMOJIb30BaTh TO/bKO Ha CETEBbIX y3/1aX C PObiO «Business Mail». Ecaun y3ny aTa
po/b He Ha3HayeHa, 3anycTuTb NporpaMmmy byseT HeBO3MOXHO.

[Ana npaBuabHON paboTbl NporpaMMbl ciesyet ybeAnTbCs, YTO KOOPAMHATOPBI U
MeXCeTeBble 3KpaHbl B BalLelr CEeTU pa3peLuaroT TPaH3UTHbIR Tpadumk no kaHany MFTP.

Ecnu ViPNet [lenoBas nouta yctaHaBavBaetcsa 6e3 ViPNet Client, To npu cozgaHnm
anctpunbytusa katouert B LIYCe cneayet ykasatb cTaTuuHble IP-agpeca ansa goctyna k
MFTP. MogpobHee cMm. «ViPNet LieHTp ynpaBneHus ceTbto. PykoBoacCTBO
agMuUHUCTpaTopa», pasgen «3agaHune IP-agpecoB ceTeBoro ysna».

MpoBepuTb Hannume IP-agpecoB MOXHO NOCAe Pa3BEPTLIBAHUA AUCTPUOYTUBA KatOYen
B danne koHdurypauum MFTP. MogpobHee cm. «ViPNet MFTP. PykoBogactBo
aAMuUHUCTpaTopa», pasgen «lNapameTtpbl ans kaHana MFTP».

ViPNet lenoBas nouta 4. PykoBogctBo nonb3osatens | 16



JInueH3npoBaHMe NporpaMmb|

JInueHsms yctaHaBAMBaETCA aBTOMAaTMUYECKM NMPU YCTaHOBKE ANCTPUOYTMBA KIOYEl B0 Npu NoayYeHUn
OBOHOB/IEHWNS CNPAaBOYHNKOB U KAHOYEN.

JInueHsnsa MoxeT 6bITb 6@CCPOUHON AN OrPaHNYEHHON MO CPOKY AercTBUSA. MIHdopMaLuio o cpoke
JINLLEH3UN Bbl MOXETE 3anpoCcuThb Y agMuHmucTpatopa Bawein cetn ViPNet. Takxke 3a 30 gHen go
ncreueHmns anueHsnmn nporpamma ViPNet [lenoas nouta HauHET oTobpaxkaTb nepuognyveckme
onoBeLLeHuA.

YT06bI NPOA/INTL NNLLEH3NIO:

e EC/iM nnLEH3MsA elé He UCTeKNa, AOXKANTECH MOCTYMNAEHUS OBHOBIEHMI C HOBLIM GaiIOM ANLLEH3UN
VAN yCTaHOBUTE ANCTPUOYTUB KAtOYEr, NepeAaHHbIN aZMUHUCTPATOPOM.

e EC/IM INLLEH3MA UCTEKNa, HO MPOrpaMMa CoXpaHuaa orpaHMUYeHHy paboTocnocobHOCTb, Bbl MOXETE
OBHOBWTb JNLLEH3UIO OAHMM M3 YKa3aHHbIX Bbllle CMOCO6OoB.

MNporpamMa coxpaHseT orpaHMyeHHyro paboTocnocobHocTb B TedeHnn 180 gHel nocne ncteveHus
nvueHsuun. MNpu 3ToM Bce GyHKLUN NporpaMmbl 3a610KMPOBaHbI, HO Bbl MOXETE MPUHATb
06HOB/IEHNS CPaBOYHMKOB U Katouel u3 LLYCa. B ctpoke 3aronoska ViPNet [lenosas nouta
oTobpaxkaeTca HaAMMUCh: «3aLlULLEHHas CeTb HEAOCTYNMHa»/«OTnpaBka NMCEM HELOCTYMHa».

e Ecam nnuensus ncrekna n nporpamma ViPNet [lenoBas noyta He 3amnyckaeTcs, yCTaHOBUTE HOBbIN
ANCTPUBYTUB KIHOUEN.

BHumaHme! Ecv Bbl 06HOBUAW dalin IMLEH3MM C MOMOLLBIO ANCTPUOYTMBA KIKOYEN, TO nocse
/A\ nepsoro 3anycka nporpammel ViPNet lenosas nouta Bkitounte 3awmty Tpaduka. s atoro B
meHto ®aiin Bbibepute KoHdurypaumm > Bkarounts sawuty.

ViPNet lenoBas nouta 4. PykoBogctBo nonb3osatens | 17



3amnyck 1 3aBeplLueHme paboTsbl

/\\E BHumaHwue! Mporpamma ViPNet JenoBas nouta He nogaepxunBaeT paboTy B
MHOTOMOJ/Ib30BaTE/IbCKOM PeXMME.

1 [nsa 3anycka nporpammebl ViPNet [Jenoas nouta Ucnoab3ymnte oanH U3 cnocobos:

o B meHto MpunoxkeHus Bbibepute flenoBas nouta. AyteHTUGUKALMA NOb30OBaTENA B 3TOM
cny4yae He Tpebyertcs.

o [lpn nonyyeHUn HOBbIX MNCEM NOABUTCA ONOBELLEeHNe TpaHcnopTHOro Moayas MFTP.
YcraHoBuTe dnaxok 3anyctutb nporpammy flenosas nourta, Haxxmute OK v BbinoAHUTE

ayTeHTUdUKaLmIo.
ViPMet Client [Jenceas noutal @
Cnocof ayTeHTHdMKaLmn: ’I'Iaponb v]
Wns: [Client 1-5 ']
Mapone:  sessssess|
E
Lok | [ omea |

PucyHok 1. OkHo 8xo0a 8 npoepammy

Ecan paHee ayTeHTUdMKaL s y>ke bbina BoinonHeHa B nporpamme ViPNet Client, To oTkpoetcs
rnaBHoe okHo nporpammbl ViPNet lenosas nouta.

NS
¢} B meHto nyCK Ha4YHWUTE BBOAUTb «Ll,enosaﬂ noyTa» Nanm ABa>Xabl I.Ll,éfIKHI/ITe APJIbIK E Ha

pabouem cTose.
OTKpOEeTCA OKHO BXOZa B MPOrpammy.

2 B okHe Bxoga B NporpamMMy BBeAWUTE Naposib MN0Jb30BaTENS MO0 NOAKIHOUNTE BHELLHEE YCTPONCTBO
XpaHeHuns gaHHbix 1 BBeauTte NMNH-koa. Haxxmute OK.

UT06bI 3aBEPLWMTL PaboTy C MporpaMmMoi Bbibepute ®aiin > Bbixoa Win HaxMuTe 3aKpbITb ]

Mpumeuanue. Ecniv B okHe Hactpoiika B pasgene Obwme (cMm. Hactpoiika obumx
napameTpoB) yctaHoBaeH dnaxok Mo KHonke «3aKpbiTb» CBOpaunBaTb OKHO MOUThbl B

«Tpei», Npu HaxxaTun 3akpbITb B oko nporpamMmbl 6yseT cBEpHYTO B 0b6aacTb
yBEZlOMJIEHUI Ha NaHeu 3ajau.
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CmMeHa moab3oBaTens

Ecan Ha ceTeBOM y3n1e 3aperncTtpmpoBaHoO HECKOJIbKO NnoJib30BaTesiel, CMEHUTb MOJIb30BaTE/I MOXHO He
BbIXO4A N3 NpOorpamMmbl.

1 Bbibepute NHcTpymeHTbl > CMeHa noJsib3oBaTens.

2 BBeAI/ITe napoJib NONAb30BaTENA N HAXKMUTE OK.

MpymeyaHue. Ha ceTeBOM y3ne A0AXHbI ObITb YCTaHOBAEHbI CMIPABOYHUKN 1 KNHOUN
no/ab3oBaTtend, OT MMEHN KOTOPOro BbINOJIHAETCA BXOJ, B NPOrpaMmmy.
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Cnocobbl ayTeHTUOUKALMM
MOJIb30BaTENS

B nporpamme ViPNet [lenoBas nouta npesycMOTpeHO Tpu cnocoba ayTeHTupunkaLmm:

Maponb. [ns BXxoja B nporpammy Bam ciegyeT BBECTU CBON Naposib. Kaxabli pa3 nocne BBoga
napoAs BblUMCASETCA NaPOJbHBIV K/KOY, KOTOPbIA MCMOAL3YeTCa A1 AOCTyMNa K Ballemy
NepcoHasbHOMY KHOuYy.

Yctpoincrtso. [lns Bxoga B nporpaMmy Bam ciegyeT NOAKAUNTb YCTporcTBo v Beectu MNH-koa (1 B
HeKOTOPbIX CyYaax Napob).

Maposb Ha ycTpoicTee. [lns BxoAa B MporpamMmy BaM CiesyeT NOAKAOUNTb YCTPOWCTBO 1N BBECTU
MWH-koa. Cnocob He goctyneH B YKL, Bepcun 4.6.1 1 Bbiwe.

Wcnonb3oBaHue atoro cnocoba ayteHTMdUKaLUW NPeAnoaaraeT, YTo Ball NMaposib XpPaHUTCS Ha
YCTPOWCTBE 1 BaM HeunsBecTeH. OZHAKO eCnu Bbl 3HAETE Maposib, TO A5 BXOZaA B NPOrpaMmMy MOXHO
MCnosib30BaTh 1 ayTeHTUdMKauuio no napoto. JaHHas BO3MOXHOCTb 0becrneuyrBaeT BXO B
nporpaMmy B C/ly4ae HEMCMPaBHOCTU BHELLHEro YCTPOWCTBA (415 3TOro BaM NMOHaZobuTcs y3HaThb
CBOW Naposib y agMuHncTpatopa cetn ViPNet).

BHumaHue! Cnocob ayteHTudUKauum Maponb Ha YyCTPOUCTBE He OTBEYaET

/A\.\ TpeboBaHMAM 6e30MacHOCTM U NCMOAb3YETCA 419 COBMECTUMOCTU C MPOrpaMMHbIM
obecneuerveM ViPNet paHHWUX Bepcuid. ECv Bbl MCNOb3YeTe AaHHbIA Cnocob
ayTeHTMdUKauun, nameHnte ero Ha Mapoab nan Ycrpoicrso.

Mo ymonuaHuto yctaHoBseH cnocob ayteHTndukaumm Maposb. VI3MeHUTb cnocob ayTeHTUdMKaL MK

MO>XHO Tpwn BXoA€e B NporpamMmmy. KpOMe TOrO, cnocob ayTeHTVI(I)VIKaLI,VIVI yﬂ,a]’léHHO MO>XXeT N3MEHUTb

agMmuHuctpatop cetn ViPNet, otTnpaBumB Ha Ball y3en noamtuky 6esonacHocTn ns nporpammbl ViPNet

Policy Manager.

Mpw ncnonb3oBaHum cnocobos Mapoab Ha yCTPoONcTBe 1 YCTPONCTBO ayTeHTUdUKaLUA Noib3oBaTens

OCYLLECTBASETCSA C MOMOLLbI BHELLIHWX YCTPOUCTB (CM. BHellHWe ycTpoiicTBa). Ytobbl ncnosb3oBatb

kakoe-nnbo yCcTponcTBO AN ayTeHTUdMKaLmum, Ha KOMMnbroTep HeOHXOANMO YCTaHOBUTL ApaiBepbl 3TOro

YCTPOWCTBA M 3aTEM 3anmncaTtb Ha Hero KAtouKn. 3anuncatb KAOUM Ha BHELLHee YCTPOMCTBO MOXHO Npwu

n3MeHeHnn cnocoba ayteHTMdMKaLMm nonb3oBatens uan B nporpamme ViPNet YaocToeepstowmin n

KJOUEBOW LLeHTP NPW CO3jaHuN ANCTPUOYTMBA KNHOYEN.

BHumanwue! Ecav npu ncnosib3oBaHum cnocobos ayTeHTUdMKaumm Maposib Ha
YCTPOWCTBE UM YCTPOMCTBO OTKAOUUTL BHELLIHEE YCTPOWCTBO, MOXET MPOU30MNTH

/A\ aBTOMaTunyeckas 610KMPOBKa KOMMbIOTEPA — B COOTBETCTBUM C HAaCTPOMKamy,

3aflaHHbIMWN B peXunMe agMmuHucTpatopa. [na npoaoakeHns paboTbl NOAKAOUMTE 3TO
BHeLUHee YCTPONCTBO CHOBa.
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YpoBeHb 6e30nacHOCTM Mpu BXOAe B MporpamMmy onpejenserca KoamyectBom GpakTopos
ayTeHTUdMKaLmmn. Yem oHo 6oblue, TeM Bbile ypoBeHb Be3onacHocTu. HynbdakTopHas
ayTeHTMduKauma He obecrneynBaeT 6e30MacHbIN BXOA B MPOrpamMmMy 1 He peKoMeHAyeTca K
NCNONb30BaHMIO.

Ha cxeme Hmxe npeacraB/ieHbl BO3SMOXHbIE crnocobbl ayTeHTMCI)MKaLLMM n nx CbaKTOpHOCTb.

Cnocobbl ayTeHTUhUKaL MK

R
H

Maponk Ha yeTpoicTRE
Maponk YetpoWeTeED {ANA COBMECTVMOCTIA C PAHHHMIA
pepcHAamK NO ViFNet)

de ek dede dede Fkkdhddk

oaHodakTopHas: MepcoHaneHLIA KN4 Cepridurar

TONBKD Naponk

Henonezyemca MMH-kod?

A

AByXhakTOpHan: oaHOhaAKTOPHAR:
MAH + knioy, CepTydMKaT TONBKD KNHY, CERTUOWKET
WNK Naponks Ha yeTpoicTes MNW Napons Ha yoTponcTee

Coxpadenue B peectpe Windows NMMH-k00a 1Ny napons npy cnocobe YeTpoAcTBO Npeepalyaset
ayTEHTUDWKALWMKD B AHO@AEKTORHYHD, a Npy cnocode Naponk — B HY NeakTopHY .

PucyHok 2. Cxema coomesemcmeus mexdy pakmopamu u cnocobamu aymeHmugpukayuu

[laponb

[ns Bxoza B nporpammy:

1 B cnucke Cnocob ayteHTUUKaLmm BbibepuTe Mapob.

ViPNet Client [Jenosan noura) (=5
Q Cnocof ayTeHTuduKaLwm: [I‘Iaponh v]
Viag: |cient 12 -]
Maponk: |
@ |:| CoxXpaHHTe Napons
ox [ oY)

PucyHok 3. Cnocob aymermugbukayuu «llapone»

2 [pwv HeobxogmmocTn B cnncke Mima BoibepunTe Balle nma nosab3osatens ViPNet.
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an/IMe‘—IaHVIe. B AAaHHOM cnuncke OTO6pa)KaPOTCH MMeHa BCeX I'IO)'Ib3OBaTeneVI, KNHO4Kn
KOTOPbIX 6blAn YCTaHOBJ/1€HbI Ha JaHHOM CETEBOM Yy3/€. Ecav Ha y3n1e He YCTaHOBEHbI
KN4 HN OAHOIO Nnoab3oBaTtend, CNnNCcok 6yAET nycr.

3 B none MNaponb BBeAnTe Ball Napob.

Ecnv coxpaHeHue napons B peecTpe pa3peLleHo HacTponkamu nporpaMmbl (cM. lonosHuTenbHble

HacTpOVKK NapaMeTpoB 6e30MacHOCTY), A1 COXPaHEHWS Mapos MOXHO YCTaHOBUTb
COOTBETCTBYIOLLMI DNaxKOK.

4 Haxmute OK.

[laposib Ha yCcTponCcTBe

BHumaHue! Bo usbexarue Henonagok B pabote MO ViPNet He cneayeT ncnonb3oBatb

/A\ cnocob ayteHTUdMKaLuy Maponb Ha ycTpoiicTBe. Mpu NCNo/b30BaHUN JaHHOMO
cnocoba ayTeHTUdMKaLMm PeKOMEHAYETCA ero n3meHuTb Ha Maposb nan Ycrpoicteo
(cM. i3meHeHmne cnocoba ayTeHTMdUKaLMM NoNb3oBaTens).

Onsa Bxoaa B nporpammy ViPNet [lenosas nouta ¢ NOMOLLHO NMapos Ha YCTPOWCTBE B OKHe
ayTeHTMdUKaLUW BbINOJHWTE Cedytolme AeliCTBUSA:

1 B cnucke Cnocob ayteHTndUKauum BoibepuTe Maposb Ha ycTponcTBe.

WiPMet Client [[encean nodta) @

Q Cnocof ayTeHTudMKawm: [I‘Iaponb Ha YCTpoiCcTES v]

JononHuTensHan MHPOPMaLMA ANA XPaHEHUA Napona:

Boibepure yorpoiicTso: | eToken Aladdin(00617315 ) -

BeeawTe MH-+on:

|:| CoxpanuTe MH-+«oa

o] [omm

PucyHok 4. Cnocob aymeHmudgpukayuu «lapoae Ha ycmpolicmee»
2 TogkntounTe BHELLHee YCTPOWCTBO, Ha KOTOPOM HaxoAMTCA Ball Maposib.
3 B cnvucke Bbibepute ycTpoicTBO BbibepuTe BHELLIHEE YCTPOMCTBO.

4 Beepute MNH-kog, ecnn Tpebyetca. HeobxoanmocTs BBoaa MNMNH-koaa 3aBMcuT ot Tmna
MCMOAb3YEMOro BHELLHEro YCTPONCTBaA.

YT06bI coxpanuTb MVH-Ko4 v B AanbHelLLEM He BBOAWTb €ro Npuv ayTeHTUOMUKaL MK, YCTaHOBUTE
COOTBETCTBYHOLLMIA PAAKOK.
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BHumaHme! Mpu ncnonbzoBaHum ycrpoiictaa JaCarta PKI/TOCT Bo n3bexxaHue owmnbok He
/f\E cnepyet coxpanaTtb MH-koAbl 3TOro ycTpoicTBa.

Ecnn coxpaHenwve MNMUH-koaa HeAOCTYMHO, 3HAUWT 3Ta HacTPoOWKa 3arnpeLleHa
aaMUHUCTpaTOpoM Ballenn cetn ViPNet.

5 Haxmure kHomky OK.

YCTPOUCTBO

[Ans Bxoga B nporpammy ViPNet [lenoBas nouTa c MOMOLLbIO YCTPOMCTBA B OKHE ayTeHTUdmkaumum
BbINONHWTE ClejytoLLme AeNCTBUS:

1 B cnuncke Cnocob ayteHTUdMKaLun BbibeprTe YCTPOCTBO.

WiPMet Client [Jencean nouta] @
@' Cnocof ayTeHTudukaLm: l)fcrpoﬁcrso v]

JononHuTensHaA MHPOPMaLMA ANA XPaHEHUA KMKKYa NoNb30BaTENA!

BuibepuTe yCTpoRCTEOD: IeToken Aladdin(00553b65 ) -

BeeguTe MH-<o0a: |
|:| CoxpatuTs MWH-+on

MPOM3B0ANTE AYTEHTUBMKELMIO MPH NOMOLLA:

© Ceprugwiata: | Administrator (a0 29 asr 2013) -]

HEDCEHEL"IbHC'I'C' KnoHa

[ O ] I OTMEHS ‘ Hactpoiika... A

PucyHok 5. Cnocob aymeHmugukayuu «Ycmpoticmeo»
2 T[loaKnrouNTE BHELLHEE YCTPOMNCTBO.

3 Ecau Tpebyetcs, B Cnncke HUXKeE BbibepunTe Balle MMSA NoJb30oBaTens 1 B noje Maponb BBeauTe CBOM
naposb. HeobxoAMMOCTb BBOAA Napois 3aBUCUT OT TUMa UCMOJIb3YeMOro BHELLHErO YCTPOMNCTBA.

4 B cnucke YCTpoiicTBO BbibepuTe BHELLHEE YCTPOMNCTBO, Ha KOTOPOM HaxoAUTCS Ball NEPCOHa/bHbIN
K4 nan ceptudumkar.

5 Beegute MNMNH-koa, ecnn Tpebyetca. Heobxoanmocts BBoga NNH-koaa 3aBucut ot Tvna
NCMOJ/Ib3yeMOro BHeLLHero yctponcrea. Ytobbl coxpanuts NMNH-koa n B ganbHerLeM He BBOAWTb
€ero nNpv ayTeHTUdUnKaLMn, ycTaHoOBNTE COOTBETCTBYHOLLMIN PIadKOK.
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BHumaHme! Mpu ncnonbzoBaHum ycrpoiictaa JaCarta PKI/TOCT Bo n3bexxaHue owmnbok He
/f\E cnepyet coxpanaTtb MH-koAbl 3TOro ycTpoicTBa.

Ecnn coxpaHenwve MNMUH-koaa HeAOCTYMHO, 3HAUWT 3Ta HacTPoOWKa 3arnpeLleHa
aaMUHUCTpaTOpoM Ballenn cetn ViPNet.

6 B cnucke MNponssoautb ayteHTUdUKaLMIO NPU MOMOLLM YCTaHOBUTE NepekatoyaTeNb B O4HO U3
CNefyroLLUX NONOXEHWIA:

o Ceptnoukara — ans ayteHTMdMKaLMM C MOMOLLBIO cepTudmKaTa, KOTOPbIA XPaHUTCS Ha BalLeMm
ycTponcTtee. B cnncke cepTndukaToB, OOHapy>XeHHbIX Ha YCTPOMCTBE, BbIOEPUTE HYXKHbIN
ceptndukar.

TpeboBaHus, NpeabsBAseMble K cepTUdrKaTam 4as ayTeHTUdMKaLMK, NPeACcTaBeHbl B pa3gene
OcobeHHOCTM ayTeHTUdMKaLLMM C MOMOLLbO cepTidurKaTa. B cnyyae BOZHUKHOBEHMS
3aTpyAHeHW cM. pa3gen He yaaéTtcs BbINONHUTL ayTeHTUdMKALMIO C MOMOLLbHO cepTudmKaTa.

o [lepcoHanbHOro KatUa — UTOObI BbIMOJHUTL aYTEHTUPMKALMIO C MOMOLLLIO NMEPCOHAIbHOIO
KAto4a (KOTOPbIA BXOAUT B COCTaB K/ItOUEN NONb30BaTeNs U XPaHUTCA Ha BalleM YCTPONCTBE).

7 Haxmwure kHonky OK.

OCObEHHOCTM ayTeHTUDUKALIMM C MOMOLLBHD
cepTnomkaTta

Onsa ayTeHTMdMKaumm B nporpamme ViPNet [lenoBas noyTta ¢ NOMOLLbIO cepTiduKaTa AOIXKHbI HbITh
BbINO/NHEHbI YCIOBUS:

e YctaHoBneH koMnoHeHT Mopaepykka paboTbl ViPNet CSP uepes Microsoft CryptoAPI nan
CTOPOHHWI KpunTonpoBanaep, paboTatrowmia ¢ anroputmamm FOCT.

Y1066l NPOBEPUTL UM YCTAHOBUTL 3TOT KOMMOHEHT, BbibepuTe Myck > HacTpoiika KOMNOHEHTOB
ViPNet enoBas nouta. 3ateM B OKHe YCTaHOBKMW BblibepuTe MI3MeHMTb cOCTaB 1 packpownTe CmMcok
komnoHeHToB ViPNet CSP.

e BHelliHee yCTPONCTBO NoAAepXKMBaeT ctaHaapT PKCS#11.

o AyteHTudukauma c nomollbto ceptndukata FOCT BbINONHAETCA C MOMOLLLIO YCTPOWCTBA, Ha
KOTOPOM peanu3oBaHa annapatHas noggep>xka anropntmos FOCT (cMm. AaropuTtmbl 1 GyHKLIAN,
nogjep>kKMBaemMble BHELUHVMW YCTPONCTBaMM).

e 3aKpbITbI KAHOY, COOTBETCTBYHOLLMI cepTudmrKaTy, ChopMUPOBaH C MOMOLLLIO KpUnTonpoBanaepa
ViPNet CSP.
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MpumeuaHue. Yctporictea JaCarta-2 nogaep>xmBaroT ayTeHTUdUKaALMIO C MOMOLLbHO
cepTndukara, ecam Ha Hux yctaHossieH annaet TOCT Bepcun 2.55 v Bbile, @ Ha KOMMNbIOTepe
ncnonbsyetcs MO «EguHbiii Knvent JaCarta» Bepcun 2.12 1 BbiLue.

Y3HaTb Bepcuto anneta Bbl MoxeTe B MO «EanHbin Knnent JaCarta». ns 3Toro nepenante B
pexXuM agMUHUCTpaTopa 1 B pasgene NIHpopmauus o TokeHe WENKHUTE ccbliky MogpobHas
MHpopmaLms.

Ecnum Bbl ncnonib3yeTte KpMNTONpoBangep No ymonyaHuto, o Beibepute Myck > ViPNet CSP 1 B
pasgene JonosHnTenbHO ycTaHoBUTE duiaxkok Moaaeprkka pabotbl ViPNet CSP uepes Microsoft
CryptoAPI.

Ecnm Bbl ncnosib3yete CTOPOHHWUIA KPUNTOMPOBanAep, TO ybeanTech, UTO 3TOT KPUNTONPOBanaep
noaaepxwusaet anroputm FOCT, ykasaHHbI B cepTudmkaTe.

Ceptudukat umeet HasHaueHune «LLndbposaHue kntouei» B none Mcnonb3oBaHue kiaroua.

Ceptudukar @

\ Obwue \COCT aB | MyTb cepTudmMKaLym ‘

MokasaTb: [<Bce> '}

Mone 3HaueHne

fg] WMaeHTudMKaTop KNtoYa cy... 4cc891 16 00 Sccf 18 26da ...
,‘_II! WMaeHTudukaTop Knova ue... MaeHtudmxaTop knova=fe c...
@] TouKM pacnpocTpaHerus an...  [1]Touka pacnpeaenequs au...
.@\ AocTyn K uHdopmaLym o ue... [1]AoCcTyn K CBEAEHUSAM LEHT...

2 icnonssosatwe ivosa __ Lindposarve knosest (20) |

[=] Anropui oneuatka shal |=
[EZ] orneuarox 455d 8589 43bd 31ee f3 2a...
I LLinbposarue kntouen (20) |

CeoiicTea. KonuposaTb B daitn...

I'Io.upoGHee 0 cocTase C:"QTHQHK&TB

PucyHok 6. lNposepka Hanu4usa HasHavyeHua «LLugposaHue karoyeli» 8 cepmugukame 014
aymeHmugukayuu

B KOHTeWHepe Ha yCTPOWUCTBE HaXOAUTCS 3aKPbITbIV KAHOY, KOTOPOMY COOTBETCTBYET UCMOb3yeMbll
ceptudukar.

CepTudukart AencTBUTENEH: CPOK €ro AeCTBUA He UCTEK, OH He HaxOAMTCA B ClncKe
aHHY/IMPOBaHHbIX CepTUdMKATOB, COOTBETCTBYIOLLAA eMY Lienoyka cepTudurkaumm noaHa, n Bce
BXOAALLME B HEE cepTUPMKaTbI TakKe AeNCTBUTENbHbI.

B xpaHuavLie onepaLMOHHON CUCTEMbI YCTaHOBJ/IEHbI COOTBETCTBYOLLMIA CMNCOK aHHYIMPOBaHHbIX
cepTMdrKaToB 1 BCe cepTUPMKaThI U3 LIeNoUKy cepTudurKaLmm, BKIoUas KOpHeBOU cepTudukar.

Ansa ayteHTndUKaLmMmM B nporpamme o Bxoga B Windows cepTrdukaTbl U CMCOK aHHYIMPOBaHHbIX
cepTUPMKaTOB YCTAHOBJ/IEHbI B XPaHW/MLLLE IOKaNbHOrO KOMMbIOTEPA U B XPaHWAULLE NOJb30BaTeNs.
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Y1o6bl nonyunts ceptudunkat FOCT, noaxoaawmin ans aytreHtmomkaumm B MO ViPNet Jenosas nouTa:

1 Co3gante 3anpoc Ha ceptudmKart. [1pun 3TOM CoXxpaHUTe KOHTEMHEP KNHOYEN Ha BHeELLIHee YCTPOUCTBO
(cm. OBHOBAEHME KAKOYA INEKTPOHHOM NOAMNNCK 1 cepTudmKaTa).

2 [pepynpeaunte agMUHNCTPaTOPa YAOCTOBEPAIOLLENO LIEHTPa O TOM, UTO NpW U3gaHunm ceptnudurkara B
Hero HeobxoaMMO f06aBWTb Ha3HaueHue «[1poBepka NOANAMHHOCTM KnneHTa». Ecam obpaboTka
3anpocCoB Ha cepTUPMKaTbl MPON3BOANTCA B aBTOMATUUECKOM pexmme, agMUHUCTpaTopy cieayet
OTKJILOUUTL 3TOT PEXMM 1 06paboTaThb BaLl 3aNpoC BPYUHYHO.

3 YcTaHOBMWTE M3ZaHHbIN cepTUPUKAT B KOHTEMHEP KAHOUEN, COXPaHEHHbIM Ha YCTPOMCTBE.

4 YctaHoBuTe CepTI/ICI)I/IKaTbI N CNNCOK aHHY/IMPOBAaHHbIX CepTI/ICI)I/IKaTOB B XpaHuauwe J10KaJibHOro
KOMMbOTEPA U B XpaHUAuLLE NoJsib3OBaTeiA.

MNMocne yctaHOBKM cepTudumkaToB B XxpaHuauLe nepesanyctute ViPNet Jenoas nouTa.
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IHTepdenc nporpammb

BHewHW BuA okHa nporpammbl ViPNet lenosas nouta npeactaBAeH Ha PUCYHKeE:

o 9o

ViP Client [dencean rybuta]

®aiin - Mucemo  WHcrpyhrentel Cozgaty’ Bug  Crpaeka

_ I 4> . - 4 3
Mueemo  MedaTe  ¥aanuTe npposate  Pacwwdp... OTEETHTE Ore.6cem ~ [MMepecnate  TpaHmopT Mognucate ~ [poBepuTe  YganuTe
[enoeaa nouta Cratyc PerncrpaumonHeiil HoME Tema Omng JNata Ty T Pasmep
Bxopmaneld) o 9 Ne 14 Orossannuiii cepimdm... Client 1-1 05.08.2025 17:55:31 2 K6aiir
" Mssewerus @8 Ne 13 Ceprudmrar Client 1-1 05.08.2025 17:51:54 2 K6aiir
AC"D’"““*“E v G & w2 Coobuerme or Knuerra  Client 1-1 05.08.2025 1747:58 5 KBaiir
NT

_ :’ M’;‘:*HDPT 0 nporpanme Client 1-1 05.08.2025 17:43:56
;] 5 Vaanenisie v . N2 3 CerogHa NpasaHuK Client 1-2 05.08.2025 17:40:14 0 K6aiit
LWaBnoHst v |5 N2 g Mpoeepxa Client 1-1 05.08.2025 17:38:17 1 Kéaiit
v @ & nev Re: Otuer 32 15 mona Client 1-1 05.08.2025 17:32:29 2 Kéaiir

Mporpamma ViPNet [lenosan noyTa npeAHasHadeHa A1A 06MeHa SNeKTPOHHBIMKM NMUCbMaMH B
3alMILEeHHOMA ceT VIPNet. [lna 3Toro y noAb3osaTenai cetu ViPNet on#Ha BbiTh ecTb CBA3b APYr C
apyrom.

Mporpamma ViPNet [lenoeana nouTa BXOAMWT B COCTae NnporpammHoro obecneuenma ViPNet Client® for
Windows (ganee — ViPNet Client) u MmoxeT GbiTb YCTaHOBNEHE Ha KOMMbIOTED BMECTE € ADYTHMM
KOMMOHEHTAaMK J@HHOTO NporpammHoro obecneyeHua WK oT4ensHo. YeradHoexa MO ViPNet Client
onucaHa B AokymenTe «ViPNet Client for Windows. PykosoncTeo nonb3oeatenan.

Mporpamma ViPNet flenoean nouta oGnagaet cTaHAapTHbIMK GYHKLMAMKM NOYTOBOTO KAMEeHTa:
OTnpaeKa ¥ NpUem nucem.

- OTNpaeka v NPMeM BAOKEHHDIX B NMcbMa ¢ainos.

- MoanucaHue NUCEM U BNOKEHWA 3NEKTPOHHOM NOANMCHIO.

- lnpoBaHMe HaiIOB BNOMEHWUA.

Beero snemenToe: 7 + 2 HenpofiuTaHHeix: 2 18:20

3

Mowck -

NUM

PucyHok 7. iumepdgbelic npozpammer ViPNet Jenosas nouma

Lndpamu Ha pucyHke 0603HaueHbI:

1 [naBHOE MeHIO NporpamMmbl.

2 T[laHenb MHCTPYMEeHTOB. YTo6bI yaanute uan Aob6aBnTb KHOMKN Ha NaHes b MHCTPYMEHTOB, B MEHIO

BbIOepuTte Bug > MaHenb HcTpymeHTOB > Hactpoiika.

3 TMaHenb nanok. Ha 3Toin naHesn oTobpakaeTcs nepapxmyeckas CTpykTypa namnok nporpammbl ViPNet

JenoBas nouta.

Ecav B nanke ectb HEeNpPo4YnTaHHbIE NMMCbMa, MMA Manku BblAENEHO MOJY>XXUPHbIM LIJpI/Iq)TOM, a

KOJINYeCTBO HEMPOYUTAHHbIX MNCEM YKa3aHO nocae NMeHu nanku B ckobkax. Ecam nanka COAEPXKNT

BJIOXKEHHbI€ Marku, B KOTOPbIX €CTb HEMPOYUTAaHHbIE MNCbMa, B ckobkax YKa3aHbl ABa Yncha:

KOJINYeCTBO HEMPOUYUTaHHbIX NMNCEeM B Mnarnke n cyMmmapHoe Koan4ectBO HEMPOUYNUTAHHbIX MMCEM BO

BN1IO>KEHHDbIX Mankax.

4 TaHenb nucem. Ha s3Ton naHenn 0T06pa>KaeTca CNNCOK nncem, HaxoaAauwmnxca B Bbl6paHHOI7I Ha

naHenu (3) nanke.
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YT0o6bI NPOCMOTPETL CMNCOK HaxoAALWMXCS B Nanke nucem B dopmate HTML, Ha naHenu nucem

LWENKHWTE MPaBOM KHOMKOW MbILIN 3aroNl0BOK Kakoro-anbo ctonbua v B KOHTEKCTHOM MEHH
BblbepuTe MpocmoTtp B HTML-dopmare.

Cronbubl naHenn nucem (4).

YT06bI OTCOPTUPOBATL CMNCOK MUCEM MO OAHOMY M3 CTONBLIOB, LWENKHWUTE 3arosoBok ctonbua. C

NOMOLWbH KOHTEKCTHOTO ME€HKO MOXHO yAa/iuTb UIn AO6aBVITb CTO}'I6LI,bI.

B cTon6ue Cratyc oTobpaxkatoTcs 3HauKy, KoTopble 0603HayatoT cTaTyc nucbma. B ctonbue Atpubyt

0T06pa>|<a+0Tc;| KOAbl CTaTyCa nucbma. OnuncaHune 3Ha4YKoB U KOAOB CTaTyCa NpeAacTaB/ieHO B

Tabamuye:

Tabauya 1. Cmamycel nucem

3Hauok ATpunbyt
* L
‘. n
n
9 H
H
H y
y
) o)
o
i
a
v Y

Cratyc
MncbMo 1 BCe BNOXKEHWA 3aliMppOoBaHbI

Bce 3neMeHTbI MMCcbMa (TEKCT U BAOXKEHWSA) NMOAMNMUCaHbI U BCE MOANUCU
BEPHbI

He BCe 371eMeHTbl MMcbMa NoAMMCaHbl, HO BCE MMEIOLLMECS NoAMncK
BEPHbI

Bce anemeHTbl NcbMa noanumcaHbl N XoTa Obl OJHa noAnncb HeBepHa

He Bce anemeHTbl NMcbMa NognucaHbl 1 XoTsa 6bl OAHA NOAMUCH
HeBepHa

Mucemo YyNakoBaHO AnA BCEX Bbl6paHHbIX nonyaneneVl, HO eLLl,é HE
OTrnpaBaeHO

MNM1CcbMO ynakoBaHO AN HEKOTOPbIX MoJyYaTenen (He Ans BCeX), HO
elé He oTnpaBaeHo

Mucemo OTnpaB/eHO BCEM Moay4yaTenam, Ho eLLé He AOCTaBNEHO

McbMO OTMpPaB/eHO HEKOTOPBIM (He BCeM) MoyyaTensm, HO eLlé He
[0CTaBAEHO

Mucemo AOCTaB/1I€HO BCEM Nnoay4aTenam, HO eLLl,é HE NPpo4YnTaHO
Mncomo AOCTaB/1€HO HEKOTOPbLIM Noay4vatenam, Ho eLLl,é He BCEM

B nanke Ucxopawme: nmcbMo npountaHo BceMu nosyyatenamu. B
nanke Bxogaume: TeKCT NMCbMa 1 BCE BAOXKEHMA MPOUYUTaHbI.

B nanke Ucxopawime: nMcbMo NpoYmnTaHO HEKOTOPLIMU
noaydatenamu, Ho eLwé He Bcemu. B nanke Bxogawme: TekcT nncbma
NPoYnTaH, HO He BCe BAOXEHUSA MPOUNTaHbI.

MncbMOo He MOXeT 6bITb OTMPaB/eHO noayyatento. Takas cuTyaums
MOXET BO3HUKHYTb B C/lydae, eC/v KJAVEHT, Ha KOTOPbIA OTNpaB/ieHo
NMMCbMO, OTKJIFOUEH OT KOOPAMHATOPa UAWN YAaNEH U3 CeTU.
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MpuMeuaHue. TekCT NUCbMa CUMTAETCA MPOUMTAHHbIM, €CN MUCbMO BblsIO OTKPLITO B
oTAeNbHOM OkHe. [ocae oTBeTa Ha MMCbMO TEKCT 3TOrO MUCbMA CUUTAETCH
NPOYNTaHHBIM.

BnoxeHne cumTaeTcs NPOYUTaHHbIM, €CIM OHO BblJI0 NPOCMOTPEHO WM COXPAHEHO Ha
ANCK.

|_|pl/l nepecbuike 1 Npu CoOXpaHeHM nNncbMa Ha ANCK TEKCT NMMCbMa U BCe €ro BAOXKEHUA
CYHNTAKOTCA NPOYUTAHHbLIMW.

6 [MaHenb uTeHus. Ha 3Toi NaHenn oTobpaxkaeTcs TEKCT MMCbMA, BbIGpaHHOTO Ha NaHenu (4).

7 CTpoka cocTosiHuA. B cTpoke coCTOsIHMS yKa3aHo obLee KOAMYeCTBO NUCEM B BbIOpaHHOM narnke u
eé nognankax, a Takxke KOJIM4eCTBO HeMpPOUMTaHHbIX (B nanke Bxoaswime) nan HegocTaBieHHbIX (B
nanke Ncxoaawme) nucem.

Kosnnuectso nmncem onpep,enéHHoro TMnNa OTO6pa)KaETCFI B BUAE CYMMbI ABYX YMNCEN. KONNYECTBO
nncemM AaHHOro Tuna B Bbl6paHHOl‘/lI nanke n cymMapHoe Koam4yectso nhncemM AaHHOIo Tuna BO
BJIO>XKEHHbIX Mankax.

Ytobbl 0TOHPA3UTL NN CKPLITL CTPOKY COCTOSIHMSA, B MeHI0 Bug Bbibepute CTpoka COCTOSHUS.
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OpraHmsauma xpaHeHma nmcem
MOMOLLBEHO Manok

XpaHeHwue nucem B nporpamme ViPNet [lenoBas nouta MOXHO ynopsaAoUnNTb C MOMOLLIbO

nepapxmyeckon CTpyKTypbl nanok. Manku otobpaxkatoTcs Ha NEBOW NaHeNN OKHa Nporpammbi

(cM. ViHTepdeic nporpammsl).

Mankn B nporpamme ViPNet Jenosas nouta fenatca Ha ABe KaTeropuu:

OcHoBHble — co3gatoTcst aBTomaTndeckn nporpammolt ViPNet [lenoBas noyta v He MOryT 6bITb

neperMMeHoBaHbl WKW yaaneHbl.

Monb3oBaTenbckme — C034ar0TCA noJsib3oBaTesieM, MOTyT ObITb nepenMeHoBaHbl I yAaneHbl.

AEI‘/’ICTBMH, KOTOPble MO>XXHO BbINOJIHUTb NMPU pa60Te nankamu, onncaHbl B caegyroumnx nogpasaenax.

OCHOBHbIe mankm

Bo3moxkHOCTN paboTbl C OCHOBHbIMW Nankamu nporpaMmebl ViPNet [lesnoBas noyta orpaHuyeHsl.

OCHOBHbIe Manku 1 X 0CoObeHHOCTH nepevyncneHbl HMXe:

BXO,D,FILIJ,VIe — nanka, B KOTOPYH MO YMOJIHaHMIO NMOMELLaoTCA BXoAAaLWwne nncbMa (cm. rlpOCMOTp
NM1UCbMa 1 ero CBOMCTB B OCHOBHOM OKHe I'IpOFpaMMbI).

Bxogawne > M3BeleHna — nanka, B KOTOPYH NMOMELLAIOTCA M3BELLLEHNA O AOCTaBKe U MPOYTEHNN
B BUAE OTAE/bHbIX NMUCEM (CM. 3anpoc U3BELLEHNI O JOCTaBKe U MPOYTEHUN B BUAE OTAENLHOIO
nncbma).

JTa nanka COBAaéTCﬂ npu noayyeHnn nepeBoro n3BeleHnda, Nno yMoa4aHno OHa OTCYTCTBYeET.
MCXOAFILIJ,I/Ie — Nanka, B KOTOPYHO NMOMeELaroTCA CoO34aBaeMble MUCbMa (cm. Co3p,a|—w|e nMcbma).

MCXOAFILIJ,I/Ie > V|3BeLIJ,eHI/Iﬂ — nanka, B KOTOPYHO NOMeLatoTCA N3BELLEHNA, OTNpaBiAeMble B BUAE
OTAeNIbHbIX MNCEM.

DTa nanka co3faéTtca npu OTrnpaBKe NepBOro U3BeLeHUs, Mo YMONYaHUIO OHa OTCYTCTBYET.
YaaneHHble — nanka, B KOTOPYH NOMELLArTCA yAanéHHble NucbMa (CM. YaaneHuve nucem).
B nanke yp,a!'IEHHbIe HeNb34 COo34aBaTb M NEPENMEHOBbBIBATb BJIOXXEHHbIE Manku.

Ayant — nanka, cogep>kallas MHGopMaLUno O NMCbMax, KOTopble OblNW yAaneHbl U3 Nanku
YpaneHHble.

B nanke Ay,ql/IT HeNb3A Co34aBaTb M NEPENMEHOBbLIBATb BJIOXKEHHbIE Manku. Y,qanmb nanku m nncbMa
13 nankn AyanT MOXHO TONbKO Npu paboTe B pexxnMe agMuHucTpaTtopa (cM. Pabota B nporpamme
C NpaBaMu agMUHUCTPATOPA).
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e Ayaut > MNoBpexaeHHble — Mnarka, cogep>kallias BXoAsLMe NMcbMa, Npy 06paboTke KOTOPbIX
npov3soLaa KpuTMyeckas owmnbKa, ¥ MUCbMO HE MOAIEXUT BOCCTAHOBIEHMHO.

e Ayaut > MNpobiemHble — nanka, cogepxkallas BXoAaLMe NMCbMa, NPY MOSYUYEHUN KOTOPbIX
npowu3soLuna owmnbka, KoTopas MOXeT HbITb yCTpaHeHa.

Mpumeuanue. Mankn MoBpexaeHHble 1 MpobaemMHble aBTOMaTUUECKW CO34at0TCsA NP

MOSIBAEHUN NEPBOM OLUMOKM, NO YMOAYAHNIO OHM OTCYTCTBYHOT (CM. Bxogsluee nncbmo
nepemetyeHo B nanky MNpobaemHblie nan MoBpexaEHHbIE).

Bbl MOXeTe yaanatb nucbma 13 nognanok MoepexaeHHble 1 MpobaemHble TONbKO Npu paboTte

B peXvMe agMUHUCTpaTopa.

e LllabnoHbl — narka, B KOTOPYH NOoMeLlakoTcA WabsoHbI NNCeM (cm. Cos,anme M ncrnosb3oBaHne

WabaoHOB nucem).

e MMnopT — narka, B KOTOPYH NMOMELLATCs UMMOPTUPOBAHHbIE MUCbMa (CM. DKCMOPT Y UMMOPT

nnucem).

[ Tonb30BaTenbCkMe nankm

Mcnonb3oBaHMe nanok noMoraet ynopaaounTb XpaHuauwe nmcemMm B nporpamme ViPNet ,Cl,enosaﬂ nouTa.

UT06bI CO3aaTb Manky:

1 Ha naHenv nanok (cMm. VIHTepdeiic nporpaMMbl) Beibepute namnky, BHyTpU KOTOpPOoR TpebyeTcs
Co3zaTb HOBYHO Marky (3T0 MOXeT HbITb 1 KOpHeBas narnka flenoBas noura), U BbINMOAHUTE O4HO 13

AeNCTBUIA:

¢} LL]'éJ'IKHVITe nanky I'IpaBOI7I KHOMKOM MbILIN N B KOHTEKCTHOM MEHHO Bbl6epVITe COBAaTb HOBYHO

narky.

o B meHto ®aiin BbibepuTe NnyHKT Manku, 3atem WénkHMTe HoBas nanka.

OTKpOETCFI OKHO Co3p,aH|/|e HOBOW nanku.

2 B okHe Co3zgaHue HOBOW Nanku BeeAMTe UMsS ANA CO3AaBaeMon nanku n HaxmuTe OK. Ha naHenu
nanok nosiBMTCA HOBas Manka ¢ 3aJaHHbIM MMEHeM.

MpuMeuaHue. B ogHOM nanke HeNb3s CO34aTh ABe MOAMANKN C OAMHAKOBbIMM
nmeHamu. B nankax YganeHHoie n Ayant (cM. OCHOBHbIe narnku) co3gaHne HOBbIX
nanokK HeBO3MOXHO.

Ytobbl NepenmeHOBaTh Nanky:

1 Ha naHesnun nanok (cm. ViHTepdeiic nporpamMmbl) BoibepuTe Nob30BaTENLCKYHO NarnkKy, KOTOPYHO
TpebyeTcs NnepevMeHoOBaTh, 1 BbIMOJIHUTE O4HO U3 AENCTBUIA:

o LUWeénkHute nma nanku.
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o L&nkHuTe nanky npaBoW KHOMKOW MbILIW U B KOHTEKCTHOM MeHH0 BbibepuTe MNepenmeHoBaTb
nanky.

o B meHto ®aiin BbibepuTte nyHKT Mankn 1 3atem NepenmeHoBaTb.
Ha mecTe vMeHM nanku NosiBUTCS NoJie BBOAA.

2 BBeauTte HOBOE MM#A Nanky U HaXXMUTE KaaBuwy Enter naun WENKHUTE MbIWbIO 3a NpegenamMmm nos
BBOZA.

MpymeyaHue. B ogHoM nanke Henb3s CO34aTh 4Be Nognanky ¢ 04MHaKoBbIMM
nMeHamMn. HeBO3MOXHO neperMeHOoBaTb OCHOBHbIE nanku (cM. OCHOBHbIe Manku).

Utobbl MepeHecTV nanky, LWENKHUTE e€ 1 NepeTalumuTe B Nanky HasHadyeHus. Henb3s nepeHoCUTb Nanku:
e 13 nanok Bxopawme v YaaneHHble > Bxoaawme B nanky Ucxopawme;
e 13 N0bbIX Manok, Kpome YpaaneHHble > Bxoasauwme, B nanky Bxogauwme;
e B nanku LWa6noHbl, YaaneHHblie n Ayaur;

e MeXJAy AByMs Mojnankamu nankv YaaneHHble vy nankv Ayaur.

YTo6bl OUMCTUTL cojep>XXnmMmoe nanku:

1 LW&nkHWTe nanky NpaBol KHOMKON MbILWW U B KOHTEKCTHOM MeHI0 Bblibepute OUncTuTb
cofepXXumoe nanku.

2 B okHe noartBepxaeHuns Haxmute [a.

Bce nucbma 13 nanku 6yayT yaaneHsl (CM. YaaneHvne nucem).

UT06bI YARAWTb NanKy:
1 BbIbepuTe Mmanky, KoTopyto TpebyeTcs yAanuTb, U BbIMOJHUTE OAHO V3 AeUCTBUIA:

o Haxmute Delete.

o Haxmute Yaanntb 0 Ha NaHenn NHCTPYMEHTOB.
2 B okHe noaTtBepxaeHuns Haxmute [a.

BbibpaHHaa nanka BMecTe C nognankamu n nucbMamu byaet nepemellieHa B nanky YaaneHHsble. MNpu
3TOM B nanke YpaneHHble byseT aBTOMaTUUeCKM Co3faHa CTPYKTypa Nnanok, NOJAHOCTbIO
nosTopstoLwas ncxogHyto. Hanpmmep, B nanke Bxogawume > Manka-1 Haxogntca MNanka-2. Mpw
yAaneHun 3TON Nanku oHa BMeCTe CO BCEM COAEepPXMMbIM ByayT nepemellieHa B nanky YaaneHHole >
Bxogawume > MNanka-1.

Ecan nanka yaaneHa u3 nanku YaaneHHble, OHa TakuM ke 06pa3oM nepeHocnTcs B nanky AyauT.
Mpw 3TOM HaxoAALMeCcs B Manke NMCbMa 3aMeHAITCA 3aMUCAMM O BPEMEHW YAaNneHNa 1 O
noJsib3oBaTesie, OCyLLLeCTBMBLUEM yAaneHue. YaanuTb nanky U3 nanku AyAnT MOXeT TOJbKO
aAMVHNCTPATOp ceTeBOro y3na (cMm. PaboTta B nporpamme ¢ npasaMu ajMUHUCTPATOPa).
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AZlpecHada KHu1ra

KoHTaKTbl, LOCTYMHbIE ANS BEAEHWS NEPENUCKM, XPaHATCA B afpecHor kKHure nporpammel ViPNet
[Jenosas nouta. CNMCOK KOHTAKTOB OMNpeAenseTca cBa3saMm Mexay nonabsosatensmu cetn ViPNet,
KOTOpble OblAM 3a4aHbl 415 JaHHOTO CETEBOTO y3na agMuHuctpaTopom cetn ViPNet B nporpamme ViPNet
LleHTp ynpaBneHus cetbto nam ViPNet Network Manager.

YT0bbI OTKPBITL afpPecHyto KHUTY, B OKHe nporpaMmbl ViPNet JenoBas nouta B MeHto VIHCTPYMEHTBI
BbibepuTe AgpecHas KHUra.

AgpecHias kHura [E=% ECH ==
- P |
@
A’ ! L ¥ ) r -
Co3gate - AApECHAA KHWMra - KoHTakt - KHKMra no ymondaHue Mokazate y3asl
P (JcHOBHEA 3ApPECHER KHUMA Mma KoHTakKTa Mma yzna OnucaHue
o Client 1-1 Client 1-1
= Client1-2 Client 1-2
& Client 1-4 Client 1-4
= Client1-5 Client 1-5
sEbIKUE K pui Fpeesny Ceatun Anexcedd NleoHmgosny

- - ~
o CBATHH Anekceil SlecHgoBNY CeatuH Anekceid TecHugoBMy

Mownck - JaKkpeiTs

PucyHok 8. AdpecHas kHuza npoepammel ViPNet [lenosaa nouma

B nporpamme ViPNet [lenoBas nouta npesycMOTPeHbI ABa TUMa CMIUCKOB KOHTAKTOB: OCHOBHAs ajpecHas
KHWra, ZOCTyrHas NoJib30BaTE/0 MO YMOJIYAHWIO, U MOJIb30BaTENbCKME afpecHble KHUMM, KOTOpPbIE Bbl
MOXeTe CO34aTb CaMOCTOATEIbHO. KONMYeCTBO CO3aBaeMbixX MO/Ib30BATENbCKMX afPECHbIX KHUT He
orpaHunyeHo. Cnncok aZpecHbIX KHUT OTOBbpaXkaeTcs Ha EBOV NMaHenn okHa AAPECHOMN KHUTW.

Kaxxgoi 3anucuy B agpecHoit kHure nporpammbl ViPNet JenoBas nouta MOXeT COOTBETCTBOBATb OAUH U3
TPEx ypOBHeW agpecauum:

o CeTeBOM y3e/1. ITOT YPOBEHb ajpecaL M COOTBETCTBYET BCEM MOJ/Ib30BaTENAM Yy3na. TO ecTb
3awndpoBaHHOE NMCbMO, ajpPECOBaHHOE Y3y, MOTYT NpoYnTaTh BCE €ro nosab3osaTtenu. Jns

OTO6pa)KeHI/IFI CeTeBbIX Y3/IOB HAaXMUTE Moka3zatb y3abl " Ha NMaHeNN MHCTPYMEHTOB.

e [lonb3oBatenb. OTOT YpPOB€Hb COOTBETCTBYET KOHKPETHOMY MOJIb30BaTe/IFO y3/a. Muncbmo,
ajpecoBaHHOE MoJib30BaTe/IF0, MOXKET MPOYeCTb TOJIbKO OH.

e [pynna paccblikv. OTOT yPOBEHb ajpecaLMn BO3IMOXEH TOJIbKO B MO/b30BaTEbCKOW afpecHOM
KHWre 1 COOTBETCTBYET BCEM MOJIb30BaTENAM U y3/71aM, 06beJMHEHHBIM B OAHY rPYMny, KOTOPYH
Co3aéT caM noab3oBatesb. [TMCbMO, agpecoBaHHOe rpyrne, CMOTyT MPOUNTATh BCE YUACTHUKM
rpynnel. [pynna pacceikv oTobpaxaeTcs B CNUCKe afpecHbIX KHUT NMoJ TOW afpecHOr KHUToMn, B
KOTOpPOI OHa bblna co3gaHa.
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OCHOBHasg ajpecHad KH1ra

Mo ymonuaHuto B nporpamme ViPNet [lenoBas noyta nonb3oBaTento 4OCTYNEH TObKO OAMH CMUCOK
KOHTaKTOB — OCHOBHas agpecHas kHura. OHa cofepxut B cebe Bce AOCTYMHbIE NOAb30BaTENO KOHTAKTbI
C He3anoNHEHHbIMU AaHHbIMMW.

Bbl MOXeTe MCMob30BaTh OCHOBHYHO aPeCHY KHUTY npu co3gaHumn nucem (cm. Co3gaHme nncbma), HO
OCHOBHaf ajpecHas KHUra He MoXKeT ObITb U3MEeHeHa NoJib30BaTesIeM CeTEBOrO y3/1a. TO ecTb Bbl He
MoxKeTe A06aBnATb B HEE rpynnbl PACCbUIKY, YAANATb KOHTaKTbl UV PefakTMpPOBaTh AaHHblE KOHTAKTOB.
MoatomMy ans 6onee rMbKoM HacTPOMKM CMINCKOB KOHTAKTOB Mbl PEKOMEHAYEM CO3aBaTb
nosb3oBaTeNbckne agpecHble KHUrun (cMm. Co3zaHne Noab3oBaTeNbCKON aApPeCcHON KHUTM), @ OCHOBHYHO
afpEeCHYIO KHUTY MCMO/b30BaTh B KaYeCcTBe CNPaBOYHMKa, B KOTOPOM COAEPXKMNTCA MOJHbINA CMMCOK BaLUMX
KOHTaKTOB.

[Tonib30BaTeNbCKME aJpPeCcHbIE KHNTU

Mo cpaBHEHMIO C OCHOBHOWN aApecHOM KHUIOW Mob30BaTeNbCKME afpPeCHble KHUMM obiagaroT 6bonee
LWIMPOKMMMN BO3MOXKHOCTAIMU /11 HACTPOVKUN CMIUCKOB KOHTaKTOB. [locne co3zaHuns noJib30BaTeNbCKo
aApeCHON KHUTN Bbl CMOXETE!

e CO3ZaBaTb rpynnbl paccbiiku (cM. Co3aaHune rpynnbl pacchbiakm);
® peAaKkTUpoBaTh JaHHble KOHTAKTOB (CM. [lobaBneHne 1 NPocMoTp nHGOpPMaLLMK O KOHTaKTe);

e Ha3HauaTb MOb30BaTENbCKYH KHUTY afpecHOl KHUMoM No ymonyaHuto (cM. HasHaueHwne
MO/NIb30BaTENbCKOW aPECHOM KHUMM KHUFOW MO YMOAYAHWIO);

e 0bOMeHMBaTbCA AaHHbIMN KOHTAKTOB (CM. OBMeH nHbopMaLmert o KoHTakTax);

® MepenMeHOBbIBaTb afPECHYI0 KHUTY N peaakTMpoBaTh CMNCOK KOHTaKTOB (CM. PesakTnpoBaHume
NoJ/1b30BaTE/NIbCKOW apeCHON KHUN).

OCHOBHyPO N NoNib30BaTeNIbCKNE ajpeCHbl€ KHUTU MOXHO MCNOAb30BaThb A4 CO34aHNA APYTMX aApPeCHbIX
KHWT.

Co3zaHre Noab30BaTebCKOW aAPECHOM KHUMU

Y106kl CO3saTb MONb30BATENbCKYHO aAPECHYIO KHUTY, Bbl MOXeETE:
® VMMOPTUPOBATb COXPAHEHHYIO PaHee KHUTY U 3aTeM YAanuTb U3 He€ HeHY>KHble KOHTaKTb;

® CO34aTb NYCTYHO ajpeCHYH KHUTY N CKOMNPOBATb HY>XXHble KOHTaKTbl U3 APYTUX afPEeCHbIX KHUT.

UT06bI MMMOPTUPOBATL CYLLECTBYHOLLYIO aAPECHYHO KHUTY:

1 B okHe AApecHas KHUra BblibepuTe agpecHyto KHUTY.

2 Ha maHesnn VHCTPYMEHTOB HaxkmMuTe AgpecHas kHura E=! > 3KcnopTupoBarth.
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B okHe CoxpaHuWTb Kak BBeAWUTE UMS afPECHOM KHUTW, YKaXUTe NyTb COXpaHeHna gainna n HaxxmuTe
CoxpaHuThb.

AapecHas KHura byaet akcnopTupoBaHa B daw.

Ha naHenn MHCTpyMeHTOB HaxxMute AapecHas KHuUra > mnopTtmpoBsartb.
B okHe OTKpbITb BbibepunTe daiin 3KCNOPTUPOBAHHOM afpPeCHOW KHUMM U HaxkxMuTe OTKpPbITb.
Byaet co3gaHa agpecHas KHWra, cogepxkallias Bce MMMNOPTUPOBaHHbIE KOHTAKTbI.

YpanuTe HeHyXHble KOHTaKTbl (CM. PesakTvpoBaHyvie nosib30BaTeIbCKOW afpPeCHON KHUMN).

Mpumeyanwue. Npy MMNOPTE aapPECHON KHUTU BCErga MPOUCXOANT aBTOMATUYECKOE CO3aHne

HOBOW MOJIb30BATE/IbCKOW aPeCHON KHUMW. Bbl HE MOXETe MMNOPTUPOBATL JaHHbIE B

CYLLECTBYHOLLYIO aZ,PECHYHO KHUTY.

Y7066l CO3aTb HOBYHO MOJIb30BATENbCKYHO aPECHYIO KHUTY:

3

B okHe AapecHasa KHWra Ha naHean MHCTpyMeHToB Haxkmute Co3aatb -’ > AfpecHyto KHury. B
CMMCKe afpPecHbIX KHUM NOABUTCA MoJie AN BBOAA Ha3BaHUA HOBOW afpeCHOW KHUTW.

BBeauTte HasBaHWe afpeCcHON KHUMM 1 HaxxmuTe Enter.
ByneT cozpaHa nycras nosnb3oBaTesbckas afpecHas KHura.

JlobaBbTe Hy>XHble KOHTaKTbl (CM. PesakTpoBaHme nosib30BaTesIbCKOM aZipecHOl KHTN).

Ecan Bam bonblie He Tp66yeTCFI Nosib30BaTe/IbCKaa agpecHaa KHWUra, Bbl MOXKeTe yaa/lnTb eeé.

PepakTpoBaHMe Noib30BaTeNbCKOWN afPeCHOW KHUTU

Bbl MOXeTe f06aBNATb B MNO/Ib30BATENbCKYH aJPECHYHO KHUTY TONbKO Te KOHTaKTbl, CBA3U C KOTOPbIMU
6blM 3aaHbl A/ BalLEro CETEBOTO y3/1a agMuHucTpaTopoM cetv ViPNet. MoAHbIN CNMCOK KOHTaKTOB,
AOCTYMHBIX AN 406aBAEHNS, HAXOANTCA B OCHOBHOM agpecHom KHure (cM. OCHOBHas aZpecHas KHura).

UT06bI 106aBNTL KOHTAKT:

1

B okHe AgpecHas KHWUra BbIbepUTe afpecHyto KHUTY C HYXKHbIM KOHTaKTOM.

2 Ha naHeaun npocMOoTpa B CNncke nosb3oBaTenemn u y3108B I.Ll,éJ'IKHVITe noJib30Batena nin ysen m

neperawunTte ero agpecHyro KHUry.

Cosert. Ecam cnncok nonb3osatenen CANWKOM 6ONbLLON, YTOObI HaliTV KOHTAKT, B CTPOKY
MoucKa B HUXHEN YacTV OKHa BBEAWTE YaCTb MMEHU HYXHOTO KOHTaKTa.

3 B nosBMBLUEMCA OKHE HaXXMuUTe ,£I,a, yTObBI npu AO6aBJ’IeHI/II/I KOHTaKTa Tak>Xe CKONMnpoBaTb BCE €ro

AaHHbIE.

KoHTakT 6yseT CKONMMPOBaH B aApPEeCHYHO KHWUTY.
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YT06bI YAaNNTb HEHYXKHbIN KOHTaKT U3 aApPeCcHON KHUTU:
1 B okHe AgpecHas KHUra Bbibepute NoNb30BaTENbCKYHO afPECHYH KHUTY.

2 Ha naHesnv npocmoTpa BblibepuTe No/b30BaTENs UK Y3€e, KOTOPbIV XOTUTE YAaiunTb.

Y
3 Ha naHenn MHCTpyMeHTOB HaxxmuTe KoHTakT && > Ypanuteb.

KoHTakT 6y,D,ET yp,anéH 13 N0/Ib30BaTe/IbCKOM aApECHOI‘/JI KHUT K.

UYT06bI NepenmMeHoBaTb aZPECHYHO KHUTY:

1 B okHe AgpecHas KHUra Bbibepute NoNb30BaTENbCKYHO afPECHYH KHUTY.

=
2 Ha naHenn MHCTPYMEHTOB HaxXmuTe AgpecHas KHUra > MNMepenmeHoBaTb. Ha mecTe Ha3BaHus

aApPEeCHOW KHUTY NOABUTCS NoJie BBOAA.

3 BBepguTe HOBOE Ha3BaHWe afPECHOW KHUMM 1 HaxxmuTe Enter.

,ﬂ,06aBJ'IeHVIe n NPoOCMOTP VIHCI)OpMaLl,I/II/I O KOHTaKTe
Mo ymMonuaHWo B OCHOBHOW apecHON KHWUre OTCYTCTBYET Kakas-1Mbo nHGopmaLuums o KoHTakTax. Ecamy
Bac eCTb JOMONHNUTENbHbIE CBEAEHUS O KOHTAKTE W Bbl XOTUTE XPaHWUTb UX B aPECHON KHUTE:

1 B okHe AApecHas KHUra BbibepuTe NMo/Ib30BaTENbCKYHO aJPECHYHD KHUTY.

2 Ha naHenun npocMoTpa BbibepuTe Noab30BaTENS WK Y3es.

-
3 Ha naHenun nHcTpymeHTOB Haxkmute KoHTakT @ > CBOWCTBa.

4 B okHe CBOWCTBa agpecarta 3arnoJiHUTe UK OTPeAaKTUPYITE Hy>KHble NMoAs 1 HaxmuTe OK.
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CBefieHNs 0 KOHTakTe ByayT COXpaHeHbl B MOb30BaTENbCKOM aJpPeCHON KHUTe.

CeoficTea agpecaTa (userl3) @

Obwme

Bamunna: Wearoe

Wran: Wean

Otyecteo: Wearosunu

Oprannzayua:

Jon#HocTs: WHzkenep
KoHTakTel

Appec:

CyxeeBHbii: Ajpec 3NEKTPOHHOR NoYTLE

ivanov@info.ru

MoBuAEHEIR: +7 (916) 123-4567
Bef-cTpanuuya:

JomaHmin

OnucaHue

| oK | | Omveta

PucyHok 9: flobasneHue uHghopmayuu o0 KoOHmMakme

MpumeyaHue. Ecm y Bac eCTb HECKOIbKO afpecHbIX KHUT, COAEPXKALLMX OAMH U TOT XKe KOHTaKT,
JaHHble KOHTaKTa ByAyT COXpaHeHbl TOIbKO B TON apecHON KHWre, KoTopas bblna BblbpaHa Ha

ware 1. YTo6bl 06HOBUTL MHDOPMALMIO O KOHTaKTe B APYroW afpecHOn KHUre, JobaBbTe B Heé
KOHTaKT C OBHOBAEHHBLIMW AaHHbIMMK (CM. PejakTpoBaHne Nosib30BaTeIbCKOM aApeCcHO
KHUTW).

Ecnu Bala nosnb3oBaTenbckas agpecHas KHUra COAep>XXUT MHOFO KOHTaKTOB, UTO6bI BbICTPO OLLEHUTD, AS
KaknX KOHTaKTOB AOMOAHUTE/IbHbIE CBEAEHMWSA He Bblan eLlé yKasaHbl, Bbl MOXETe BblbpaTb, Kakue
cBeJleHnAa O HUX OTO6pa)KaTb Ha NaHean I'IpOCMOTpa CMNCKa KOHTAKTOB B OKHe Ap,pecuaﬂ KHWra. ,CLJ'IH
3TOrNo Ha NaHean I'IpOCMOTpa CMNCKa KOHTAKTOB LLI,éJ'IKHI/ITe HpaBOVI KHOI'IKOI‘/’I MbILLIW 3aron1oBOK }1I-O6OFO
ctonbua 1 C MOMOLLbKO KOHTEKCTHOFO MeHI0 fobaBbTe UK yaanuTe cTonbubl.

O6MeH nHdpopmaumen o KOHTaKTax

O6MeH nHpopMaLmer O KOHTaKTax — eLlé OAWH Crnocob BbIMOAHWUTL OOHOB/EHWE AaHHbIX KOHTaKTOB B
MOJIb30BaTeNIbCKOW afpecHol KHure. Eciv y BaC HET AOMONHWTE/IbHBIX CBEAEHUI O KOHTaKTe, Bbl MOXETE
3aMpocuTb Y APYrvx NoAb30BaTENeN U3 Ballero Cncka KOHTakToB dalil afpecHOn KHUMW, COAep XKaLLni
HY>KHbl€ KOHTaKTbl C AOMOJAHUTENbHOW MHbOPMaLmen. JTnbo Bbl caMun MO 3anpocy ApPYrvx Nonb3oBaTenei
MOXeTe OTNpPaBuUTb dain afpecHOW KHUM C aHHbIMU, KOTOPbIE MMEIOTCA Y Bac.
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UYTo6bI OTNPaBUTL 3anpallnBaEMble JaHHbIE:

1 Co3paiTe Noib30BaTENbCKYHO afpeCHYHo KHUTY (cM. Co3zaHne NoJsib30BaTeIbCKOM afpPecHOM KHUMN)

C KOHTaKTaMu, MHPOPMaLIMIO O KOTOPbIX TpebyeTcs nepeaatb APYromy noJsib30BaTento.

2 B okHe ApgpecHas KHUra Bblbepute CO3ZaHHYH afpecHyr KHUTY.

= > OTtnpaBuThb.

3 Ha naHenn MHCTPYMEHTOB HaxmuTe AgpecHas KHUra

4 B okHe BBeguTte onncaHue BAOXEHMUA YKaXKMTe UMS aZpPeCcHOM KHUTU U HaxxmuTe [lobaBuTb.
OTKpoeTCcs HOBOE MUCbMO C BJIOXKEHHON aZpPeCcHOM KHUTOM.

5 Haxwmurte OTnpaButhb

MprmeyaHue. Bol MoXeTe NepesaTb afpecHyro KHUTY He ToNbko Mo [lesoBor noyTte, HO U
APYTUM yAOBHBIM cnocoboM. s 3Toro B MeHto AApecHas KHUra Bblbepute KOMaHay

3kcnopTupoBaTh ¥ NepeaanTte Gpaiin C aAPeCHON KHUIOW APYrum nosab3osatensam. s
f06aBNeHMA NONYUYEHHON afpPeCHOM KHUMM B MeHIO AApecHas KHUra Bbibepute KOMaHay
MmnopTtupoBatsb.

Ecnu Bbl 3anpalumBanu JaHHble KOHTAKTOB Y APYroro noJsib3oBatesis U NoAyUYnIv NUCbMO ¢ daliiom
afpPECHON KHUIW, YTOObl OBHOBUTL JaHHbIE B CBOEN aZpPecHOM KHUre:

1 OTkpoWiTe NMCbMO 1 Ha Bknaake BnoxkeHus apaxabl WENKHWTe dalin agpecHOn KHUTU.

ByAET CO34aHa HOBaA aApecHaa KHUra.

BHuMmaHue! B co3aHHYHO aApecHyr KHUTY BOWAYT TOILKO T€ KOHTAKTbI, CBA3U C KOTOPbLIMU
61U 3aaHbl 4015 BALLETO CETEBOTO y3/1a agMUHUCTpaTopom cetn ViPNet.

//\g Echn B nepegaHHOM BaM ¢a|7|ne aAPECHOD‘I KHUTW XPaHATCA KOHTaKTbl, C KOTOPbIMW Y BaC HET
YCTaHOBJ/IEHHbIX CBHBEVI, OHW He 6yAyT AO6aBJ’IEHbI B CO3JaHHYHO aAPECHYO KHUTY.

Echm B nepegaHHOM Bam ¢a|7|ne aApeCHOI\/] KHUTW HET HN OA4HOI0 KOHTaKTa, CBA3aHHOIoO C BaMy,
noAaBuUTCA COO6U.LeHVIe O HEBO3MOXHOCTU CO34aHNA ap,peCHon KHUTW.

2 [lobaBbTe NosyYeHHble KOHTaKTbl C JaHHbIMW B CBOKO afpPeCcHYto KHUTY (CM. PefakTnpoBaHue
NoJ1b30BaTE/NIbCKOW ajpeCHON KHUN).

Co3zaHue rpynnbl paccbiikm

Ecnu Bbl perynspHo oTnpassiseTe NMCbMa OAHOM W TOW e rpynne nosyyatenen, ob6besnHuTe nx B
rpynny paccelnku. B ganbHenwem npu cosgaHnmn nucbma (cM. Co3gaHne nucbMa) B afpecHoOm KHure
JOCTaTOYHO ByAeT BbIbpaTh TONLKO CO3AaHHYIO rpynmy, U MUCbMO ByAeT JOCTaBAEHO KaXKAoMY
nonb3osatento cetv ViPNet, Bxogaiemy B 3Ty rpynmny paccbiku.

Konnuecteo KOHTaKTOB, KOTOPbIE MOXHO BKJAKYUTb B rpynny paccbiikn, He orpaHn4yeHo.
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Y106kl CO3saTb rpynny paccbiiku:
1 B okHe AgpecHas KHUra Bbibepute NoNb30BaTENbCKYHO afPECHYH KHUTY.
2 Ha naHenn nHctpymeHTOB HaxxmuTe Co3paTtb u’ > [pynny paccbinku. B cnncke agpecHbIx KHUT
noJ, Ha3BaHMEM afPECHON KHWUMM NOSIBUTCS MOJie ANs BBOAA UMEHU TPYrMbl.
3 BseauTe nMs cO3gaHHOWM rpynnbl n HaxxmuTe Enter.

4 Y106bI CKONMPOBATbL KOHTAKT B HOBYHO PYMny, Bblbepute B CNMCcKe afpecHbIX KHUM afpeCHYIo KHUTY,
3aTeM Ha naHe/sv NPOCMOTPa LWENKHNTE HY>XXHOTO NOJIb30BaTeNA WAV y3en U nepeTaLymTe ero B

rpynny.

MprmeyuaHue. Ecnm B rpynny paccbiiki, CO34aHHYIO B O4HOW NONb30BaTEIbCKON ajpecHOM
KHWre, 406aBNAETCA KOHTAKT U3 APYrol afipeCHOMN KHUTK, MOSBUTCA COOBLLEHNE O KONUPOBaHWMK

KOHTaKTa 13 OAHOW afpPECHON KHUMM B Apyryto. ECav Bbl XOTTe CKOMMPOBaTb KOHTAKT BMECTe C
€ro JaHHbIMK, HaxxmuTe Aa. Eciv Bbl XOTUTE CKOMMPOBATH TOJIbKO CaM KOHTaKT 6e3
JOMONHUTENbHbIX CBEAEHUI O HEM, HaxkxmuTe Her.

Yto6bl MepenMeHoBaTb rpynny:

1 B okHe AApecHas KHUra LLENKHWUTE NPaBoli KHOMKOM MbILIW FPyMny PaccbiIKM N B KOHTEKCTHOM
MeHHo Bblibepute komaHay MNMepenmeHoBaTb. Ha MecTe MMeHU rpynnbl MOSBUTCA NOJe BBOAA.

2 BseauTte HOBOE MMSA rpynmnbl U HaxXmuTe Enter.

UT06bI YAAWUTL HEHYXKHYIO FpyMny:

1 B okHe AApecHasl KHUra LLENKHWTE MPaBOl KHOMKOW MbILIW FPYMMy PacCbiIKM U B KOHTEKCTHOM
MEHH0 Bbibepute KOMaHay Yaanursb.

2 B okHe coobleHns HaxmuTe [la, rpynna 6yaet yaaneHa.

Ha3HauyeHMe Noab30BaTENbCKON aAPECHOM KHUMM KHUTOW NO
YMOJI4aHNIO

Mpw co3panHmm nucbMa (cMm. CosgaHune nnucbma) B OkHe Bbibopa nosyyateneli otobpaxkaeTcs Crmcok
KOHTaKTOB M3 afjpeCcHOM KHWUIW, Ha3HAaYeHHOW KHUFOM MO yMOAYaHMo. ABTOMaTMUECKM B NporpaMmMe
ViPNet [lenoBas nouta KHUIOW NO YMOJYaHUIO Ha3Ha4yaeTCs OCHOBHas ajgpecHas kHura. Moatomy ans

BbibOpa APYron agpecHon KHUIM HEOOXOANMO pa3BepHYTb CMMCOK B MPaBOM BEPXHEM Yry OkHa Bblbopa
nosydarteneu.

Bbl MOXeTe Ha3HaunTb KHUMOW Nno YMO/THaHNKO CBOKO HaCTO NCMNOJIb3yeMYyHo aApeCHYHO KHUTY, yTObbI npu
CO34aHNN NNCbMa He BbI6VIpaTb eé Ka)KAbII‘/'I pa3 13 cnmncka:

1 B okHe AApecHas KHUra BbibepuTe Mo/ib30BaTeNbCKYHO afPECHYHO KHUTY.

2 Ha naHeaun NHCTPYMEHTOB Ha>XXMuUTe KHura no yMo4aHuo l 5

BbibpaHHas agpecHas kHura byAet oTMeueHa COOTBETCTBYHOLLIMM 3HAUKOM.
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PaboTa ¢ ncCbMamMu

Co3gaHve n oTnpaBka HOBOTO NUCbMa

Co3paHue n ncnonb3oBaHue WabsoHOB NNCEM

MpOoCMOTP N1CbMa M ero CBOWCTB B OCHOBHOM OKHE Mporpammbl
MpocMOTp NMCbMa W BNOXEHWUW B OTAE/IbHOM OKHe

OTBeT Ha NMCbMO 1 Nepecblka NMCbMa

Mounck nmucem

DKCMOPT ¥ UMMNOPT NUcem

MepeHoc nncem B Apyryto nanky NporpamMmel

YaaneHue nncem

ApxuBaums nmucem

Pabota ¢ apxmBamu nucem
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Co3aaHme 1 OTrpaBka NCbMa

OKHO CO34aHMA U MPOCMOTPa NMncem

BHeLHWI BUA OKHa, B KOTOPOM OCYLLECTBAAETCA CO3jaHMe HOBbIX Nucem (cm. Co3zaHne nnucema) um
NPOCMOTP OTMNPaBAEHHbIX Y MONYYEHHbIX NUceM (CM. [TpOCMOTP NMcbMa 1 BAOXKEHWUI B OTAENBHOM
OKHe), MPeACTaBAEH Ha PUCYHKe:

1 2
3 4 5 6
. -
Wcxogawee Tema nncema = @
Muesmc’ Bual Pejaktuposprie [Coznate [Mognueg  Mseewienua
[ . . ] - »
| H - - - Sl 1 2 £
OTMpaguTE OIPEHKHTE Meygre Mamyyatend  BaoseHWa Wupposate | MNogndcaTe

= Momyyarend l Browennn | = CsoiicTsa

Momy4at=ne OmpaeneHo MpaHsTO Kem npuHATD MpoynTaHo KEM MpoYaTaHo

o Cliert 2-1/Clent 2-1/Clent 2-1]

4 I

Tema Tewanucema

+ 10 - 2 AAA|E=s

TEKCT NMC=MA, TEKCT NWEEME, TEKCT NMC#ME, TEKCT NNCBMA, TEKCT MUCEME, TEKCT NMCEME, TEKCT MUCEME, TEKCT NMCEMA, TEKCT MWCHME, TEKCT NMCEME,

Arial = ik

TEKCT NHCEMA.

Pucyrok 10. lhmepdbelic okHa co30aHus u npocMompa nucem

Lindpamum Ha pucyHke 0603HaYEHbI:
1 [naBHOe MeHto.

2 T[laHenb MHCTPYMeHTOB. YTo6bI yaanutb uan AobaBnTb KHOMKN Ha NaHe b MHCTPYMEHTOB, B
BbIbepuTe Bug > MaHenb nHcTpymeHToB > Hactpolika.

3 BKIIaAKa I'Ionyt-laTenM. Ha aton BKJlagKe nepedyncieHbl noayyartenn nmcbma. Ecan OTKPbITO
OoTnpaBieHHOEe N NoJlydeHHOEe NMUCbMO, OTO6pa)KaETCFI TakKxe I/lHd)OpMaLI,I/Iﬂ O BPpeMEHWN OTMNpPaBKn U
noJjiydyeHuna nmcbmMa, NpUHABLIEM NMCbMO MNOJIb30BaTeNE U TaK Aanee.

4 Bknagka Bnoxxenus. Ha 3Toi Bkiagke oTobpaxatotcs Galisibl, BIOXEHHbIE B MUCbMO.

5 Bknagka CBoWcTBa. Ha 31O BK/1agKe cogepXutcs nHbopmMaLlms o permctpaLmoHHOM HOMepe,

BpeéMeHn Co34aHnAa 1 OTnpaBuTesie NMCbMa, a Tak>Xke O BpeMeHU I'IOCJ'IEAHGI‘/JI npoBepkKn BHEKTpOHHOI‘/JI

noanucu (ecim oHa ecTb).

ViPNet lenoBas nouta 4. PykoBogcTBO Nonb3oBatens |



6 [laHenb, NpesHa3Ha4veHHas A4/ oTobpaxeHUs coaep>XMMoro Bknagok Monyuvatenu, BnoxxeHns v
CeolicTBa.

7 TMone Tema. B 3toM none otobpaxkaeTtcs TeMa nnucbma.

8 T[aHenb popmaTnpoBaHus Tekcta NMcbMa. C MOMOLLBIO 3TOVW NaHeNn NpU CO34aHNN NUCbMa Bbl
MOXeTe M3MEHATb TWM, pa3Mep, HauepTaHue WpudTa, BCTaBAATb B TEKCT N306paxeHue,
MapKMpPOBaHHbIN AN HYMEePOBaHHbIV CMINCOK U TakK Aanee. HazHauyeHne OCHOBHbIX KHOMOK MaHenun
dopmaTnpoBaHUs onncaHo B Tabanue HUXe.

Tabauya 2. KHonku naHesnu oopmamuposaHus

KHonka [JeiictBne CoueTaHue KiaBuLL
oo BbipesaTtb Ctrl+X
= Konuposatb Ctrl+C
= BctaBuTb Ctrl+V
A BblfennTb NONY>XMpPHbIM HavepTaHneM Ctrl+B
A BblgennTb KypCMBHBIM HayepTaHneM Ctrl+1
A MoauepkHyTb Ctrl+U
=3 BbIpOBHATL NO IEBOMY Kpato (MO yMOAYaHMIO) Ctrl+L
= BbIpOBHATL MO LIEHTPY Ctrl+E
= BbIpoBHATL MO NpaBoMy Kpato Ctrl+R
= BbIpOBHATL MO WWMPUHE OKHa Ctrl+J

Lluln-l-

COBAaTb HyMepOBaHHbII\/’I Crnncok —

Co3aatb MapKMpoBaHHbIM CINMCOK —

BctaBuTb n306paxeHne —

[

MprmeyaHue. Mo ymonyaHmto naHenb GopMaTMpoBaHUsa He oTobpaxaeTcs, U MMCbMO

co3gaétca 6e3 dopmatnpoBaHua. Ecam Bbl xoTute dopmMaTnpoBaTb TEKCT MUCbMA,
BKJIFOUNTE BO3MOXHOCTb GOPMaTUPOBaHMs B HaCTPOMKax obLLMX NapaMeTpoB
nporpamMmbl (cM. Hactpoiika obLmx napameTpos).

9 TaHenb, Ha KOTOPOW OTOBpaXkaeTcs TEKCT NMUCbMa.

Co34aHMe NmMcbMa

1 B okHe nporpammbl ViPNet [lenoBas noyTta Ha NaHenn MHCTPYMEHTOB HaxkmuTe Mucbmo
OTKkpoeTca OKHO co3gaHuna nucbMa (cM. OKHO cO34aHna 1 NPOCMOTPa nucem).

2 B none Tema BBeguTe TemMy nNucbMa.
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3 Ha HuXHel naHenu okHa BBeAUTe TEKCT NMNCbMa.

4 Tlpn HeOBXOANMMOCTU HacTponTe GopmaT TekCTa MMCbMa C MOMOLLBHO NaHen GopMaTUPOBaHUS.
Ecan naHenb dopmatnpoBaHms He oTobpaxkaeTcs B OKHE CO3aHUA NMCbMa, BKAKOUNTE
BO3MOXHOCTb GOpPMaTMPOBaHMA B HacTporikax obLmMx napameTpoB nporpammel (cM. Hactpoiika

o6LMx NapameTpoB).

MpuMeuaHue. Eciv Bbl OTNPaBUTe NUCbMO C NPUMeHeHeM GopmMaTUpPOBaHNA
nosyyatento, ncnosb3ytoulemy nporpammy ViPNet [lenoBas nouta paHHer Bepcuu, B
KOTOPOW He nogaepxuBaeTcs GopmMaTpoBaHme TEKCTA, OH MONYYMT TEKCT BaLLero

nucbma B darine BnoxeHus B dopmate RTF (pacluMpeHHbI TeKCTOBBIN JOKYMEHT) 1
CMOXET MPOYECTb €ro C MOMOLLLHO TEKCTOBOTO peaakTopa, Hanpumep, Microsoft Office
Word namn Microsoft WordPad.

5 Ecaun B nucbmo Tpebyetca 406aBUTb BAOXKEHUA:
o BbInonHuTe oAHO K3 AENCTBUIA

e T[epeTawute daiiabl v Apyrue nucbMa B OKHO CO34aHVs NUCbMa.

e  HaxwmuTe BnoxeHus Ha NaHesv UHCTPYMEHTOB. B okHe OTKpPbITb BbibepuTe OANH

NN HeCKONbKO harnos.

Ans kaxgoro darna byaet oTKpbITO OKHO BBegute onncaHue BaoxeHusa. 1o ymonyaHuio
onucaHue BIIOXeHWA COBMajaeT C MMeHeM darina.

Mpumeuanue. OnvcaHve BAOXKEHMS AOJXKHO COAepXaTb He 6onee 56 CMBOOB.

o Y106bI f06aBUTL BCe dainbl 6e3 N3IMEHEHNA ONUCAHNI BAOXEHWH, HaxkmuTe [lobaBuThb Bce.
UT06bI UBMEHUTbL OMMCAHNS BAOXEHWN, AN1A Kaxaoro dalina BBeAWTe HOBOE OMNMcaHue u

HaxxMuTe [06aBuUTDb.

BbibpaHHble dainbl byayT sob6aBaeHbl B MMCbMO.

MpumeyaHue. O6LWMIA pasMep NUCbMa C BJOXEHUAMU He JOMKEH MpeBbillaTh 2 [6awT,
ec/v aAMUHNCTPATOPOM CETU He YCTaHOB/IEHO MeHbLUee orpaHnyeHue.

MoapobHee o HacTpoiike cM. gokyMeHT «ViPNet Policy Manager 4. PykoBoacTBO

aAMVHUCTpaTopa», pasaen «YnpasaeHue HacTpolikamu nporpamm ViPNet».

Y106bI Y4annTb BAOXKEHUA U3 NMUCbMa:
¢} B okHe CO34aHnA NCbMa OTKpOVITe BKJ1aAKy Bno>xxeHus.

o BbibepuTe BrOXeEHME, KOTOPOE HYXXHO yAanuTb, N HaxmMuTe Delete.
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6 Ecnm Heobxoanmo 3awmndpoBaTb MUCbMO, Ha NMaHeNN MHCTPYMEHTOB HaxxmuTe LlLudposatb ' *
Ecan Heobxoanmo nognucatb NUCbMO 3NEKTPOHHON NOAMNCHIO (CM. D1eKTPOHHasA MoANUCH 1

wrdpoBaHue), HaxmuTe Moanucatb 1 BbibepuTe cepTUdMKAT ANA NOANUCH.

7 Y706bI yKa3aTb noayyvatenei Nnucbma:

-
"la
[¢) Ha nanenn MHCTPYMEHTOB Ha>XMuUTe ﬂonyt-laTem/l _bk .

BeiGpate KoHTaKTEI @
Mownek A4 ’OCHOBHEH 3APECHAA KHWMa Y]
Hma koHTarkTa Crmcanune Twn koHTakTa
:. Client1-1 MNonesoeatens
3 Client1-2 Monezcearens
:. Client1-3 MNonesoeatens
3 Client1-4 Monezcearens
:. Client 2-1 MNonesoeatens
3 Coordinator 2 Monezcearens

[ fow=> ]| |

’ Konug -= ] | |

[ o> ] |

PucyHok 11. Bbibop nosnyyamenel

o B okHe BblbpaTb KOHTaKTbl B CMUCKE B MPABOM BEPXHEM YI/y BbIOEpPUTE HYXXHYH aZpecHyto
KHUTY.

CoBeT. HazHaubTe KHWUIOW MO YMOAYAHMIO YacTO MCMOJIb3YEMYHO afPECHYH KHUTY, UTODObI He
BbIGMpaTh €€ B CNMCKe MpU KaxoM CO3jaHnu nucbMa (cM. HasHaueHne nosab3oBaTeNbekol
aAPeCHON KHUTU KHUTOW MO YMOAYaHUIo).

o Bbibepute y3en, nonb3oBaTens UaM rpynny paccblaky (cM. AgpecHas kHura). Ytobsl
OTOMALTPOBATL CMIMCOK MOAyYaTeNen, B CTPOKY NOmMCKa B BEPXHEN YacTh OKHa BBeAUTe 4acTb
MMEHW HY>KHOFO MnoayyaTens.

o [lobaBbTe HeobxoaMMOe KoMYecTBO nosnyyateneit B nona Komy, Konua n CK n Haxxmumte OK.

o YT06bI YyaanuTb nonyyatens, Bblbepute ero Ha Bkaaake MNonyuatenn (cM. OKHO co3gaHuns 1
npocMoTpa nucem) n Haxmute Delete.

8 [na kaxagoro nosyyaTtena NMMCbMa MOXHO HamnmcaTb aHHOTaLMI0O — KpaTkoe nNpumMeYvaHune He
ANnvHHee 245 cnumBonioB. YTobbl 406aBMTh aHHOTALMIO:

¢} ﬂ'Ba)KAbI LLI,éJ'IKHI/ITe nMAa nony4vyatena n B OKHe AHHOTaLI,I/IFI BBeAUNTE TEKCT.
¢} Haxxmute OK. CneBa oT UMeHun nojsiydatensd noaBuUTCA 3Ha4OK

9 3aKOHUMB CO3JaHNe HOBOIO MUCbMa, BbINMOJAHUTE OAHO U3 AENCTBUN:
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L)
o YT06bI COXpaHuTb NMcbMO B Nanke Ucxoasawme, Haxmumte CoxpaHnUTb H Ha naHenu
NHCTPYMEHTOB IMBO0 3aKPOMNTE OKHO CO3AaHMsA COOBLLEHNS U B OKHE COOBLLIEHNS O COXPaHEHUN
M3MeHeHUn HaxxmuTe [la.

¢} YTobbI OTNpaBnTb NNCbMO, Ha NaHeNN NHCTPYMEHTOB HaXXMUTe OTI'IpaBI/ITb

MpumeuaHue. CrtaTyc OTNpaB/seHHOro NMCbMa MOXHO MOCMOTpPeTh B Nanke Ucxopdwme B

cronbue AtpubyTbl (cM. ViHTepdenc nporpammbl). Takke MOXHO 3anpocuTb U3BELLEHME O
AOCTaBKe W MPOYUTeHUM NcbMa (CM. 3anpoc U3BELLEHUI O A0CTaBKe U MPOYTEHUN B BUAE
OTAENbHOTO NMUCbMa).

BHumanwme! Ecan npu otnpaske nucbMa He yCTaHOBAEHO COeANHEHNE C KOOPAMHATOPOM,

/fA\ nuceMo ByZAeT OTNpaBAEHO, KOrja COeUHeHVe BOCCTaHOBUTCA. EC/in 3a 3TO Bpems Bbl yaanvam
nncemo m3 nanok Ucxogsawme v YaaneHHble nan Haxkanu MNMonHoe yaaneHve, NcbMo BCe
paBHO ByAeT OTNpaBfeHo, KorAa CoejMHeHne BOCCTaHOBUTCS.

3anpoc U3BELLEHUN O AOCTaBKE U MPOUTEHMMN B
BUAE OTAE/IbHOIO NCbMa

Mpu otnpaeke nucbMa 13 nporpammsbl ViPNet [lenoBas nouta MOXHO 3aMpoOCUTb M3BELLEHNE O JOCTaBKe
M NPOYTEHMM NUCbMa. YTO6bI 3aNpPOoCUTb M3BELLEHME:

1 BbINonHUTe AeNCTBUS, ONUCaHHble B pa3gene Co3aaHune nucbma.
2 [lepep oTnpaBKol NUcbMa B MeHo M3BeleHns Bbibepute 3anpocuTb U3BeLLeHUe WA Ha NaHenun

MHCTPYMEHTOB Ha>XMuTe V|3BeUJ.EHV|e -

3 OrtnpaBbTe NUCbMO, Haxas OTnpaBuTb

Mocne nonyyeHns NMcbMa agpecaToM OTNPaBUTENIO aBTOMaTUUeCKn ByaeT BbICNaHO U3BeLLEeHKe O
[OCTaBKe, Noc/ie NPOYTEHMSA NMCbMa — U3BELLEHME O NpouTeHMN. VI3BelleHre npeacTaBaseT cobon
06bluyHOe nucbMo nporpamMmsbl ViPNet [lenoBas nouta. TeMa M3BeLLeHMSA COBMNaAaeT C TEMOW UCXOLHOTO
NMMcbMa, HO K TEMEe U3BELLEHNSA O AocTaBke fgobasaseTtca npedumkc «AD:», K TeMe n3BeLleHus O
npouTteHnn — npedumkc «AR:». Ecam ncxogHoe nucbmo 66110 3amMdpoBaHo, U3BELLEHME TakKe
wndpyetcs.

B nporpamme ViPNet [lenoBas nouta Ha KAMEHTe NoaydaTens UCXOAsLLMEe U3BELLEHUS MOMELLAIOTCA B
nanky Ucxopsawume > U3BelleHns, Ha KaveHTe OTNPaBUTeNs BXOAALLME U3BELLEHUS MOMELLAIOTCS B
nanky Bxoaswme > N3BeweHmaA. DT Nankuy co3aakoTcs Npu oTrpaBKe Uan NoayyeHUr nepeBoro
N3BELLEHNS U He MOTYT BbITb yaaneHbl UV nepenMeHoBaHbl. CTaTyc U3BELLLEHWS, KaK U CTaTyC OBbIYHOrO
MMCbMa, MOXHO MOCMOTPETL B cToN6Le ATPUBYTDI.
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TekCT M3BeLEeHNs COAEPXNT:
e [lata v Bpems NoayyeHUs UAN NPOYTEHUSA NUCbMa.
e Temy nucbma.
e VIMs oTnpaBuTens n pesyibtaT NPOBEPKN INEKTPOHHOM NOAMUCA OTNPaBUTENS.
e PerncrpaunoHHbI HOMep NucbMa.

. PeBy)’IbTaTbI NPOBEPKU INEKTPOHHbIX I'IOAI'II/ICEI;I Ana noAnMCaHHOIo TeKCTa NCbMa U Ka>Xa0ro m3
noAnnCaHHbIX B/IOXKEH WA,

. KOHTpO}'IbeIe CYMMbI 3/IEKTPOHHbIX I'IO,CI,I'II/ICEI7I Ana noAnNMCaHHOIo TeKCTa NNCbMa U Ka>Xa0ro m3
noAnncCaHHbIX BIOXKEH WA,

OTI—IpaBKa MCbMa B BMNAE BJIOXEHINA

1 B okHe nporpammbl ViPNet [lenoBas nouta (cMm. VIHTepdeiic nporpaMMbl) Ha I€BOW NaHenu
BbIGepuUTE Narnky ¢ MMcbMamu, KOTopble TPeBbyeTcs OTNPaBUTL B BUAE BIOXKEHWUN.

2 Ha nanean nucem Bbl6epI/ITe NMNCbMO U BbIMOJIHNTE O4HO U3 Ael\/iCTBI/II‘/’II

¢} LLLéIIKHI/ITe nncbmMo ﬂpaBOI7I KHOMKOM MbILIN N B KOHTEKCTHOM MEHH0 Bbl6epMTe I'IepecnaTb Kak
B/10O>KEHUA.

o B meHto Mucbmo BbibepuTe MepecnaTb kak BAOXKEHUA.
byaeT oTKpbITO OKHO CO3AaHMA HOBOrO NMCbMa U OKHO BBeauTe onucaHne BAOXeHUA.
3 BeeauTe ums daina ans BAOXKEHUs U HaxmuTe [lo6aBuTh.
4 3aBeplunTe cO3jaHMe NMCbMa 1 OTMpaBbTe ero, kak onucaHo B pasgene CosfaHne nucbMa.
YTo6bl 406ABUTL HECKOIbKNX MUCEM B BUAE BAOXKEHWI:
1 Cosgaiite nucbmo (cM. Co3zaHne Nucbma).

2 Ha naHean nucem Bblaennte O4HO NN HECKOJIbKO MUCEM U nepeTalnTe X B OKHO CO34aHnA
nncbMa.

,ﬂ.ﬂﬂ Ka>A0ro BJAOXKEHHOIo nncbMa OTKpPOEeTCA OKHO BBeAMTe onncaHme BJ10>KeHUA.

3 Ytobbl 4O6aBUTL BCE MUCbMA, COXPaHMB UX MMeHa, HaxkmuTe [lobaBuTb Bce. YTOObI N3MEHUTb
nMeHa GarnoB, N8 KaXA0ro BAOXEHWS BBeAUTE UMSA U HaxxmuTe [lo6aBuThb.

OTnpaBka GanaoB M3 KOHTEKCTHOTO MEHHO

Y1066l OTNpaBuTh dalibl, He cO34aBas MMCbMO 3apaHee:
1 Beigenute daninbl, KOTOpble XOTUTe OTNPaBUTb. MOXHO BbibpaTh A0 15 pannos.

2 LWénkHnTe No HUM NPaBON KHOMKOW MbILLIN.
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3 B koHTekcTHOM MeHto BbibepeTe OTnpasuts no An.

g BHumaHwue! Ecan Bbl BbIGpanv HECKOIbKO APJ/bIKOB, OTNpaBaeH b6yaeT ToNbKO daiin, Ha KOTOPbIN
yKa3sbIBaeT APJIbIK, MO KOTOPOMY LEKHYAW NPaBO KHOMKOM MbILLM.

4 bypaeT co3gaHo HOBOe NUCbMO. MNoaTeepanTe fobaBeHNE BAOXKEHUS.

YTo6bl 106aBUTL BCe dalinbl 63 M3MEHEHWSA ONMCAHWUIA BAOXKEHNN, HaxkMuTe [lo6aBuTb Bce. YTOObI
N3MEHWTb OMMUCAHWA BNOXEHWUN, A/1A KaXkaoro daiiia BBeAUTE HOBOE OMUCAHMNE N HaXKMUTe
[Jo6aBuThb.

MpyMeyanue. OnucaHve BAOXKEHUS AOIXKHO COAep>KaTb He 6osiee 56 CMBOOB.

5 3aBep|.u|/|Te Cco3jaHKMe NnCbMa 1 OTNpaBbTe €ro, Kak onncaHo B pasaene COB,CI,aHl/Ie nMnncbMa.

Mpumeuanue. O6LWMIA pasmep NUCbMa C BJOXKEHUAMU He JOKEH MpeBbillaTh 2 [6awT,
eCNv aMUHUCTPATOPOM CETU He YCTaHOBJ/IEHO MeHbllee OrpaHnyYeHue.

MoapobHee o HacTpoiike cM. gokymeHT «ViPNet Policy Manager 4. PykoBoacTBo
asMVHUCTpaTopa», pasgen «YnpasieHne HacTpokamu nporpamm ViPNet».
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Co321aHMe M MCMONb30BaHME
LLIabJIOHOB MUCEM

Mpw yacTo oTNpaBke OAHOTUMHbIX MUCEM YAOBHO NUCMOAb30BaTh WabnoHbl. B nporpamme ViPNet
[JenoBas nouta wabnoHbl xpaHaTca B nanke LWabaoHbl. Co3aath WabaoH MOXHO ABYMs cnocobamu:

e Co3gatb WabsoH Ha OCHOBE CyLLECTBYHOLWEro NucbMa. [ns 31oro:
o BblbepuTe NMcbMO, Ha OCHOBE KOTOPOro TpebyeTca co3aaThb LWaboH.

o [NepeHecnte nucbMo (cMm. MNMepeHoc nucem B Apyryto nanky nporpamMmbl) B nanky LLa6aoHbl nau
eé rognarnky.

B nanke LWa6aoHbI Ha ocHOBe BbIBpaHHOro Ncbma HyaeT co3gaH HOBbIN WabaoH, camMo NUCbMO
Mpu 3TOM OCTaHEeTCA B UCXOAHOM Mnarnke.

Co3AaHHbIV WabnoH COXpaHUT BCe MapaMeTpbl CXOAHOTO NMNCbMA, KPOME PerncTpaLMoHHOro
HOMepa, 3/IeKTPOHHON NOANNCU 1 aTPNBYTOB OTMPABKW, MOJYYEHNA U NPoYTEHNA. B kavecTBe
oTnpaBuTens ByaeT ykasaH noib3oBaTeNb, CO34aBLUNKA WabAOH.

e Co3aaTb HOBbIV WabaoH. [ns atoro:
o B okHe nporpammbl ViPNet lenosasi nouta B MmeHto Co3aatk Bbibepute HoBbIN WabnoH.

o Ortkpoetcs okHo LLlabnoH, aHanorMyHoe okHy co3faHus nucbMa (cM. OKHO co3zaHus 1
npocMoTpa nucem).

o BBeawuTe TekcT 1 TeMy NMCbMa, yKaXuTe Nnojyyatesnei 1 3afaiiTe gpyrne napaMeTpbl, Kak
onucaHo B pasgene Co3zaHvie nMcbMa.
il
o Haxwmute CoxpaHutb .

LLlabnoH byaeT coxpaHeH B nanke WabnoHbl. CozgaHHOMY WwWabaoHy He ByaeT NpucBoeH
PerncTpaLMoHHbI HOMep, B Ka4ecTBe OTNpaBuTess B WabioHe ByAeT ykasaH Mo/ib30BaTeb,
CO3/aBLUNIA LWABAOH.

YTobbI MCMOAb30BaTh WAabAOH Ana co3gaHmAa HOBOTO NMUCbMa:

1 Ha neBow naHenu okHa nporpammbl ViPNet [lenosas nouta Bbibepute nanky LWa6noHbl nan eé
nognarky, B KOTOPOW HaxoAMUTCA HY>XHbI LWabOoH.

2 OtkpoviTe WabsoH ABONHBIM LLeNYKOM b0 BbibepuTe ero B cnncke U Haxmute knasuy Enter.

i

3 B okHe wabnoHa Ha NaHeAn NHCTPYyMeHTOB Haxxmute Konnposatb . B nanke Ucxogawume byaet

CO3/laHa NUCbMO, AIBAsIOLLEEeCs Konuen wabaoHa.

4 Tpwn HeoHXOAMMOCTN OTPeAaKTUPYITe CO34aHHOe NMcbMO (cM. Co3ZaHune nrMcbMa) U oTnpaBbTe ero.
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[10OCMOTP MMUCbMa M ero CBOUCTB B
OCHOBHOM OKHE MpOorpammb

1 B okHe nporpammsl ViPNet Jlenosas nouta (cMm. VIHTepdeiic nporpaMMbl) Ha I€BOW NaHenu
BbIGepunTe Nanky ¢ MMCbMOM, KOTOpoe TpebyeTcsa NpoyecTb.

HpmmeanMe. Ecan B nanke nam eé nognankax eCTb HeNPO4YNUTaHHbIE MNCbMa, NMA
nanku BblaeNeHO NOJY>XXVNPHbIM mpM¢TOM. Konnuectso HEMNPOYNTaHHbIX MNCEM yKa3zaHO

pAaaOM C UMEeHEM NMankun B cKobKax.

HenpouwnTaHHble N1CbMa, HaxoAALWMeCs B BbIOPaHHON narke, BbigeneHbl Ha NaHean
MMCeM MONYXVPHBIM LLPUHTOM.

2 Ha naHean nucem Bbl6epI/ITe HYy>XHO€ NMNCbMO.

Ecam nucemo He 3aLIJI/ICI)pOBaHO, €ro TeKcT OTO6pa3I/ITCFI Ha naHenun nucem. Ecam nmucemo He
npo4YnTaHoO, NOCNAE 3TOr0 OHO HE CHUTaEeTCA NPOYNTaHHbIM.

Ecam nucbMo 3awimdpoBaHo, Ha NaHenn YTeHns oTobpasmnTCsa TEKCT «ITO NUCbMO 3alimpoBaHo. s
NPOCMOTPa ero HeoHXo0AUMO OTKPbITb». YTOBLI MPOCMOTPETL 3alNPPOBAHHOE MUCbMO, BbIMOJIHUTE
OAHO N3 AeNCTBUIA:

o Haxwmwute Pacumdposate ¥ Ha naHenn MHCTPYMeHTOB. TeKCT NMcbMa 0TO6PasnTCA Ha NaHeu
yTeHus. ECm NcbMO He MPoUMTaHO, MOC/IE 3TOTO OHO He CUMUTAETCs MPOYUTAHHbIM.
o OTKpolTE NMUCbMO B OTAENBHOM OKHe (CM. [pOCMOTP MMCbMa U BJAOXEHWI B OTAENbHOM OKHE).

3 Ecim B NnCbMe eCTb BNOXEHUS (B CTOJ'I6LI,e BnoxxeHne 0T06pa>|<aeTc;| 3Ha4oK CerI'IKI/I), Aanda
NpPoCMOTpPa BJIOXKEHNI OTKpOI?ITe NMNCbMO B OTAE/IbLHOM OKHE (cm. rlpOCMOTp MMCbMa N BIOXKEHUN B
OTAE/IbHOM OKHe).

Tak>xe B OCHOBHOM OKHe nporpamMmmbl AOCTYNHbI chegyrouimne AemCTBMﬂ C NMnCbMaMw:

1 YT1obbl NOMETUTL HEMPOUUTAHHOE MNUCbMO KakK MPOYUTaHHOE, LWENKHUTE MUCbMO NPaBOM KHOMKOMN
MbILUW N B KOHTEKCTHOM MeHH0 BbibepunTe MomMeTnTb Kak npouTteHHble. [1pu 3ToM B cTonbLe CTaTyc

(cM. ViHTepdeiic nporpaMmbl) NOABATCA 3Hauok ¥ .

2 YT106bl MOMETUTL NPOUYNTAHHOE MUCbMO KaK HEMPOUYUTaHHOE, LWENKHUTE MUCbMO NPaBOK KHOMKON
MbILIW N B KOHTEKCTHOM MeHo BblbepuTe NMomeTuTb Kak HenpouTeHHble. [1py 3TOM 3Ha4oK cTaTyca

NMMCbMa HE N3MEHATCA.

3 /[na HeoTnpaBAEHHOrO MMCbMa MOXHO U3MEHWTb PerncTpaLMoHHbIN HoMep (cMm. Hactpoiika
napameTpoB paboTbl ¢ NMcbMamu). [ns 3toro:

¢} B nmanke MCXOAFILIJ,I/IG Bbl6epI/ITe HeoTnpaBJieHHOE NNCbMO.

o LWeénkHuTe MMCbMO NPaBOWN KHOMKOWM MbILLWN U B KOHTEKCTHOM MEHIO BbibepuTe MI3MeHWTb
perncrpauyuoHHbiii Homep. OTkpoeTcs okHO CMeHa pPerncTpaLMoHHOro HoMepa.
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CMEHE PETMCTPALMOHHOND HOMEDE (=3

MocTosHHaA vace N2 %id

ry

Tewywmia HoMmep 103 =

[ QK ] I QOmmeHa J

PucyHok 12. M3ameHeHue peaucmpayuoHHo20 Homepa
o B none MocTosiHHas YacTb M3MeHUTE MOCTOAHHYIO YacTb HOMepa, ecin TpebyeTcs.

o B none Tekywuii Homep BBeAWTE HOMEP, KOTOPLIA TpebyeTcs NPUCBOUTL NUCbMY. Homep
JOJKEH BblTb He MeHbLUe Noc/ieAHero NPUCBOEHHOTo HoMepa (ykasaH B NnoJie Nno YyMOYaHuo).

o 3ajaB pPerucTpaLmoHHbIA HOMep NUcbMa, Haxmute OK.

Ecam ana nucbma Bbina M3meHeHa NOCTOAHHAsA YacTb PErMCTPaLMOHHOIO HOMEPa, TO NMOCTOsAHHas
YyacTb B HacTpolikax NapaMeTpoB MUceM He U3MeHuTCs (cM. HacTpoiika napameTpoB paboThbl ¢
nvcbMamu). Ecim 6bi1 UIBMEHEH TeKyLMA HOMEP, OH TakxKe U3MEHWTCS B HACTPOMKax NporpaMMbl, 1
B Ja/ibHelieM HymepaLms byaeT NpojosixKeHa ¢ 3aflaHHOro Homepa.

4 Yt006HbI OTNpaBunTb HEOTNPaBlEHHOE NNCbMO, Bbl6epI/1Te €ro B nanke MCXO,IJ,SIUJ,I/IG, I.Ll,énKHI/ITe npaBO|7|
KHOMKOM MbILIN U B KOHTEKCTHOM MEHHO Bbl6epI/ITe OTnpaBMTb.

5 Yrtobbl npocMOTpeTb NOAPOGHYO MHPOPMALIMIO O MUCbME U ero noay4vaTtensx, WENKHUTE NMCbMO
NpaBoW KHOMKOW MbILLW 1 B KOHTEKCTHOM MeHt0 BbibepuTe CBolicTBa. OTKpoeTcs okHo CBOMCTBa
nucbma.

CeoicTEa NMCEMa @
InaeHeie | MNonysarena

Tema: O nporpamme [enoean nouta

PervcTpaumonHei Homep: N2 23

Ompaeutens: [Client 2-1/Client 2-1/Client 2-1]
[ata v epemn cozganmva: 08.06.2015 15:22.50

Pacnonoxenve: Oenosan nowra/Mcxoaawne
Broxerwa: Het

Fazmep: 2KB

Anropumi wigposadia: TOCT

Dnuna knioua: 32

Meyats H ZaKphITe H Cnpaeka

PucyHok 13. Ceolicmea nucema

6 YTo6bl pacneyaTaTb NMCbMO, BbIbEpUTE ero Ha NaHean Nucem 1 Haxmute MNevatb AN Ha naHenu

WNHCTPYMEHTOB.

BHyMaHue! TekCT MMCcbMa, CO34aHHOTO C NPYMEHeHNeM GOpMaTUPOBaHUS U
/A\ cofep>allero n3obpaxeHus, pacrneyaTbiBaeTcs C COXpaHeHneM hopMaTMpOBaHUs, HO
6e3 n3obpaxeHmnin. O HacTporike MapamMeTpoB NneyaTu CM. B pa3gene Hactpoiika nevatu.
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[10OCMOTP MUCbMa M BNIOXEHUN B
OTAENbHOM OKHE

1 Ha naHenn nucem ABaxkzbl WENKHUTE HY>XXHOE NMUCbMO B0 BbIGEpUTE MUCbMO Y HaXKMUTE KNaBuLLYy
Enter. OTkpoeTca okHO npocmoTpa Nncbma (cM. OKHO co3AaHra 1 NPocMoTpa nucem). TeKCT MMcbma
0TO6Pa3nTCA Ha HUXXHEN NaHenn okHa. [py 3TOM HeNPOUYUTaHHOE NMUCbMO CTaHET NMPOUUTAHHBIM.

Ecam oTkpbITO UcxoasLLee NMMCbMO, KOTOPOE eLLE He OTMPABAEHO W He MOAMMUCAaHO 31eKTPOHHOM
NOANUCBLIO, €r0 MOXHO pegaktTupoBath (cMm. Co3gaHne nucbma).

MpymeyaHue. Ytobbl pesakTMpoBaTh HEOTMPABIEHHOE MMCbMO, MOANMUCAHHOE
3/IEKTPOHHOW NOANUCHIO, YAAINTE INEKTPOHHYHO NOANUCH (CM. YaaneHune 31eKTPOHHOM
noANNCY NNCbMA).

2 [lns nowucka no TeKCTy nucbMma:
o B meHto PepaktnpoBaHue Bbibepute Hantm anbo Haxxmute coueTtaHune knasuw Ctrl+F.
o B okHe lNowuck BBegnTe CTPOKY A9 NOUCKA.
o Ecnm Heobxoammo, 3againTe NapaMeTpbl 1 HanpaB/ieHWe novcka.
o Haxwmwute Hantu ganee naun knasuwy Enter.

3 Cnucok noay4atenen nMcbMa MOXHO MOCMOTPeTb Ha Bkaagke Monyyatenn (oTkpbiBaeTca no
YMONYaHWIO).

¢} Ecnn cneBa ot meHn nony4yarena 0To6pa>KaeTca 3Ha4oK , A4 3TOro noab3oBarens
oTnpasutenemMm p,o6aBneHa aHHOTauuA. ,ﬂ,)’lﬂ NPOCMOTpPa aHHOTaLU K ABa>KAbl LLI,éJ'IKHVITe nmA
noay4yarensa.

o YTtobbl NOCMOTPETL NOAPOGHYHO MHPOPMALMIO O NoJyyaTene, LWEAKHUTE ero NpaBo KHOMKOW
MBbILIN U B KOHTEKCTHOM MeHH0 Bbibepute CBOWMCTBA.

4 Y706bI NPOCMOTPETH BIOXEHWS NMUCbMa, OTKPONTE BKAaAKY BrodkeHus.

o YTobbl OTKPbITb BJAOXKEHUE, ABaXKAbl LLENKHUTE €ro NMbOo BblAennTe 1 HaxxmuTe knasuwy Enter. B
OKHe NpeaynpexaeHns o NPocMoTpe BAoXKeHUs Haxxmute OK, BaoxxeHne ByaeT oTKpbITO B
OTAE/bHOM OKHe.

o Ecnv nucbMo He oTnpaBaeHO 1 BAOXEHME HE NOAMNCAHO 31IEKTPOHHOW MOAMUNCHIO, BNOXEHMWE
MOXHO pefakTupoBaTb. [ 3TOro WENKHMUTE BAOXKEHWE NPaBON KHOMKOMW MbILIN 1 B
KOHTEKCTHOM MeHto Bbibepute PegakTnpoBatb. BnoxeHne 6yset oTKpbITO B NporpaMme no
YMOJTYaHWUIO.

Mpumeuanue. I3meHeHWs, BHECEHHbIE B OTKPBITOE BAOXEHWE OTNPaBJEHHOro 1N
NOAYYEHHOro NMUCbMa, HEBO3MOXHO COXPaHUTb.
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o UYTtobbl ckonMpoBaTh BJAOXEHMWE 415 BCTaBKW B Apyroe nnucbmMo nporpammbl ViPNet Jenosas
nouTa, WENKHNTE BNOXKEHWE NPaBON KHOMKOW MbILIN 1 B KOHTEKCTHOM MEHLO BblbepuTe
KonupoBsartb ¢aiin.

Ytobbl BCTABWTL B MUCbMO BJIOXKEHWE, CKOMMPOBAHHOE W3 APYroro NMcbMa, LWWENKHWUTE NpaBon
KHOMKOW MbILWW Ha BKiajKke Bno>keHns n B KOHTEKCTHOM MeHHO BbibepuTe BetaButh daiin.

¢} YTobbI NOCMOTPETb CBOICTBaA BJ1I0O>XKeH WA, LLLé)'IKHI/ITe ero npaBon KHOMKOM MbILIN N B
KOHTEKCTHOM MEHHIO Bbl6epI/ITe NYHKT CeolicTBa.

¢} YTobbI COXpPaHUTb BAOXEHWE, BbINOJHUTE OAHO U3 Ael‘/‘ICTBI/Il‘/‘IZ

e LLEnkHUTe BAOXEHMEe NPaBOl KHOMKOMN MbIWW U B KOHTEKCTHOM MEHHO Bblibepute
CoxpaHutb B ¢ain. B okHe CoxpaHuUTb KakK yKaxxute nanky u ums gpanna gns coxpaHeHus
BJIOXKEHWS.

e YTOObI COXpPaHWUTL BCE BNOXKEHMA NUCbMa, LLIENKHWUTE Ha BKAagke BnoxxeHus npasoi
KHOMKOWM MbILWW N B KOHTEKCTHOM MeHH0 BbibepuTe CoOXpaHUTb BCe BAOXKEHUSA. B okHe
0630p Nanok ykaxwTe nanky A COXpaHeHNsA BAOXKEHWA.

L] LLLéIIKHI/ITe BAOXEHWE N nepeTawnTe B narky, B KOTOpOI7I ero Tpe6yeTc;1 COXpPaHUTb.
¢} YTobbI pacnedyatatb BAOXKEHNE, LLLé/'IKHI/ITe ero npaBon KHOMKOM MbILIN U B KOHTEKCTHOM MEHIO

BbibepuTe Meyatsb.

5 Yt06bI pacneyaTtatb TEKCT NNCbMa, Ha>XXMUTE Meuatb I I Ha naHeanm MHCTPYMEHTOB.

BHumaHwue! TekcT nucbMa, CO34aHHOTO C NMpYMeHeHeM GopMaTMpoBaHus v
/A\ COAepKaLLero n3obpaxeHus, pacredaTbiBaeTcs C CoxpaHeHueM GopMaTMpoBaHus, HO
6e3 usobpaxeHuit. O HacTpoiike NapaMeTpoB neuvaty cM. B pasgene Hacrpoiika nevatu.
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OTBET Ha NMMCbMO W Mepechblika
MMCbMa

1 B okHe nporpammsl ViPNet Jlenosas nouta (cMm. VIHTepdeiic nporpaMMbl) Ha I€BOW NaHenu
BbIGepuTe Narnky, B KOTOPOW HAXOAMTCA HY>KHOE MUCbMO.

2 Bb|6ep|/|Te NUCbMO Ha NaHean Nucem ambo OTKpOI?ITe ero B otTaenNbHOM OKHe (CM. OkHo co34aHna n

NpOCMOTpPa NUCeM).
3 Y706bl OTBETUTb OTMPABUTENHO, BbINOAHUTE OAHO U3 AEUCTBUN:

o Ha naHesv nucem WENKHUTE MMCbMO NPaBON KHOMKOM MbILWM N B KOHTEKCTHOM MEHIO BblbepuTe
OtBeTnTb aBTOPY WM OTBETUTb aBTOPY C BNOXKEHMAMM (3TOT MYHKT AOCTYMNeEH, €Can NMMCbMO
COAEPXKNT BAOXKEHUA).

o Ha naHenn nHcTpymeHTOB rnaBHoro okHa nporpammebl ViPNet [lenoBas noyta nam Ha naHenu

WHCTPYMEHTOB OKHa NMPOCMOTpa NnceM HaxxmuTe OTBETUTL = 4%, 3aTeM B MeHH0 BbibepuTe
OT1BeTUTb NN OTBETUTb aBTOPY C BAOXKEHUAMM (3TOT MYHKT AOCTYMEH, EC/IN MUCbMO COAEPXKUT

BNIOXEHMUSA).

OTKpoeTcA OKHO co3aaHua nNucbMa. B Teme HoBOro nncbma byaeT ykasaHa Tema MCXOAHOrO NUCbMa C
npedukcom «Re:». B kauectBe nosyyarens 6ygeT ykasaH oTnpaBuTeNb UCXOAHOTO Nncbma. B Tekcre
HOBOrO NuMcbMa ByayT yKa3aHbl OCHOBHbIE CBOMCTBA U TEKCT MCXOAHOrO NcbMa. B cayuae oteta ¢
B/IOXXEHWAMW B HOBOE NMUCbMO ByayT 06aB/eHbl BAOXEHWA MCXOAHOTO NUCbMA.

4 Y106bl OTBETUTL OTnpaBUTENIFO N BCEM NnoJiydaTenaMm NcxogHoro nincbMa, BbiNOJHNTE O4HO U3

AeNcTBUN:

o Ha naHenu nucem WENKHUTE NUCbMO NPABOM KHOMKOW MbILIN U B KOHTEKCTHOM MEHHO BblbepuTe
OTBeTUTb BCeM nan OTBETUTb BCEM C BAOXKEHUAMM (3TOT NYHKT AOCTYMNEH, €I NMUCbMO
COAEPXUT BAOXKEHMUSA).

o Ha naHenn MHCTpPYMeHTOB rnaBHOro okHa nporpammel ViPNet Jlenosas noyta nam Ha naHenu

MHCTPYMEHTOB OKHa NPOCMOTpPa NMCeEM Ha>XMuUTe OTB. BCcemM 4=, 3aTeM B MEHH Bbl6epI/1Te
OtBeTnTb BCeM nan OTBETUTb BCEM C BJIOXKEHUAMM (3TOT NYHKT AOCTyneH, eCav NNCbMO

COAEPXUT BAOXKEHUSA).

OTKpoeTca OKHO co3AaHna NicbMa. B Teme HoBoro nncbma 6yseT ykasaHa Tema UCXOAHOTO
nucbMa ¢ npedukcom «Re:». B kauectBe nonyuatenen 6yayT ykasaHbl OTNpPaBUTE b UCXOLHOTO
nMcbMa v ero noaydvatenu (3a UCKIKUYEHMEM NMO/b30BaTeNEN JaHHOIO CEeTEBOrO Yy3na). B Tekcte
HOBOrO N1cbMa ByayT yKa3aHbl OCHOBHbIE CBOMCTBA W TEKCT MCXOAHOrO NucbMa. B ciyyae
OTBeTa C BJIOXEHUSMM B HOBOE MUCbMO ByayT f06aBAEHbI BAOXEHNA MCXOAHOTO NMUCbMA.

npl/lMe‘-laHVIe. [Mocne oTBETa Ha MMCbMO TEKCT NMCbMa CYUTAETCA NPOYUTAHHbIM.
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5 Yrtobbl nepeciatb NUCbMO, BbINOJHUTE OAHO U3 AECTBUN:

¢} Ha naHenn nnucem WENKHUTE NMNCbMO npaBoﬁ KHOMKOM MbILIN N B KOHTEKCTHOM MEHHO Bbl6epI/ITe

Mepecnathb.

o Ha naHenn nHcTpymMeHTOB rnaBHoOro okHa nporpammbl ViPNet [lenoBas nouta nam Ha naHenm

WHCTPYMEHTOB OKHa NMPOCMOTpa nucemM Haxxmute Mepecnate -~ =

OTKpPOETCA OKHO CO34aHMA NUCbMa. B TeMe HoBOro nucbma 6yeT ykasaHa Tema UCXOAHOTOo
nMcbMa ¢ NpedukcoM «Fw:». B TekcTe HOBOrO ncbma ByayT ykasaHbl OCHOBHbIE CBOWCTBA U
TEKCT UCXOAHOTO MUCbMa. EC/IN B MCXOAHOM MUCbME COAEPXKANNCH BAOXKEHNSA, OHU BYAYyT

AO6aBﬂeHbI B HOBO€ NMCbMO.

I'IpmmeuaHme. Mocne nepecbuUikM NUCbMa TEKCT MUCbMa U BCE BNOXEHNA CHNTAOTCA
NPOYUTaHHbIMN.

6 3aBepLuv1Te co3jaHne nncbMa 1 OTnpaBbTe €ro, Kak onmcaHo B pasjene Co3gaHne nucbma.
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[ Tonck nmcewm

1 B okHe nporpammbl ViPNet lenoBas nouta (cMm. VIHTepdelic nporpaMmbl) B MeHO NHCTPYMEHTBI

BblbepuTe Mouck gokymeHTta. OTkpoeTcs okHO Mounck AoKymeHTa.

Flowcx poxpesa oo es
Pmans: I Tekywee ¥paHUInLLE COOBILEHWIA - ‘ Wekats
Mekats B: [lenoean nouta/AyarT/TloBpex feHHEIE

BKMIOYEA NOANENKKM STl
CmpaeuTens: -
Monyyatens: - B

Tema nucema: -
Per . Homep: -

Wma snoxennn: -
Wrmn koHEEDTE: -
TekeT nucema: -
[ocTaEKa M MCNoNES0EaHUE
[7] HeompasnenHsie nokyMeHTS! [] HenpounTarHbIe McxoRALME AoKYMEHTE!
[ HempcTaBneHHbIe AoKyMEHTSI [7] HenpounTaHHbIe EXOAALLME ADKYMEHTI
Oara
Hawano: [ 18.06.2015 [E" Owonvanwe: [] 18.06.2015 [N
B Tema OmpasuTens Monyvatens O. % [Hata.. PermctpawonH.. Cratyc
Crucor nycT

m 3

PucyHok 14. lNouck nucem

2 W13 cnucka ApxumB BblibepuTte XxpaHuaniLe COOOLLLEHWI NAN apXuUB, B KOTOPOM TpebyeTcs HauTu

nncbMa.

3 Haxwmute O630p psgom ¢ nonem UckaTte B U B OKHE YKaxkute nanky BbibepuTe nanky, B KOTOPOin

TpebyeTcs HalTW NUCbMa.

4 ,ﬂ,ﬂﬂ NMOoncKa nmncem B Bbl6paHHOVI nanke n eé nognankax yctraHoBUTe q)na>|<0|< BK/IlOUaA noananku.

5 U106kl yKasaTb OTNpaBUTENA NUCEM, KOTOPbIe TPEBYETCA HaWTW, HaXKMUTE KHOMKY L) pAgoOM C

nonem OTnpaBuTenb 1 B okHe BbibpaTb KOHTaKTbl BbIGEpPUTE HY>XXHOIO OTMpPaBUTENS.

6 YTo6bl yKasaTb noayvatens nMcem, KOTopble TPeBYeTCs HaWTh, HaXKMUTE KHOMKY - PALOM C

nosnem Monyuatenb 1 B okHe BbibpaTb KOHTaKTbl BbIGEPUTE HYXXHOTO NoayyaTens.

7 [na nouvcka nucem, B TEMe KOTOPbIX COAEPXKUTCA OnpeAenéHHas CTPOoKa, BBeAMTe 3Ty CTPOKY B Nnosie

Tema nucbma.

8 [ns noucka nmucem nNo perncrpaLMoHHOMY HOMepy B nosie Per. Homep BBeaUTE HOMEP UK

MOCTOSIHHYHO YacTb PErncTPaLnMoOHHOro HomMepa.

9 [lna noucka nucem, coepkallmx BAOXKEHUA C ONPeAenéHHbIMU MMeHaMK, B nosie MiMa BioXXeHUs

BBeEANTE YaCTb MMEHWU BJIOXKEHUA.
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10 ,U,J'IFI nouncka nncem no NMeHam TpPaHCrNopPTHbIX KOHBEPTOB B None Nma KOHBepTa BBegUTE YacCTb
MMEHWN KOHBEepPTa.

11 [Jns noucka nnucem, B TEKCTE KOTOPbIX COAEPXNTCH ONpesenéHHas CTpoka, BBEAUTE 3Ty CTPOKY B
none Tekcr.

12 [na nowncka nMcem No cTatyCy AOCTaBKW 1 NpoYTeHus, B rpynne [loctaBka n ncnosib3oBaHue
YyCTaHOBUWTE HY>XXHble Pa>KKu:

o HeOTI'IpaBﬂeHHbIe AOKYMEHTbI.

o HeAOCTaBﬂeHHbIe AOKYMEHTbI.

¢} HeI'IpO‘-II/ITaHHbIe nexoaawime JOKyMeHTbl.
¢} HerlpO‘-IVITaHHbIe BXogAauine JOKYMEHTbI.

13 [na noucka nnucem B onpesenéHHoOM UHTepBane aar:

o YTObbI yKa3zaTb Hayano MHTepBasa, ycTaHoBUTE PAaxoK B nose Hauano, 3ateM HaxkmMmTe KHOMKY

[ B npaBoit yacT Nons 1 BbIGEPUTE AaTy C NOMOLLBIO KaneHAaPS.

¢} YTobbI YKa3aTb KOHEL, NHTepBaJa, yCTaHOBUTE q>na>|<0|< B nosie OKOHYaHue, 3aTeM HaXXMUTe
KHOMKY D B I'IpaBOI7I Yacth noaa m Bbl6epMTe AaTty C NOMOLWbHO KaseH4apA.

14 Ecnm Tpebyetca cbpocntb NapameTpbl NoMcka, HaxXmMmuTe OUnCTUTB.
15 YT06bI HauaTb MOMCK MUCEM C 3ajaHHbIMW NapameTpamu, HaxmuTe Mckatb.
YT06bI OCTaHOBUTL NPOLLECC Noncka, HaxmuTe CTon.

B pe3ynbTaTte NoOMCKa NMcbMa, COOTBETCTBYHOLWME 3ajaHHbIM MapamMeTpam, 6yAyT OTO6pa)KEHbI Ha
HWXHen naHenn okHa Mowck AOKYMEHTa.

o C noMoLLb KOHTEKCTHOTO MEHHO MUCbMa MOXHO BbINOJHUTL OCHOBHbIE AEACTBUSA C
Ha4eHHbIMW MUCbMaMu: 3alinMdpoBaTh, paclmdpoBaTh, NOANUCATb, MPOBEPUTL MOAMUCH U Tak
Janee.

¢} YTobbI NPOCMOTpPETb Hal‘/ll,ﬂ,eHHOE NMNCbMO, OTKpOI7ITe ero ,D,BOVIHbIM LeT4KOM.

¢} YTobbI rlepe17|T|/| B rnanky, B KOTOpOI?I HaXxoanTca Hal\/llﬂ,eHHoe NMNCbMO, B KOHTEKCTHOM MEHHO
NMncbMa Bbl6epVITe I'Iepei/'lm B OCHOBHO€ OKHO.

MprMeuaHue. B 3aBUCMOCTYN OT BbIGPaHHOTO XPaHUAWLLA COOBLLEHNIA MOTYT ObITb JOCTYMHbI
He BCE U3 MePeYNCTEHHbIX 4ENCTBUIA C MUCbMaMMU.
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JKCMOPT M MMMOPT MUCEM

JKCMOPT MmMcem

Ecnn BaMm HeobxoAMMO noaennTbCA MHbOoPMaLMen NAN NPOJOAXUTE OBCYXAEHNE C KOHTaKTOM, He
MMeroLWMM AocTyna K 3awmwéHHon cetn ViPNet, Bbl MOXeTe akcnopTupoBaTb nucbma B dopmat BML —
BHYTpeHHUI dopmat nporpammbl ViPNet lenosas nouTta. Mpwn akcnopTe BMeCTe C NMcbMamm
COXpaHseTcs aTpUBbYT 31eKTPOHHON MOAMWUCU U BPEMs NOCNEAHEN YCMELIHOW NPOBEPKN 3NEKTPOHHOM
nognucu. Ecam nuceMa 3awmdpoBaHbl, NPpY 3KCNOPTE OHW aBTOMAaTMYeCKU paclndpoBbIBAtOTCS.

YT106bI COXpaHuTb NcbMa nporpammebl ViPNet Jlenosas nouta B daline * .bml:

1 B okHe nporpammsbl ViPNet JenoBas nouta (cMm. VIHTepdelic nporpamMmbl) Ha I€BOW NaHeu
BblOepuTe Nanky C NMcbMaMu, KOTopble TpebyeTca 3KCNoOpPTUPOBaTb.

2 Ha naHenv nuceM BbIGEPUTE OAHO UM HECKONBKO MUCEM.

3 LUWénkHuTe BbIOpaHHbIE MMCbMa NPABOM KHOMKOW MbILIN U B KOHTEKCTHOM MEHHO Bbibepute oauH 13
MyHKTOB:

o CoxpaHuTb Kak. s kaxaoro n3 nnucem B okHe CoxpaHMWTb KakK yKaxuTe nanky v nmsa danna ans
coxpaHeHus 1 Haxmute OK.

o CoxpaHuTb B. B okHe O630p nanok ykaxwTe narnky, B KOTOpon 6yayT coxpaHeHbl BblbpaHHble
nvcbMa, U Haxkmute OK. Mms kaxxgoro daina byset aBToMaTyeckn chopMmMpoBaHO U3 TEMbI
MMCbMa ¥ ero PermcTpaLMoHHOro Homepa.

Mucbma b6yayT coxpaHeHbl B BUge GpanaoB *.bml B yKa3aHHbIX nankax.

Yto6bl nepeHect nncbmo 13 nporpammel ViPNet Jenosas nouta B Microsoft Outlook nam Outlook
Express (Windows Mail), BbINONHWUTE OAHO U3 AENCTBUIA:

o [lepeTawmTe NUCbMO M3 okHa nporpamMmsel ViPNet [lesoBas noyTta B OKHO CO34aHUs COOBLLEHNS
Microsoft Outlook nan Outlook Express. Mucbmo byaet sobaBneHo B cooblyeHre B BUAE BAOXKEHUS.

e [lepeTawmTe NMcbMO 13 OkHa nporpaMmmbl ViPNet lenosas nouta B Kakyto-a1mbo nanky B OKHe
nporpammbl Microsoft Outlook nan Outlook Express. B BbiIOpaHHON nanke NosBUTCA HOBOE
coobuieHne, B KoTopoe byaeT BAoXeHO nucbmo nporpammbl ViPNet lenosas noura.

MpuMeuaHue. Eciv B BbIGpaHHO narnke OTCYTCTBYET AOCTYrN Ha CO3jaHne COOBLLEeHW,
6yZeT OTKPbITO OKHO CO3JaHNsA HOBOrO COObLLEHMSA, B KOTOPOE ByZeT BJOXKEHO MUCbMO
nporpammbl ViPNet lenosas nourta.

e BroxwTe B coobuieHne Microsoft Outlook nan Outlook Express nncemo nporpammbl ViPNet
[Jenosas nouta, akcnopTMpoBaHHoe B Gain * .bml.
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VIMAOOPT nucem

Bbl MOXXETE MMNOPTUPOBATbL NMCbMa, COXPaHéHHble B dopmaTte BML — BHyTpeHHeM dopmaTe
nporpammel ViPNet Jenosas noyta. Ytobbl UMNOPTUPOBATL MUCbMO, BbINOJHUTE OAHO U3 AENCTBUIA:

e B nporpamme ViPNet [enosas nouta Beibepute MHCTpymMeHTbl > IMNopT AoKyMeHTa. B okHe
OTKpbITb YKaXnTe OAWH WU HECKOJIbKO GainnoB AN UMNopTa U HaxXMuTe OTKPbITb.

o [lepetawuTe painbl, KoTopble TpebyeTca MMNOPTMPOBaThL, B OKHO nporpammsl ViPNet Jenosas
nouTta B nanky mnopr.

|/|MI'IOpTVIpOBaHHbIe NMNCbMa NOABATCA B Nanke |/|MI'I0pT.

Y106kl nepeHectn B nporpammy ViPNet [lenoBas nouta coobuweHuns Microsoft Outlook nan Outlook
Express (Windows Mail):

1 BbINOAHUTE OAHO U3 AENCTBUIA:

o [MepeTawmTe O4HO NAM HECKOILKO COOBLLEHN N3 OKHa nporpaMmMbl Microsoft Outlook nam
Outlook Express B ogHy 13 nanok Ha naHeaun nanok nporpammbl ViPNet Jenoas nouta
(cMm. NHTepdelic nporpammbl).

OTKpOoETCA OKHO CO3AaHMNA HOBOTo NMcbMa. OAHOBPEMEHHO AJ1A KaXKAOro CoobLeHMs
OTKPOETCA OKHO BBeguTte Mms BAOXKeHMA.

o Y106bI f06aBUTL BCE COOBLLEHNA B BUAE BAOXKEHHbIX (PaioB, COXPaHUB UX MMEHA, HaXXMUTE
[o6aButhb Bce. YTOObI M3MEHUTb MMEHa BAIOXEHHbIX GpalNoB, A8 KaXA0ro CoobLLeHNs BBegMTE
nMA 1 Haxxmnte JobaBuThb.

CoobueHns 6yayt sobaBaeHbl B HOBOE NMUCbMO B BUAE BAOXEHMA.

2 3aBepluuTe co3gaHue nucbma (cm. Co3gaHune nmucbma).
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[ lepeHocC nncemM B Apyryro nanky
NPOrpamMmbl

MepeHectn NrcbMa B Apyryto nanky nporpammel ViPNet [lenoBas noyta MOXHO ABymsi cnocobamu:
e Ha naHenn nucem BbIGepute OAHO UM HECKOJIbKO MMCEM M NepeTaLLmTe NX B NankKy HasHaueHus.
e Bbibepute 04HO MW HECKOIBKO MUCEM.

. U.l,él]KHVITe Bbl6paHHbIe nncbMa npaBO|7| KHOMKOM MbILIN W B KOHTEKCTHOM MEHH Bbl6epI/ITe
nepeMeCTVITb B nanky.

e B okHe YKkaxxute nanky BbibepuTe narnky, B KOTOPYHO ClesyeT nepeMectutb NucbMa, 1 Haxxmute OK.

Mpun nepeHoce NUCcem AeNCTBYHOT OrpaHNUEeHUs:

e Henb3s nepeHOCUTb NMCbMa 13 Nanok Bxoasawme n YganeHHsle > Bxogawume B nankv Ucxoasawme
n YaaneHHsbie > Vicxopawme.

Henb3sa nepeHocnTb NcbMa 13 nanky Ncxoasawme B nanky YaaneHHole > Bxogawme.

B nanky Bxoasiime MOXHO NepeHoCUTb NMCbMa TONbKO 13 Nanky YaaneHHble > Bxoaawme v
HaoboporT.

Henb3s nepeHoCnTb NMCbMa B Manky AyAVIT WUIN N3 Heé.

e Henb3s NnepeHoCUTb NMCbMa MeXAay ABYMA nojnankamMun nanku yAalleHHbIe nan nanku Ay,qI/IT.
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YnaneHme nmcem

Y1o6bl yaanuTb NncbMa 13 060K nanku, kKpome nanok Ayaut, YaaneHHble 1 Ux noAnanok:
1 Ha naHenan nucem BbIbepPUTE OAHO WM HECKOILKO MUCEM.
2 BbinonHuTe 0AHO U3 AencTBUIA:

o Haxmute knaBuwy Delete.

o Haxmwurte Ypanntb Q Ha MaHenn MHCTPYMEHTOB.
o [lepeTawmrte NnncbMa B Nanky YaaneHHsble.

BbibpaHHble NcbMa ByayT nepemelleHbl B Nanky YaaneHHble. MNpu 3ToM B nanke YaaneHHble byaet
aBTOMaTUYeCKM Co3aHa CTPyKTypa Nanok, NOJAHOCTbHO NOBTOPAOLLAA CTPYKTYPY, B KOTOPOW
HaxoAnNOChb YAanéHHoe NncbMo. Hanpumep, npu yaaneHnn nucbMa n3 nankv Bxogawwme > Manka
OHo byzieT nepemellieHO B Nanky YaaneHHole > Bxogsawme > MNanka.

MpumeyaHwue. Ecav nepeTalwmTb NMcbMa B Kakyko-aMb0 nognanky nankv YganeHHoie,
nvcbMa byayT nepemelleHbl IMEHHO B 3Ty nognanky. [py 3TOM JOMNoHUTENbHbIE

nanku cosgaBaTbCs He 6yayT. [epeTackMBaHWe MUCEM B HEKOTOPbIE Mankyu MOXeT HbITb
3anpeLeHo (cM. [TepeHoc NrcemM B gpyryto nanky nporpammbi).

YTobbI yA4aanTb NMCbMa U3 Nanku Y,qaneHHble:

1 Bbl6epVITe O4HO NN HECKOJIbKO NMncem.

2 Haxwmwute knauwy Delete nan Yganuto 0

B nmanke Ayaut 6yaeT co3gaHa Konua CTPYKTYpbl Manok 13 nanku YaaneHHble, cogepkallas 3anmcb
O BPEMEHMW yAaNeHNs NMcbMa Y MMEHU NOJb30BaTeNsA, OCYLLECTBUBLLErO yAaneHne. YaanuTb 3Ty
3anuncb 13 nankn AyauTt MOXET TOJIbKO agMUHUCTPaToOp CETEBOrO y3na (cM. PaboTa B nporpamme c
npaBamMu agMuHUCTpaTopa).

MpumeuaHue. Mpn paboTe B pexxmmMe agMUHUCTPATOPa B KOHTEKCTHOM MEHIO M1UCcbMa
poctyneH nyHkT MonHoe yaaneHue (cM. LononHUTENbHbIE HACTPONKMN 1 BO3IMOXKHOCTH
nporpammbi).

BHumaHue! Eciv npu oTnpaBke NMcbMa He YCTaHOBJIEHO COeAMHEHME C KOOPANHATOPOM,

/A\ NMCcbMO BYAET OTNpPaBAEHO, KOrAa COeAHeHMEe BOCCTaHOBUTCA. Ecam 3a 3To Bpems Bbl yaanvmim
nMcbeMo 13 nNanok Mcxogawme v YaaneHHble v Haxkaav MonHoe yaaneHue, NMcbMo Bce
paBHO ByAeT OTNPaBAEHO, KOTAa COeANHEHME BOCCTAaHOBUTCS.
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ApxMBaLUMa MUCEM

Mpwv apxuBauum NporpaMmMa nepemMeLlaeT NMcbMa 13 paboyero XpaHuiuiLa B Nanky Ha AWCKe.
ApxvBaLVs NO3BOASAET YMEHbLWWTb 06beM paboyero XxpaHuanLLa u ycKopuTb paboTy ¢ MMcbMaMu.

BHumaHme! B 6a3e gaHHbix ViPNet [JenoBas nouta MOXeT xpaHuTbcs He 6onee 500 000 nucem,

/A\ paboTa ¢ 60AbLINM KOAMYECTBOM MUCEM He rapaHTupyeTcs. [ns KOppekTHoM paboTbl
nporpamMMbl BKAKOUMTE aBTOMATUYECKYHO apxmBaLmio (CM. MNapameTpbl aBTOMaTUYECKOM
apxviBauuu) n 3agante napametp Koaunuvecrso nucem 6onbiue: 500 000 wiTyk.

Mpu apxvBaLMmM NMCbMa NOMELLAFOTCA B Narnky, UMs KOTOPOr GopMUpyeTCs Ha OCHOBE AaTbl U BPEMEHN
CO3JaHnNA apxmBa, Hanpumep, Ms_ 25092020 110303. [To ymMonuaHMIO apx1B cO34aéTca B narnke \ViPNet
Client\MSArch, Nanky MOXHO U3MeHuTb (cM. PaboTa ¢ apxmBamu nucem).

MpumeuaHue. Bo Bpems apxvBauun ViPNet JlenoBas nouta ncnosib3yet JONOAHUTENbHOE
MeCTO Ha AMCKe, Ha KOTOPOM HaxOoAWTCA narnka ¢ apxmBoM. OHO HY>KHO A1 KOPPEKTHOM

paboTbl M aBTOMaTUUECKN OCBOBOXAaETCA Nocae 3aBepLUeHns apxusaumn. Moxet
notpeboBaTbCA B HECKO/bKO pa3 60oblle CBOHOAHOrO MeCTa Ha ANCKE, YeM pa3Mep XpaHWauLLa
COOBLLEHNN.

BmecTe ¢ nMcbMamu B apxvB MOMELLAFOTCA BIOXKEHWS, B HACTPOMKAxX apX1BaLMy Bbl MOXeTe BblbpaTbh
OAWNH 13 cnocoboB:

e [lepeHoC BNOXeHWI 13 $alinoB B 6a3y AaHHbIX 415 pa3MeLLeHUs B apXMBe BMeCTe C MUCbMaMMu.

Mpu TakoM cnocobe apxvB ByAeT coAep>KaTb OAMH daiin. ITOT cnocob NO3BONSET YNPOCTUTD
KOMMPOBaHMWe UM NepeHoC apxXmBa Ha BHELUHWUIA HOCUTEb, HanprMep, C Liebio Pe3epBUpOBaHUs.

° Pa3rv1eu.|,eH|/|e BJIOXEHWI B narnkax OTAENbHO OT NUucem.

Mpu TakoM cnocobe apxmB byaeT cogepkaTb dann ¢ 6a3oi faHHbIX NMMCEM U Habop nanok, B
KOTOPbIX pa3MelLieHbl OTAebHble dailbl BAOXKEHUN.

MuncbMa, NnomelLlleHHbIe B apXuB, yAanatoTca n3 paboyero xpaHuiuila 1 He oTobpaxkaroTca B OKHe
nporpamMmel, 0fHaKO MX MOXHO MPOCMaTPMBaTh, OTKPbIB COOTBETCTBYHOLLMI apxmB (cMm. PaboTa ¢
apxvBamu nucem).

ApXI/IBaLI,I/II-O NMNCEM MOXHO BbIMNMOJIHATb BPYYHYHO NAW aBTOMaTUYECKWU.

Y106kl HacTpOWTL aBTOMaTUYeCKYHO apxmBaLmnio, Bbibepnte MHcTpyMeHTbl > HacTpoiika > Apxuauus >
ABTOMaTUUYeckas apxmBauus (cM. O6LLre NnapameTpbl apxmBaumn).

YT10b6bI 33apXxMBMPOBaTh MMCbMa BPYYHYLO:
1 YkaxuTe napameTpbl apxuBauuu, Boibpas MHcTpymeHThbl > Hactpoiika > ApxuBauma.
2 Bblbepute ®Paiin > ApxuBnpoBaTb NouTy.

3 I'Iepep, Ha4dyanaoM apxmBauunn noaBUTCA OKHO AN1A NOATBEPXAEHUA apXUBaunn. Ecin s napamMeTpax
apxumeauyumn (CM. O6Ll.l,l/le napamMmeTpbl apXI/IBaLI,I/Il/I) HacCTpoO€eHa apxmBauua He BCex nucem, a ToJ1bKo
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HEKOTOPbIX UX KaTEropuii, byAeT BbIBEAEHO NPeayrnpexXAeHre O TOM, YTO apXvBaLMs MOXET 3aHATb
NPOAOMIKNTENBHOE BPEMS.

Ecan OTKPbITbI Kakne-1mbo nmcbma, NosBUTCA COO6LlJ,eHVIe, YTO BCE NNCbMa HGO6XO/J,VIMO 3aKpbITb.

Ecnm kakne-nnbo nnucbMa He MOTyT ObITb 3aapXMBUPOBaHbI, NOABUTCA coobLyeHne 06 3ToM. Bbl
MO>ETe MPOMNyCTUTb 3TV NMUCbMa WV NMOBTOPUTL apXUBaLMIO.
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PaboTa ¢ apxmBaMu N1cem

Mporpamma ViPNet [lenoBas no4Ta no3BosiseT NpoCMaTpuBaTh apXmBbl COOCTBEHHbIX MNCEM WA MUCEM

APYrvx nosb3oBaTesien (ecan oHM He 3awmndpPoBaHbl), a TakxKe nepemMeLLats, yaanaTb u
nepevMeHOBbIBaTb apXMBbI.

Y106bl NPOCMOTPETL aPXMB MNCEM:

1 Bbibepute ®aitn > BbibpaTtb apxmB. OTKpoeTcs OKHO ApPXUBBI.

5| Apxwesi @
OricanHue [aTa 1 spemA Myme OTKPEITE
Pafouse XpaHunu. .. C:\Program Files\InfoTeCS\ViPMet C
- MepeMecTHTb. ..
10.06.2015 11:5...  C:\Program Files\InfoTeCS\ViPNet J
:
< 1 2
YaanuTe
KaTanor apxvsos:
C:\Program Files\InfoTeCSWiPNet ClientWMSArch E

Pucyrok 15. ¥YnpaeneHue apxusamu
2 B cnucke BbibepuTe apxmB 1 HaxxmuTe OTKpPbITh.

MNMucbma apxuBa 6yayT oTobpaxeHbl B okHe nporpammel ViPNet [lenosas nouta. 311 nucbma byayTt
JAOCTYMHbI TONIbKO AN UTEHUSA, HO UX MOXHO 3alinpoBaTh (pacmdposaTtb) C NMOMOLLbIO MYHKTa
3awundposatb (PacwndpoBaTb) KOHTEKCTHOTO MEHHO.

MpumeyaHue. 3alwndpoBaTb MMCbMO, KOTOPOE COAEPXKUTCA B apXMBE, MOXHO TOJIbKO B
CNyvae, €CAM apxmB AOCTYMEH A8 3anuncu.

Bo Bpems paboTbl ¢ apxnBOM, OCHOBHOE XpaHuauiLe nporpammsbl ViPNet JlenoBas nouta 6yget
HEeAO0CTYMHO, TO eCTb HEBO3MOXHO OyAeT OTNPaBAATb U NPUHUMATL NUCbMA.

YTt0b6bI BEpHYTLCA K paboTe C OCHOBHbLIM XPaHWUAWLLEM MUCEM:
1 Bblbepute ®Paiin > Bbibpatb apxmB. OTKpoeTCcs OKHO APXMBBbI.

2 Bbibepute Pabouee xpaHuaniLe coobueHnn 1 Haxxmmute OTKpPbITb.

Y106l MPOCMOTPETb apXMB MNCEM, CO3AaHHbIN Ha APYroM KOMMbIOTEpeE:
1 Bbibepute ®Paiin > Boibpatb apxms. OTKpoeTca OKHO ApPXMBbI.
2 Haxwmute MogknroumTb 1 B okHe O630p Nanok ykaXuTe nanky ¢ apxvMBoOM.
YKazaHHbIN apxuB byaeT fobaBaeH B CNUCOK B OKHe APXUBbI.

3 BbibepuTe apxmB B cnucke 1 HaxkMnte OTKpPbITb.
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He3awndposaHHble N1CbMa, cogepxkalumecs B apxvBe, 6yayT oTobpaXkeHbl B OKHe Nporpammbl
ViPNet [lenosas noyta. 3T nucbMa ByayT AOCTYMHbI TOABKO ANs uTeHus. Ecan B apxmBe
NPUCYTCTBYHOT NMCbMa, 3alUMPPOBaHHbIE Ha KAFOYaX APYroro nosib3oBaTens, oHn 6yayT HeAOCTYMHbI
ANA npocmoTpa.

Takxe B OkHe ApXuBbl MOXHO:

e 3azaTtb nanky ans paboyero xpaHuaMLa COOOLLEHMI 1 HOBbIX apXMBOB NMUCEM:

o HaxwmwuTe KHOMKY L pagom c nonem Katanor apxvos.
o B okHe O630p nanok ykaxuTe HOBYO Marky.

Mpwu cneayrowem 3anycke nporpammbl ViPNet [lenoBas nouta B ykasaHHOW nanke 6yaeT co3saHa
nognarnka \MSArch, B KOTOPY0 ByAyT nomeLLaTbcs paboyee XxpaHUANLLE COOBLLEHNA U
CO3JaBaeMble apx1Bbl MUCEM.

e [lepemecTnTb apxuB B APYrYO Nanky:
o Bbibepute apxmB 1 HaxmuTe MepemecTuTb.
o B okHe O630p manok ykaxuTe narnky, B KOTOPY TpebyeTca NnepemMectuTb apxms.

e [lepenmMeHoBaTb apxuB: BbibepuTe apxunB 1 HaxxmuTe MNepenmeHoBaTb. YKaxuTe HOBOE UMA U
HaxxmuTte Knasuwy Enter.

e YianuTb apxuB 13 CncKa: BbibepuTe apxmB U Haxkmute OTKAOUUTL. ApxMB ByaeT yaanéH us cnucka,

HO COXPaHUTCA Ha ANCKE.

. yAaﬂI/ITb apxue C Ancka: Bbl6epVITe APXMB N HaXMUTE yp,a.ﬂVITb.
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DNIEKTPOHHAA NOAMMCH B Mporpamme
ViPNet [lenoBasa noura

Mpumeyanne. OnucaHHble B JaHHOM paszesie BO3MOXHOCTW AOCTYMHbI, €C/IN Bbl pacrosiaraete
AENCTBUTENbHBIM CEPTUDMKATOM 3NEKTPOHHON nognucu. s noayyeHus ceptudukara
obpaTnTech K agMUHNCTPATOPY BaLLErO YAOCTOBEPSIOLLErO LeHTpa.

DNeKTPOHHas NoAMNNCb — PEKBU3UT JIEKTPOHHOIO JOKYMEHTa, MOJYYEHHbIN B pe3y/ibTaTe
KpunTorpadpuyeckoro npeobpasoBaHms nHGOPMaLUN C NCMONb3OBAHMEM 3aKPbITOrO KJIO4a
3/1eKTPOHHON NOAMNCH.

3J'IeKTpOHHaﬂ noanncb NO3BONAET:

L] HOATBep,ﬂ,MTb NOANNHHOCTb JOKYMEHTa. 3ﬂeKTpOHHaFI noanncb yaoctoBepAaeT TINMYHOCTb
nocraBmBLllEro noanumceb.

e [loATBEPAWTDL LIENOCTHOCTb JOKYMEHTA. DNEKTPOHHAs MOANWCHL MOATBEPXKAAET, UTO JOKYMEHT He
N3MEHANCA Noc/e NOAMUCaHNS.

e Obecneuntb HEOTPEKAEMOCTb. DNEKTPOHHAs MOAMMUCH NPEAOTBPALLAeT OTKa3 CyObeKTOB OT
aBTOPCTBA AOKYMEHTA.

C nomoubto nporpammbl ViPNet [lenoBas nouta MOXHO NoAnmncath 31eKTPOHHON NOANUCHIO TEKCT
MMcbMa U ero BAOXeHus (cM. PaboTa ¢ 31eKTpOHHOM NOANUCHID MUCEM) AW OTAEebHble dalisibl

(cm. PaboTa ¢ 371eKTpOHHOW noanuckio Gaiios). Takke MOXHO NPOBEPUTL U YAAINUTL 31EKTPOHHYHO
noanuce NucbMa nan dainna.

ﬂ'flﬂ noanncaHna NMcemM n q)al)llﬂOB MO>XHO MCNOJIb30BaThb cieayrouine Tunbl CepTl/Iq)VIKaTOBZ
. CepTVIq)I/IKaT l-)J'IEKTpOHHOl‘/II noanncK TekyLero noib3oBaTena Ki1neHTa.

o CepTtudukat Nosb30BaTeNA APYrOro CETEBOrO y3/1a AN cepTUdMKaT BHELLHErO Nob30BaTens cetm
ViPNet (cm. Moanncanve apyrum cepTmdurkaTom), HaXOAALWMIACA BO BHELIHEM KOHTENHEpe K/OUeln.
KoHTenHep MOXeT XpaHWUTbCA Ha AUCKE MAN Ha BHELLHEM YCTPOMCTBE (CM. BHellHre ycTpoicTBa).

o CeptnduKaTt 3NeKTPOHHOW NOAMUCK, U3AaHHbIA CTOPOHHUM YAOCTOBEPSIOLLMM LLEHTPOM
(cMm. icnonb3oBaHume k1roYa 3NeKTPOHHOM NOAMUCH U KNKOYa MPOBEPKMN SNEKTPOHHOMW NOAMNUCH,
CO3/laHHbIX C MOMOLLbIO CTOPOHHErO KPUMNTOMnpoBalaepa).
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PaboTa ¢ 3/1eKTPOHHOW NOAMNMCHIO
MUCEM

[ loanmMcaHme nmcbMa

Mo ymonuaHuto B nporpamme ViPNet [lenosas nouta HaCTpOeHO aBTOMaTMUYeckoe NoAnncaHme nucem u
BJIOXKEHWI TeKYLLMM CepTUdMKATOM Npu OTNpaBke. 3TM HAaCTPOMKN MOXHO M3MeHUTb B pasgene MNMucbmo
(cm. HacTtpoiika napameTpoBs paboTbl ¢ NUCbMaMu).

YTobbI noanmncatb 0 4HO NAN HECKOJIbKO nncem 3ﬂeKTpOHHOI7I noAnuncbro:

1 B okHe nporpammbl ViPNet [lenosas nouta (cM. VIHTepderic nporpammel) B nanke Mcxoasaume nam
Kakon-nnbo eé nognanke BbIGEPUTE OJHO MW HECKONBKO HEOTMPAaB/AEHHbIX MUCEM, KOTOPble
TpebyeTca noagnucatb.

2 BbINOAHUTE O4HO U3 AENCTBUN:

¢} Haxxmunte I'Iop,nwcaTb ’ Ha naHeJn MHCTPYMEHTOB, 3aTéM B MEHHO Bbl6epMTeI

L] TeKyLLI.I/IM CepTMq)I/IKaTOM, yTObbI noanuncaTtb NCbMa CepTMq)MKaTOM 3J'IeKTpOHHOI7I
noanncn TekyLlero noJibsoBatensd.

e [ipyrum ceptudpukartom, 4tobbl Nognucatb NMCbMa cepTUPUKaTOM 13 onpesenéHHOro
KOHTelHepa KArYen.

o LWénkHuTe BbIGpaHHbIE MMCbMa NPaBOW KHOMKOM MbILLN U B KOHTEKCTHOM MEHHO BblbepuTe
Moanucatb > Tekywmm ceptudurkaTtom niav Aipyrum ceptudukaTom.

3 Ecau BbibpaHa NoANUCH CEPTUOUKATOM M3 BHELIHErO KOHTEMHEPa, BbINOJHUTE AEWCTBUS, ONUCaHHbIE
B pa3gese [MoanvicaHve apyrvm ceptnudmrKaTom.

MucbMa ByayT NoAnmncaHbl 3eKTPOHHOW NOAMNUCHI0, UM ByAeT MpUCBOeH aTpunbyT nognucu. Ecan
nMcbMa COAep>KaT BJOXKEHWS, BJOXEHNs Takxke byayT NOANMCaHbI.

UTobbI noanuncaTb 3ﬂeKTpOHHOI\/'I noAnNMCbHO NNCbMO, OTKPbLITOE B OKHE CO3JaHNA M NPOCMOTpPa nmcem
(cMm. OKHO co3zaHunsa 1 NPOCMOTPa NUCeM):

1 Co3pgante HoBoe NncbMo (cM. Co3zaHure nrucbMa) IMH60 OTKPONTE HEOTNPaBIEHHOE MUCbMO B

oTAe/IbHOM OKHe.

2 BbINOAHWTE OAHO V3 AENCTBUN:

/,

o Tekywmm ceptudurKaTom, YTOObI MOANMNCATL MUCbMa CEPTUHUKATOM 31EKTPOHHON

o Haxwmwute Mognucatb Ha MaHenn NHCTPYMEHTOB, 3aTeM B MEHIO BbibepuTe:

noanncn TeKyLero noJjib3oBatensd.

e [pyrum ceptndukatom, utobbl NOANMCATL MUCbMO CEPTUGUKATOM U3 ONpeLenéHHOro
KOHTelHepa KAtoYen.
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o Bbibepute Mognuck > Moanucatb Bce NncbMo > Tekywmm ceptnudmkaTom uin Jpyrum
ceptudurkaTom.

3 Ecav BbibpaHa noanncb cepTMdUKaTOM M3 BHELUHErO KOHTeNHePa, BbIMOAHUTE AeNCTBUSA, ONNCaHHble
B pa3gene [ognuvcaHne fpyrum ceptndukatom.

MCcbMO 1 ero BAOXeEHUs ByAyT NoAnucaHbl 3NEKTPOHHOW NMOAMUCHIO.

Yto6bl Mognuncatb 3NEKTPOHHOM NOAMMWCHIO TOJbKO TEKCT MUCbMa:

1 Co3gaite HoBOe NncbMo (cM. Co3zaHure n1ucbMma) IMH60 OTKPONTE HEOTNPaB/EHHOE NUCbMO B
OTAENIbHOM OKHe.

2 BbInonHuTe 0AHO U3 AencTBUIA:

o B meHto MNoanuck Boibepute nyHKT Mognuncatb TeKCT NMMCbMa, 3aTeM Bbibepute TekyLmnm
ceptnpumkaTtom nan pyrum ceptnpmkaTom.

o LénkHuTe TEeKCT NMCbMa NpPaBoOW KHOMKOM MbILIW, B KOHTEKCTHOM MeHo BbibepuTe Mognucatb
TeKCT NucbMa > Tekylwum ceptudukaTom vy pyrum ceptudmkaTom.

3 Ecau BbibpaHa NoAnnCh CepTUOUKATOM M3 BHELLHErO KOHTENHEPa, BbIMOJHUTE AEUCTBUS, ONUCaHHbIE
B pa3gesie [MoanvicaHve apyrvm ceptudrKaToMm.

TekcT nncbMa ByaeT noAnncaH 31eKTPOHHOW NOAMUCHIO.

YTobbI noanuncaTb 3]18KTpOHHOIZ NnoANUCbIO TOJIbKO BNOXEHWA NMCbMa:

1 Cospanite HoBOe NcbMo (cM. Co3zaHre nNncbma) IMH6o OTKPONTE HEOTNPABAEHHOE MUCbMO B
OTAE/IbHOM OKHE.

2 ,ﬂ,O6aBbTe B MNCbMO OAHO NN HECKONBKO BJIOXKEHWA.
3 Ha BK/1lagke BnoxxeHusa Bbl6epI/ITe O4HO NN HECKOJIbKO BJIOXKEHUN.

4 LénkHnTe BbIGPaHHbIE BAOXKEHNA NPABOV KHOMKOM MbILWMW 1 B KOHTEKCTHOM MEHO BblbepuTe
Mognucatb > Tekywmm ceptudmkaTtom wiv [ipyrum ceptudurkaTom.

5 Ecau BbibpaHa NoANUCb CEPTUOUKATOM M3 BHELIHErO KOHTEMHEPa, BbINMOJHUTE AEUCTBUS, ONUCaHHbIE
B pa3gese [MoanvicaHve apyrvm ceptnudmrKaTom.

Bbl6paHHbIe B1IOXKEHWA 6y,£l,yT noAanncaHbl BJTEKTpOHHOl\/‘I noAanncbHo.

[ToanuncaHme apyrm ceptmdrKaTom

Ecav Bbl XoTuTe Nognucatb MUCbMO UAW aiia cepTdUKaToM 13 onpeAenEHHOIO KOHTeMHepa KoYen
WAV NMOANMWCH TEKYLLUM CePTUOUKATOM HeJOCTYMNHa, NPV NognuncaHnn nucbMa (cM. MoanvcaHvie nucbma)
BblibepuTe Apyrum ceptndukaTom.

Ecnu KOHTerHep XxpaHUTCS Ha Ancke, ana Bbibopa cepTudukara:

1 B okHe Bblbop cepTudukarta B cnvcke BbIGEPUTE HYXXHBbIR CepTUdUKAT U3 KOHTEHEPa, XPaHsLLLerocs
Ha Avcke, 1 HaxxmuTe OK.
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BeiGop ceptndimkara = @

BeifepuTe CEpTHOUKET, KOTOPEI Bl XOTUTE MCMONLZ0EETE.

Komy BblgaH KeM BelgaH Cpok AeicTENA -
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PucyHok 16. Bbibop Opyeozo cepmugpukama

2 B okHe ViPNet CSP - napoJib KOHTeHepa K/toUa BBeAMTE Napo/ib AOCTYNa K KOHTEMHEPY 1

Haxmute OK.

ViPMNet CSP - napone konTeAnepa kntodei *
BEEAMTE NaPONb AOCTYNE K KOHTEMHEDY KoY,

QcTanots NonLIToK: 3

WMMA koHTerHepa: rmd-A-5116-CA09-1537-3425-8A69-CDBF-CD4D

Maponk: | (TITITTT]

CDXDEHMTb napong

&

PucyHok 17. B8o0 naposas docmyna kK KoHmeliHepy katodeli

MuceMmo (nan darin) 6yaeT NOANMNCaHO BbIOPaHHbBIM CePTUHUKATOM 31EKTPOHHON MOAMUCH.
Ecan KoHTeMHep ktouYed, COOTBETCTBYIOLLMIA BbIBPAHHOMY cepTUdUKATY, XPAaHUTCA Ha BHELLHEM
ycTporictBe (M. BHellHWe ycTpoicTBa):

1 B okHe Bbibop cepTudmkara B cnvcke BbIGEPUTE HYXHbIN cepTUdUKAT N3 KOHTEMHEpPa, XPaHALerocs

Ha BHEeLUHeM YCTPOWcTBe, 1 HaxmMuTe OK.
2 B okHe ViPNet CSP - nHnumanusauusa KoHTeliHepa Kitoya Bbibepute YCTPONCTBO.

3 TMogknroumTe yCTPOWCTBO, Ha KOTOPOM XPaHWTCA KOHTeWHep. ECiM MOAKIOYEHO HECKOIBKO
YCTPOWCTB, B CNncKe BbibepuTe yCTPOMCTBO YKaXnTe HY>KHOEe YCTPOMCTBO. VIMS HY>XHOTO
KOHTElHepa aBTOMaTUYeCKM NosBUTCA B cnvcke MsA KoHTeliHepa.

ViPNet [lenoBas nouta 4. PykoBozcTBO Nnonb3oBatens | 69



ViPMet CSP - mHMUMaNWZaUMA KOHTERHEDE KAKDYER @

@? VKEHWTE MECTO XPEHEHWA KOHTEMHEDA KIHOYEN.
!

MMA KOHTeliHepa: [sgn_cont e ]

() MNanka Ha gucke: C:/Program Files/InfoTeCS/MiPNe OBzap...

(@) BrifiepuTe yCTpOiicTEO: [eToken Aladdin(00334a1c ] ']

BeeawTe MWH-+«oa: Iy

|:| CoxpaHuTs MH-+xoa

@ [ OK ] ’ OTnmera

PucyHok 18. Beibop koHmeliHepa karoyeli Ha 8HewHeM ycmpoticmee
4 B none Beeaute MNNH-kopa ykaxwute MNMNH-kog ycTporicta 1 Haxmute OK.

Mucbmo (nam dann) byaet nognmcaHo BblbpaHHbIM CEPTUOMKATOM SNEKTPOHHOM NOAMUCH.

1CNONB30BaHME KAKOYa S1EKTPOHHOM MOAMMCK M
K/FOYa MPOBEPKM NEKTPOHHOW MOAMUCH,
CO3/1aHHbIX C MOMOLLIbKO CTOPOHHETO
KpMNTONpPOBaKAepa

Mucbma 1 pannbl B nporpamme ViPNet [lenoas nouta MOXHO NoAgNUCkIBaTb cepTudurKaTamm,
M3AaHHBIMN CTOPOHHWUMM YAOCTOBEPSHOLLMMU LIeHTPaMu (He SBAAIOLMMUCA YacTbro cBoelt ceTu ViPNet).
YTtobbl UCNOb30BaTh TakoWn cepTUPUKaT:

1 B nporpamme ViPNet CSP BbibepuTe [lononHuTenbHO 1 ybeantech, Uto cHAT daaxok Mopaepikka
paboTtbl ViPNet CSP uepes Microsoft CryptoAPI. MoapobHee cM. sokymeHT «ViPNet CSP.
PykoBogcTBO Mosib3oBaTens».

2 YcTaHOBWTE Ha KOMMbIOTEP KPUMTOMpPOBanAep, Heo6XoAMMbIA Anf PaboTbl C BHELLHUM

cepTudukaTom.

3 YcraHosuTe ceptndurkaT B cucteMmHoe xpaHuauuie JInuHoe ¢ nomoLbro ocHactkm «CepTudunkatbl —

TeKyLMN Nosb3oBaTeb» (certmgr.msc).

YTo6bI NONYUNTL NOAPOOHYIO NHPOPMaLuto 06 ycTaHoBKe cepTudukaToB, 0bpaTnUTech K cnpaBke
Windows.

4 Y6epmTecb B HANNUMMN 3aKPbITOTO K/KOYa, COOTBETCTBYHOLLLENO YCTAHOBIEHHOMY CcepTUdUKaTy.
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MpumeyaHwue. MNpoLeaypbl NOJYYEHUs 1 YCTaHOBKM cepTUdWMKaTa 1 COOTBETCTBYHOLLETO
€My 3aKpbITOro K/ko4a ONpesensoTcs UCMOo/Ib3yeMbIM KPUMTONPOBaiAepOM.

5 B okHe Hactpoiika napameTpoB 6e3onacHoctu ybeantech, 4TO Ha BKaagke A4MUHUCTPATOpP
ycTaHOBAeH dnaxxok PaspewnTb ncnosnbloBaHue ceptndukatos ns xpaHuaumwa OC
(cm. lononHUTeNbHbIE HAaCTPOMKM NapameTpoB 6e3onacHoCTy).

MpumeyvaHue. Vi3mMeHATb HaCTPOLKK Ha BkAagke AAMUHUCTPATOP MOXKET TONbKO
aAMUHMCTPATOP ceTeBOro y3na (cM. PaboTa B mporpamMme ¢ npaBamu
afMUHUCTPaTopa).

6 Ha Bknaake MNoanuck BbibepuTe HYXXHbIN cepTUdUKaT B KavecTBe Tekyero (cm. CmeHa TekyLero
cepTndukara).

7 TNMpw nognucaHunm nucem (cM. Moanucanve nucema) n dannos (cm. MNMoanuncaHne daina) B MEHHO
BblOMpariTe TekywMm cepTuduKkaTom.

[TpoBepKa 3N1eKTPOHHOM NOAMMUCK MNCbMA

UYT06bI NPOBEPUTL 3IEKTPOHHYIO MOAMNUCH MUCbMa:

1 B okHe nporpammsbl ViPNet JenoBas nouta (cMm. VHTepdelic nporpamMmbl) Ha NaHeau nucem
BblOepuTe NOAMNMCAHHOE NMUCbMO (CO 3HAaUKOM cTaTyca 4 yam ), &nA KoToporo Tpebyetca
NPOBEPUTb NEKTPOHHYH MOAMUCH.

2 BbINOAHUTE OAHO U3 AENCTBUN:

3

o Haxwmwute MNpoBeputb Ha NaHesn UHCTPYMEHTOB.

o LUénkHUTE NMCbMO NpPaBOl KHOMKOWM MbILLM U B KOHTEKCTHOM MeHH0 BblibepuTe MpoBeputb
noAnuch.

OTkpoeTcs okHo MpoBepka 31€KTPOHHOW NoANUCH.

UT06bl NPOBEPUTL 3IEKTPOHHYHO MOAMUCH BAOXEHWS B OKHE MPOCMOTpa nNucbMa (cM. OKHO co3zaHus U
npocMoTpa nucem):

1 OTKpOVITe NMNCbMO, cogep>Kallee noanmncaHHoOe BAOXeEHWEe, B OTAE/IbHOM OKHE.

2 Ha Bknagke BnoxeHus WENKHWTE HY>KHOE BJIOXKEHWE MPaBON KHOMKOW MbILUWN U B KOHTEKCTHOM
MeHto BbibepuTe MpoBepuTb NoANUCH.

OTkpoetcs okHo MNMpoBepka 31eKTPOHHOW NOANUCH.

B okHe MpoBepka 3/1eKTPOHHOW NOAMMUCU COAEPXKNTCA MHOOPMALIMS 06 31eKTPOHHbIX MOAMUCAX
KaXZOoro 3n1emMeHTa N1cbMa (TEKCT U BAOXeHWs). [lecTBUTEIbHbIE MOAMUCU MOMEYEHb! 3e1EHBIM
3HaUKOM, HeJenCTBUTENIbHbIE — KPaCHbIM 3HAUYKOM.
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Mpoeepka 3NEKTpOHHOA NoANKCK @ MNposepka 3nekTpoHHOR NoanNKcK @
_%/ Mposepka 3NEKTPOHHOI NOAMKMCK MPoLWNE yonewHo. Moanucs 97 HamomeHT nposepki obHapYHEHE! HEAERCTENTENEHBIE CEPTUGMKATEI
AefcTBATENLHE, o)
PesynsTaT nposepru: PesynsTaT nposepri:
B@ TMHCEMO McEMD™ B@ TMHCEMD TMCEMO ™
-1 Teker nucsma . Dg TeKCT NucbMa
R -1 Mognucs “User Administrator”™ : a
{E'- BroweHue User Administrator, him™ J Moarmes “User Administrator™
----- \;} Mognuce “User Administrator”™ (=R @- BroseHne User Administrator. htm™
----- J Moarmcs “User Administrator™
MoapofHo MNoppofto
Moanuce AeACTBHTENEHE Meanuce ASHCTBHTENEHE
OTtnpasuTens: User Administrator flata v BpemMa noanuoi: 14mapra 2012r, 8:25:14
PErMCTPELMOHHEIR HoMep: N2 1 CepTudukaT HegeRcTeuTensH (Llenoyka cepTUdMKET OB HenonHa)
KoHTponsHas cyMMa SMEKTPOHHON NoANMoA:
3F 25BC 1IF BB CE 27 CA 10 FB 19 58 F3 1947 3A
E7E17482C3B5 3E CF 47 A7E2DE 8A ABE4CB
MpocmoTp cepTudmKaTa [ MpocMoTP CEPTHMKETA. .. ]
’ CoXpaH1Tb... ] [ Mevatb ] [ 3aKpBITE ] COXpaHHMTL. .. ] ’ Mevatb ] [ 3aKpbITh ]

PucyHok 19. Pesynemam npogsepku 3nekmpoHHol nodnucu

B okHe MpoBepka 371eKTPOHHOM NOANUCK AOCTYMHbI A4eNCTBUS:

e YT0bbI MPOCMOTPETH CBEAEHNA 0O 3NEKTPOHHOM NOAMNMNCK Kakoro-anbo snemeHTa nnuceMa (Bcero

NMUCbMa, TeKCTa, KaKoro-nmbo BAOXEHUA nan 3ﬂeKTpOHHOl‘/J1 ﬂO,ﬂ,ﬂI/ICI/I), Bbl6epI/ITe 3TOT 3/1IEMEHT Ha

naHenv PesynbTtaTt npoBepkun. inbopmauwma o noanmcu byaet otobpaxeHa Ha naHenn Mogpo6bHo.

e YTObbI NPOCMOTPETb CepTI/Iq)I/IKaT, KOTOPbIM NoAgnncaH 3eMeHT NNCbMa, Bbl6epI/ITe Ha NnaHeaun

PesynbTat nposepkn > NpocmoTp ceptudukara.

YaaneHume anekTpoHHOM NoAnmcK nmcbMa

UTobbI YAaNNTb SNEKTPOHHYHO NOANUCb OAHOTO NN HECKOJIbKUX NMNCeM:

1 B okHe nporpammbl ViPNet lenoBas nouta (cMm. MIHTepdelic nporpammbl) B nanke Ncxoasaume nam
Kakor-1mbo eé nognanke BblbepuTe O4HO NN HECKObKO HEOTNPABAEHHbIX MNCEM C 3NEKTPOHHOW

noanncbro (OHI/I MMEIOT 3Ha4OK CTaTyCa 4 nnn )

2 BbINOAHWTE OAHO V3 AENCTBUN:

Q

¢} U.LéflKHI/ITe Bbl6paHHbIe NMnCbMa I'IpaBOI;I KHOMKOM MbILIN N B KOHTEKCTHOM MEHIO Bbl6epVITe

¢} Haxxmunte yp,a.ﬂVITb Ha naHenan MHCTPYMEHTOB.

Ypanutb NOANUCH.

DNIeKTPOHHbIE MOAMMNCYK BbIBPAHHBIX MUCEM U UX BAOXKEHWI BYAYT yaaneHbl.

YT106bI YAANNTb SNEKTPOHHYHO NOANUCb MUCbMa, OTKPbITOrO B OKHE CO34aHnAa U NPOCMOTPa nNnucem
(cm. OKHO co3gaHms 1 NPOCMOTpPa NUcem):
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X

e YT006bI Y4ANNTb NEKTPOHHYH NOANMUCb TEKCTA NMCbMa M BCEX BJIOXKEHWI, HAXXMUTE Yp,anmb Ha

nMaHenn MHCTPYMEHTOB.

e YTOObI YAaNWTb 31EKTPOHHYHO MOAMMUCH BJAOXEHWSA, Ha BKIagke BaoXkeHua WwenkHUTe nognmcaHHoe
BJIOXKEHME MPaBON KHOMKOW MbILIN U B KOHTEKCTHOM MEHHO Bblibepute Yaanntb Noanuch.

e YTobbI Y4annTb 3NEKTPOHHYH NOANUCL TEKCTA NMCbMa (I'IpI/I YCNOBUN, UTO TEKCT I'IOAI'II/IcaH),
I.I.l,éJ'IKHI/ITe I'Ip&BOI?I KHOMKOM MbILIN Ha MaHenn TeKCTa U B KOHTEKCTHOM MEHHO Bbl6epI/ITe Y,qanmb
noanncb C TeKCta NnuCbMa.
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PaboTa ¢ 3/1eKTPOHHOW NOAMNMCHIO
Gannos

[loanuncaHve ganna

Mporpamma ViPNet lenoBas nouta no3BosiseT NOANNCATb 31EKTPOHHOW NOANNCHIO daiin, He
ABNAIOLMINCA BAOXKEHMEM NucbMa. K noanucaHHoMy dainy fgobasnsetca pacumpermve .v7s. Hanpumep,
dalin Document . txt NoCie nognuncaHusa byaet 3ameHéH GaloM Document . txt.v7s.

MoanvcaHHbIV dalin ¢ paclUlMpPeHNEM .v7s HEBO3MOXHO NPOCMOTPETb WK OTpesakTupoBaThb. [Mpu
NonbITKe OTKPbITb Takoin ain byaeT BbINOHEHa NPOBEPKA 31eKTPOHHOW nognucy (cMm. Mposepka
3/1eKTPOHHOM noanucy danna). Ytobel Hbl1a BOIMOXHOCTb NPOCMaTPUBaTh NOANUCaHHbIE Gaibl,
HY>XHO OTKPEMUTb WX 31eKTPOHHbIE nognucy (cm. OTKpenieHre 1 NpukpenaeHve nognucy darna). Ecam
dalin c NPUKPENNEHHOW UAN OTKPENNEHHOM 3NEKTPOHHOW NOAMMCBHIO KakKMM-1Mb60 06pa3oM M3MEHUTD,
3/1eKTPOHHas NOAMUCH CTaHET HeAENCTBUTEbHON.

YTobbI noanuncaTb 3]]eKTpOHHOIz noanncbro OA4NH NN HECKONBKO cpa|7u10|3, He ABNALWNXCA BJOXKXEHNAMN
nmncem:

1 B okHe nporpammsl ViPNet [lenosas nouta B MeHto ®Paiin > Mognuck dpaiinos BbibepuTe:

o Moanucatb ¢ain TekywmMm cepTudurKaTom, YTobbl MCNONb30BaTb AN MOAMUCU TEKYLLUIA
cepTMdMKaT 31EKTPOHHON NoANUCH.

o Mopnucatb paiin apyrum ceptndrKaTom, YTOObI MCMO/b30BATL ANA NOANUCK cepTudUKaT
3NeKTPOHHOV MOAMWCY U3 BHELLHETO KOHTEMHEpPa KAtOYeN.

2 Ecnv BbibpaHa NOAMNWCH BHELUHUM CEPTUPMKATOM, BbIMOIHWUTE AENCTBUS, ONVCaHHbIe B pa3jene
MognuncaHune Apyrum cepTudukaTom.

3 OTKpOETCFI OKHO OTKprTb. B 3TOM OkHe YKaxute oANH Ui HECKOJIbKO q)aﬁnos, KOTOpPbIE Tpe6yeTca
noanncaTb BJ'IeKTpOHHOl‘/‘I noanncbro, U HAXXMUTE OTKprTb.

4 Ecav ana noAanvcy BelbpaH BHELLUHUA CepTUPUKAT, XPaHALLMINCA B KOHTENHepe Ha ANCKe, B OKHe
ViPNet CSP - naponb goctyna Kk KOHTeHepy Katoua BBeAWTE Naposib (OKHO He NOosBUTCS, eCan
paHee Bbl COXpaHWAW Napob).

®annbl 6yAyT NoAnMcaHbl BbIBpaHHbIM CepTUdUKATOM.

MpumeyaHne. OAnH 1 TOT e dailn MOXHO NOANUCATb HECKOJIBKO pa3 pasHbIMU
cepTdurKaTamMm 31eKTPOHHON NOANUCH.

Ecam nognucate daiin, yxxe UMeroLwmnin OTKPENIEHHYH 3NEKTPOHHYHO NOAMUCH
(cm. OTkpenneHve v NpukpenaeHne nognucu ¢aiina), Hoas noanuce byaert
npukpenieHa K daiiny, a oTKpennéHHas Noanucb He U3MEHUTCS.
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OTKpenneHne 1 npurkpenaeHme noanncy eamnia

Mpw nognucanumn Gaiina ofHOW AN HECKOJILKMMM 31EKTPOHHBIMM NOANUCAMMN CO3aaétcs dan *.v7s,
COoZep>KalLnin NCXOAHBIA Gain 1 3NeKTPOHHbIE NOAMUCU.

Yto6bl OTKpenuTb nognucy danna:

1 B okHe nporpammbl ViPNet [lenoBas nouta Boibepute ®ain > MNoanuck dannos > OTcoegnHNTD
nognucek daiina.

2 B okHe OTKpbITb YKaXXUTe OAUH WK HECKOIbKO PaliioB C paclUMpPeHNEM .v7s, OT KOTOPbIX
TpebyeTcs OTKPENUTb 3NEKTPOHHbIE MOAMMUCY, U HaXkMUTe OTKPbITb.

DNeKTPOHHble Nognucy byayT oTkpeneHsl oT dparnos. Painbl NPUMYT CBOW NEPBOHaYaNbHbIN BUS, a
OTKpennéHHble nognuncy dyayT coxpaHeHbl B dalinax ¢ paclUMpeHneM .p7s.

Hanpumep, ecan oTkpenuTb 31eKTPOHHYHO NOAMUCL OT dalina Document . txt.v7s, B pe3ybTaTe
nOﬂyHMTCﬂpBa(baﬁﬂaiDocument.txtb4Document.txt.p7s

MpumeyvaHue. Ecav dpaiin MmeeT OAHOBPEMEHHO MPUKPENIEHHYO U OTKPENIEHHYHO
3NeKTPOHHbIE MNOANNCY, MPUKPENNEHHas NoANUCh byaeT coxpaHeHa B dain * .p7s,
3aMeHMB cyLLlecTBYyOWMIA darin OTKPenIEHHOW NOAMUCH.

UT06bI NPUKPENUTL OTKPEMAEHHYHO 3IEKTPOHHYIO MOAMUCH:

1 B okHe nporpammbl ViPNet lenoBas nouta Beibepute ®ann > Moanuck dainos > MpucoegnHutb
noanuce danna.

2 B okHe OTKpbITb YKaxuTe OAMH AN HECKOJIbKO GaliNoB, KOTOPbLIE NMEHT OTKPENIEHHbIE MOAMUCY, 1
HaxxmuTe OTKpbITb. Hanpumep, ecaun daiin Document . txt UMEET OTKPEMNEHHYH 3/1EKTPOHHYH
NoAMNMCb Document . txt .p7s, A1 NPUKPENIEHUS NMOAMNCU HYXHO yKa3aTb $alii Document . txt.

K BbibpaHHbIM darinam 6yayT NpUKpenieHsl 31eKTPOHHbIE MOAMNCY, B pe3y/bTaTe 3Tu daliabl 6yayT
3aMeHeHbl dainamm * . v7s.

MpumeyaHwue. Ecav daiin MMeeT OAHOBPEMEHHO MPUKPENNEHHYIO N OTKPEMNEHHYHO
3NEKTPOHHbIE MOAMWUCY, TO MPUKPENIEHNE OTKPENNEHHON NoANncK ByAeT BOZMOXHO
TONbKO MOCAE YAaNeHNUs NPUKPENNEHHON NOANUCH.

[1poBEpKa 31EKTPOHHOW NOANUCK Galna

1 B okHe nporpammbl ViPNet lenosas nouta Beibepute ®@ann > Moanuck dpannos > NMpoBeputb
nognuce danna.

2 B okHe OTKpbITb BbibepunTe OANH MAN HECKOIbKO GalioB C MPUKPENAEHHOW NN OTKPENIEHHOM
3/IeKTPOHHOW NOoANKUCBIO (HanpuMep, Gas Document . txt.v7s WIN Document . txt, HO He Qaln

Document.txt.p7s).
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3 Haxmute OTKpbITb. OTKpOEeTCs OKHO MNMpoBepKa 3N1eKTPOHHOW NOAMNMUCH.

Mpoeepka 3nekTpoHHOR NoANKCK

PESyNETAT NPOBEPKHM:

9! j Ha momeHT MpoBEpKK DﬁHapY’PKEHbI HED,EI:iCl'EIMTEHbeIE CEDTMdJMKaTbI.

EX5

=SR] daiin "10 select archive.bmp”
4% Moamice "Client 010017
._é Dain "NokymeHT 2, tet”

L Moanmes "Client 01 001"
\ﬁ Mogrmce “AaHuna KypodkaH™

MoapobHo

MoAnMcs ASACTBHTENEHE
Pasmep: 495 KB
MyTe: C:{Temp!10 select archive.bmp

[ CoXpaH1TE... ] [ Meyats ] [

3aKpLIT ]

PucyHok 20. lNposepka nodnuceli Heckoabkux ¢palinos

B okHe I'IpOBepKa BHEKTPOHHOI\;I noanucu nepeyvymcieHbl Bce BbI6paHHbIe ¢a|7mb| N NX SNEKTPOHHbIE
noanncu. ,ﬂ'elzCTBMTeﬂbele noanncm nomMedeHsnbl 3€N1EHbIM 3HaUYKOM, HeAeﬁCTBI/ITeﬂbeIe — KpacCHbIM

3Ha4YKOM.

Mpumeyanwue. Ecan daiin MMeeT 0gHOBPEMEHHO NMPUKPENIEHHYO U OTKPEMNEHHYHO
. 3/1EeKTPOHHbIE NMOAMWCK, OTKPENIEHHas NOAMUCL He oTobpaxaeTcs B okHe MpoBepka

BlleKTpOHHOﬁ nognucu.

B okHe MpoBepka 31eKTPOHHOM Nognucu:

Moapo6Ho.

UYtobbl NPOCMOTPETL CBEAEHMS O Qaitie NAN 3NEKTPOHHOW NOANUCY, BbibepuTe 3TOT Gaita nam
noAnucek Ha naHenu PesynbTaTt npoBepku. IHpopmaLums o daiine byaet oTobpaxeHa Ha NaHenu

UYTt06bI MPOCMOTPETL CepTUUKAT, KOTOPLIM NognucaH daiin, Boibepute Ha NnaHenn PesynbTtat

NPOBEPKM 3/7IEKTPOHHYIO MOANUCE U HaxkxMuTe MpocmoTp cepTudmKara.
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YaaneHme 3nekTpoHHOM noanmcK dpanna

YT06bI YAaNNTb 31EKTPOHHYHO NOAMNUCH palina:

1 B okHe nporpammbl ViPNet lenoBas nouta Beibepute ®ann > Moanuck dainnos > Yaanutb
nognucek daiina.

2 B okHe OTKpbITb BbibepUTE OANH MAN HECKOJIBKO GalioB C MPUKPENAEHHON MAN OTKPENIEHHOM
3NEeKTPOHHOM NOANUCBIO (HanpuMep, dain Document . txt.v7s WIW Document . txt, HO He dalin

Document.txt.p7s).

3 HaxmuTte OTKpbITb. DNEKTPOHHbIE MOANNCK BblOpaHHbIX Garinos ByayT yaaneHbl.

MpumeuaHue. Eciv dainn nMeet 04HOBPEMEHHO MPUKPENAEHHYHO Y OTKPEMIEHHYHO
3NEKTPOHHbIE NoAgnuncK, ByaeT yaaneHa TOAbKO NPUKPEnIEHHas MNOAMUCH.
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LLndpoBaHme 1 paclindpoBaHme
MCeM

Mo ymonuaHuto B nporpamme ViPNet lenoBasi noyta HacCTpOeHO aBToMaTMyeckoe LWndpoBaHUE NUCEM U
BJIOXKEHWI NpW OTNpaBke. DT HAaCTPOMKM MOXHO M3MeHUTb (cM. HacTpolika napameTpoB paboTsl ¢

nMcbMamm).

Yto6bl 3awmdpoBaTth Nan paclindpoBaTb OAHO MAN HECKOABKO MUCEM:

1 B okHe nporpammsbl ViPNet JlenoBas nouta (cMm. VIHTepdelic nporpamMmbl) Ha NaHeau nucem
BbIOepuTe OAHO WM HECKOJIbKO MUCEM, KOTOpble TpebyeTcs 3awmndpoBaTb UM paclumdpoBaTb.

2 Ytobbl 3almMPpoBaTh BbibpaHHbIE MUCbMAa, BbINOAHUTE OAHO U3 AENCTBUIA:

o Haxwmwute WndpoBate ¥ Ha naHesn UHCTPYMEHTOB.

¢} U.Lé/'lKHI/ITe Bbl6paHHbIe NMNCbMa npa30|7| KHOMKOM MbILIN N B KOHTEKCTHOM MEHIO Bbl6epI/ITe

3awmndpoBsarb.
BbibpaHHble NrcbMa ByayT 3aliMdpoBaHbl BMECTE C BAOXKEHUAMM.

3 Yrobbl pacwmndposaTh BoIbpaHHbIE NMCbMA, BbIMOJHUTE OAHO U3 AENCTBUIA:

o Haxwmwute Pacwumdposatb ¥ Ha naHeAn MHCTPYMEHTOB.

¢} U.LéﬂKHI/ITe Bbl6paHHbIe NMNCbMa npa30|7| KHOMKOM MbILIN U B KOHTEKCTHOM MEHIO Bbl6epI/ITe

Pacwundposarb.
BbibpaHHble McbMa ByayT pacluMppoBaHbl BMECTE C BAOXKEHUAMM.
YTtobbl 3aumdpoBaTh MM paclumppoBaTh MMCbMO, OTKPLITOE B OKHE CO34aHnsa U MPOCMOTpa Nucem
(cMm. OKHO co3zaHunsa 1 NPOCMOTPa NUCeM):

1 Cospaiite HoBOe NucbMo (cM. Co3zaHre Nncbma) IMH6O OTKPONTE HEOTNPABAEHHOE MUCHMO B

OTAENBHOM OKHE.

2 Yrtobbl 3awmdpoBaTth nan pacwmndposaTtb NMCbMO, HaxmuTe ndposarte ¥ Ha naHenn

WNHCTPYMEHTOB.

L

Eciv nucemo 3awwmdposaHo, kHorka Lndposatk BbIrsguT Tak: Hngposats |

L

Ecam nucemo He 3awmdposaHo, kHomnka WngposaTtb BbIrAAMT Tak: Wngposate
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[TooCcMOTP CepTUdMKaTOB

MNpumeuaHue. OnuncaHHble B AJaHHOM pa3zesne BO3MOXHOCTU AOCTYrMHbI, €C/U Bbl pacroaraete
LeACTBUTE/IbHBIM CEPTUDUKATOM 31EKTPOHHOK nognuck. ns noaydeHus ceptudukata
06paTnTech K aAMUHUCTPATOPY Ballero yA0CTOBEPAIOLLErO LiEHTpa.

MpocmMoTp cepTndrKaTa MOXET MOHAZOOUTLCA AN NOAYyYEHNA HPOPMaLMK O ero HazHaueHu,

n3gatene, coctaBe nojen, NpuUnHe HeaenCTBUTENBHOCTY cepTudumKaTa 1 Tak ganee. MogpobHas

nHdopmauma o cepTudukatax cogepmTca B pasgene Obme ceeseHns 0 cepTudukaTtax Kitouen
NPOBEPKM 3NEKTPOHHOI NOANUCH.

B nporpamme ViPNet [lenoBas nouta MOXHO NpocMaTpmBaThb:

e Tekyl Wi cepTudmKaT nonb3oBatens (cMm. NpocmoTp Tekyllero ceptudurkata nosb3oBaTens);

NNYHblE cepTUdMKaATbI MOb30BaTeNs (CM. [TPOCMOTP IMUHBIX CePTUdMKATOB NMOb30BaTeN);

JOBEPEHHbIE KOPHEBbIe cepTUdMKaThl (CM. [TPOCMOTpP AOBEPEHHBIX KOPHEBBIX CEPTUDLKATOB);

e V3jaHHble cepTuduKaThl (CM. [POCMOTP M3ZaHHbIX CepTUhMKATOB).

OcHoBHast uHpopMaLms o BbibpaHHOM cepTudmKaTe oTobpaxkaeTcs B okHe CepTndukaT Ha BKagke
O6bwwe:

e Ha3HaueHune CepTI/ICI)I/IKaTa nan (Aﬂﬂ HeAEIZCTBMTeﬂbeIX CepTI/Iq)I/IKaTOB) npuynHa
HEAEVICTBMTEHbHOCTM cepTMq)leaTa;

e VIMS BajesbLia Ko4a NpoBepPKU 31EKTPOHHOW MOAMUCH, KOTOPOMY BbiZjaH cepTuduKaT;
e VIMs n3gatens ceptudmkaTa;
e CPOK ZeNcTBus cepTudukara;

e (CpoOK AeﬁCTBMﬂ KJIKO4a BJ'IEKTpOHHOI7I noanncun, COOTBETCTBYyHOLLEro AaHHOMY CepTI/Iq)I/IKaTy (Tonbko
Aand CepTVIq)VIKaTOB HOﬂbBOBaTEHEVI)}

. VIHq)OpMaLI,I/IFI O NOJINTUKaX NMPUMEHEHNA cepTqulKaTa, 0T06pa>Kae|v|aﬂ NMpun Ha>XaTnn KHOMKKU
3asaBieHue mn3pgarens.

MpumeyaHue. B ceptndmkate nonb3osatens cetn ViPNet kHonka 3asBaeHve nsgatens

JOCTYMHa TOIbKO B TOM C/lyyae, eC/in NOAUTUKN NPYMeHeHNs HbIan MPUCBOEHBI
cepTudukaty npu ero nsgaHum B nporpamme ViPNet YaocToBepsatowmii n knroueson
LEeHTp.
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CepTudmkar @

Ofwme |Cocras | MyTs r_epmd)unauum|

CeeneHnn o cepTudmKaTte

3IToT ceprwdmKkar:

*» SaWMWaET cooblueHa BHEKTDDHHDﬁ noYTel

Komy BeigaH: CBATHH Anexcell TeoHMaoBMY

Kem BoigaH: AnMUHUCTPaTOP ceTk 10773

HAeitcteurenen ¢ 11.05.2017 mo 11.05.2032

EcTh 1nitoy 3NeKTPOHHOM NOAMMCH, COOTEETCTEYIOWMA 3TOMY
CEPTHDMKATY.

Cpok OSHCTBHA KNH0Ya SNEKT POHHON NoANMCHE:

€11.05.2017 no 11.05.2018

YCTEHOBHTE CEPTUAMKAT. .. ]

PucyHok 21. lMpocmomp ocHosHol uHgdopmayuu o cepmugpukame

[TpoCMOTP Tekyllero ceptdmkaTa Noab30BaTeNd

Ans npocmoTpa TekyLiero ceptudurkaTta nosb3osatens Boibepute HacTpolika napameTtpos
6e3onacHOCTU > DieKTPOHHasA nognucb > MoapobHee.

[1DOCMOTP IMYHBIX CEPTUDKMKATOB MOJIb30BATENA

[ns npocMoTpa AnYHbIX cCepTUPMKATOB NOJb30BaTeNs:
1 Bbibepute Hactpolika napameTpoB 6e30nacHOCTM > DieKTpPOHHasA nognuce > Ceptudukar.

Otkpoetca okHo MeHepykep cepTudukatos c MHHOpMaLMen 060 BCeX IMUHBIX CepTUdMKaTax
noJsib3oBaTess, a Takke 0 cepTndurKaTax, yCTaHOB/IEHHbIX B XpaHWaVLLEe ONepaLMiOHHON CUCTEMBI.
Bce aaHHble cepTudurKaTbl BBEAEHbI B EeACTBME.

Mpumeuanune. Ceptrdukartsl, yCTaHOBEHHbIE B XPaHWIULLE OnepaLMOHHON CUCTEMBI,
oTobpaxatoTca B TOM Cyyae, eCin Ha Bkaagke AAMUHUCTpaTOp okHa HacTpolika

napametpoB 6e3onacHOCTM ycTaHOBAEH paaxkok PaspelunTb ncnosb3oBaHme
ceptndukaTtoB us xpaHuamuia OC (cm. lonosHnTeNbHbIE HACTPOWKM NapaMeTpoB
B6e3omnacHocTu).
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1 Yto6bl OTKpbITE Hoslee NOAPO6HY NHPOPMaLUIO O cepTUdUKaTe BbIbepUTE HYXKHbIN cepTudmKaT 1
HaxxmumTe CBOMCTBA WM ABaXKAbl WENKHUTE 3TOT cepTudukat

Otkpoetcs okHo CepTudukar c nHdopmaLmern o BIBpaHHOM NNUYHOM cepTudmKarTe.

[1pOCMOTP AOBEPEHHBIX KOPHEBbLIX CEPTUGMKATOB

1 Bbibepute HacTpoiika napametpoB 6e30nacHOCT > INeKTpPoHHas nognucb > Ceptudukar.
2 B okHe MeHepykep cepTudurkaToB OTKpOITe BKIaaKy JloBepeHHble KOPHEBbIe cepTUdMKaThI.

3 Y106kl OTKPbLITE HoNee NogPOBHYO MHPOPMaLIMIO O cepTudMKaTe BbIGEPUTE HYXKHbIN cepTudmKaT u
HaxxmunTe CBOWCTBA WM ABaXAbl WENKHUTE 3TOT cepTudukat

OtkpoeTtcs okHo CepTudukar ¢ MHbopmaLmen o BbiIbpaHHOM KOpPHEBOM cepTudmKaTe.

[1pOCMOTP M3AaHHbIX CEPTUDUKATOB

[ns npocmoTpa cepTndmkaTos, KOTopble N3gaHbl B nporpamme ViPNet YaocToBepsatowmii 1 K1ro4eBou
LLleHTP MO 3anpocam NnoJib3oBaTtesiei Uan No Hnumatnee agMmuHucTpatopa YKL, Ho elwé He BBeAeHbI B

AencTeme:

1 Bbibepute Hactpolika napameTpoB 6e3onacHOCTU > INEKTPOHHasA NoAnuck > M3paHHble
cepTuduKaTbl.

Otkpoetcs okHO MeHeaxxep cepTudukaToB ¢ MHGopMaLmer 06 n3gaHHbIx cepTudmKaTax.

2 Ytobbl OTKPbITE HONEE NOAPOOHYO MHPOPMaLMIO O cepTudMKaTe BbIOEPUTE HYXKHbIN cepTudmKaT u
HaxxmMunTe CBOWCTBA WM ABaXAbl WENKHUTE 3TOT cepTudukat

OtkpoeTtcsa okHo CepTudukar c MHbopMaLmen 0 BbiIbpaHHOM M3AaHHOM cepTudukare.

[1pOCMOTP LEenoYkM cepTUdUKaLM

1 BbizoBuTe okHO CepTrduKaT 415 TOro cepTudmrKaTa, Lenoyky ceptudukaLm KoToporo

HeobXx0AMMO NMPOCMOTPETb.
2 Ortkpovite Bknaaky MyTb ceptudumkaumnm.

Ha Heln oTobpaxatoTcs cepTudumKaThl, 0bpasytoLime nepapxmto usgarenen Toro ceptudukara, Ans
KOTOpOro Bbi3BaHO okHO CepTudukar, a Takxe nHoopmaums ob mx cratyce.

3 Y706bI OTKPLITH 6ONEE NOAPOGHYHO MHbOPMaLMIO O cepTUdMKaTe OFHOTO U3 U3aaTenel BbibepuTe
HY>XXHbIN cepTudmKaT 1 HaxxmuTe MpocMoTp cepTUdUKaTa UM ABaXAbI LENKHUTE 3TOT cepTUdHmKaT.

OtkpoeTtcs okHo CepTudukar c MHbopMaLmein o BbibpaHHOM cepTudukare.
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[lpoCMOTP nosien cepTndmkaTta v neyatb
ceptnomkaTta

1 BbizoBuTe okHO CepTudukar aas Toro ceptTudukaTa, CoCtaB Nosien KOTOPOro HeoHbXoANMO
NPOCMOTpPETb.

2 Orkpovite Bknagky Cocras.
Mo ymonyaHuio Ha AaHHON BKAaAKe OTobpaXaeTca nepeyeHb BCex nosel ceptudmkara.

3 [Ans orpaHnYeHms KOAMYeCTBa NPOCMaTPUBaEMbIX NMOJEN BbIBepUTE HYXXHYHO FpYynny Nnojen B Cnucke
Moka3atb:

o Tonbko nons V1 — Bce Nons, KPOMe paclUMpPeHuni;

o TosbKO paclumpeHus — AONOJHUTENbHbIE NOAA cepTudrKaTta, COOTBETCTBYHOLLErO CTaHAAPTY
X.509 Bepcum 3;

MpumeyaHue. Paclumperne Cpok AelcTBMA 3aKpbITOro Kjrua He oTobpaxkaercs B
cnyyanx:

e Cpok feincTBus cepTudurKaTa He npesbillaeT 15 MecALEeB, U AN XPaHEHUA Ktoya
3N1EKTPOHHOW nognucy ncnosblyetca dain Ha KoMMbtoTepe, MMH0 BHeLHee
YCTPONCTBO 6€3 annapaTHON NOAAEPXKKM POCCUNCKMX KpUNTOrpaduyeckmnx

aJifTOPUTMOB.
L]

Cpok genctBusa ceptudukaTa He npesbillaeT 36 MecALEB, U A1 XPaHeHUs Kitoua
3/1eKTPOHHOM MOAMMCK NCMOAb3yeTCa Palin Ha KoMMbtoTepe, B0 BHeLLHee
YCTPOMCTBO 6€3 annapaTHON NOAAEPXKU POCCUNCKMX KPUMTOrpaduyueckmnx
anropuTMOB.

Cpok AieiiCcTBMA 3aKPbITOro K/toYa B AaHHbIX C/lyYasax paBeH CPOKY AeicTBumS
ceptndukara.

o Tonbko Kputnyeckune paclimpeHnsa — TONbKO Te paClUnpeHns, KOTopble NMpr3HaHbl n3jgatesemMm
KpUutnyecknmMmu,;

o TonbKo cBOlCTBA — napamMeTpbl, KOTOPbIE€ HE ABJIAOTCA NOAAMMU CepTI/Iq)I/IKaTa, HO

npuceamnaatoTca cepTndurkaTty Npu XpaHeHNN ero B CUCTEMHOM XPaHWNLLE UCMONb3yeMOM
pabouein cTaHumu.

4 BbibepuTte B TabanLe Hy>XHOe MoJe, NOC/Ae Yero B HUXKHEN 4YacTh OKHa O3HAaKOMbTECh C
COZeP>KMMbIM 3TOrO MonA.

[Ans otnpaBkm cepTudmrKaTta Ha NPUHTEP, NCMOb3YEMBbIN MO YMOAUaHMIO Ha TekyLlen paboueit cTaHLmK,
HaxmuTe lNMeuatb.
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YrpaBieHme ceptrndmkaTamm

Bo3moxHoct nporpammebl ViPNet [lenoBas nouta no ynpaeieHuto ceptudrkataMmm ¢ NOMOLLbI OKHa

Hactpoiika napameTpoB 6e30nacHOCTU NpeacTaBieHbl B Tabauue.

q)yHKLI,I/IOHa!'IbHaH BO3MOXXHOCTb

YctaHoBKa cepTndunkaToB B XpaHuauile. BoamoxHa
HacTpoWka napaMeTpoB aBTOMAaTUYECKOM YCTaHOBKM
cepTMduUKaTOB B XpaHWIMLLIE, a TakxKe YyCTaHOBKa
cepTMduUKaToB B XpaHUIMLLE BPYYHYHO.

CmeHa Tekylero ceptudmkara. MoxHo BbibpaTb
Apyrov ceptudukart (M3 uncna AencTBUTEbHbIX
JINYHBIX CepTNPMKATOB MOb30BATENA) B KAYecTBe
TekyLero.

O6HOoBNEHMNE K/tOYa NEKTPOHHON NOANUCU U
cepTuomkaTta. MOXHO HaCTPOUTL NapameTpbl
aBTOMaTMYeCKOro OnoBeLLEeHNs 06 NcTeueHnn cpoka
JEeNCcTBMS TekyLero cepTudukarta u
COOTBETCTBYHOLLEIO €My KJHOYa 3/1eKTPOHHOM
MOAMUCK, a TakXke, MPU HEOBXOAMMOCTY,
chopmmpoBaTb 3anpoc Ha OBHOBNEHME 3TOTO
ceptdUKaTa 1 KIroYa 3/1eKTPOHHON MOAMUCH.

BBog ceptudukarta B genictBue. Ecam Tpebyetca
ncnosab3oBaTtb cepTdUKaT, NepesaHHbIii Ha AaHHbIV

Ccbinka

YcTtaHoBKa B XpaHunauwe aBToOMaTn4yeckn

YcTaHOBKa B XpaHWUANLLE BPYUHYHO

CmeHa TekyLero ceptudukara

Hactporika onoBelyeHnsa 06 ncreveHmm
Cpoka AeNCTBMA KAtoYa 3NEKTPOHHOM
noanNnucK n ceptndukara

Mpoueaypa 06HOBAEHMS KrOYa
31EeKTPOHHON MOAMUCK U cepTdMKaTa

BBog B AeliCcTBME aBTOMATUYECKHN

BBog B ZelicTBME BPYUHYHO

CeTeBol y3en, HeO6XOAI/IMO BBECTU 3TOT CepTI/Iq)VIKaT B

Aencrere. MoXHO HacTpouTb MapameTpsl
aBTOMaTMYeCKOoro BBOAA CEPTUPMKATOB B JeNcTBME
WAV BbINOJHUTbL BBOJ B JENCTBME BPYUHY!HO.

MpocmoTp 1 yaaneHue 3anpocoB Ha cepTuduKaThbl.
MO>HO MPOCMOTPETb COCTOAHME 3aMPOCOB Ha
cepTndukaTbl, COOPMUPOBaAHHBIX TEKYLLUM
nosb3oBaTeneM, a Takxke yaaanTb HeHYXHble
3anpocsl.

kcnopT cepTudmkaTa. B 3aBrcuMocTy ot Lienei
ncnosnb3oBaHua ceptudumkara 3a npegenamu MO
ViPNet, ceptndurkat MOXeT BbITb 3KCMOPTUPOBAH B
darnbl pasnnyHbix GopMaToB.

MpocmoTp 3anpoca Ha cepTudukat

YnaneHue 3anpoca Ha ceptudukat

JKCropT cepTndukarta
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YCTaHOBKa CEPTMOMKATOB B XPaHWAMLLE
OonepauUyioOHHOW CUCTEMDI

YctaHoBKa cepTMduUKaToB B XpaHUINLLE OMEPALMOHHON CMCTEMbI MO3BOJISET UCMONb30BaTh CEPTUMKATDI
BO BHELUHWX NpuaoxeHusx (takux kak Windows Live Mail, Microsoft Outlook, Microsoft Word n gpyrux).

BHumaHwme! [ns paboTbl C 3aWMLLEHHBIMW AOKYMEHTAMM, MOMUMO cepTudukaTa
A nosib3oBatess, He0HXOAMMO TakXKe YCTaHOBUTL B XPaHWAULLE KOPHEBON cepTudmkaT
(M3zaTens) n CNMCOK aHHY/IMPOBAHHbIX CEPTUPUKATOB.

yCTaHOBKy MO>XHO BbINOJIHNTb aBTOMaTU4YeCKU Nan BPYYHYHO.

g BHumaHme! [ns yctaHoBKkM cepTudukaToB B xpaHuamile Windows Server cnegyet
3anyckatb nporpammy ViPNet JlenoBas nouta oT MMeHW agMUHUCTPaTOpA.

YcTtaHoOBKa B XpaHnanue aBToMaTtnyeckn

YcraHoBKa CepTMq)I/IKaTOB 3anyckaeTca aBTOMaTnyeckn npu CO6/'II-OAeHMI/I caegyrowmnx nyIOBI/IIZI

e cepTuduKaThl (TeKyLWMA cepTUdPMKaT Nosb30BaTENs, KOPHEBOM CepTUdMKAT U CIUCKM
aHHY/NMPOBaHHbIX CepTUHNKATOB) ELLLE He Bbln YCTaHOBEHbI B XPaHUAULLE;

e B OKkHe Hactpolika napameTpoB 6e3onacHocTu Ha Bkazke KpuntonpoBaligep yCTaHOB/EHDI
dnaxku rpynnbl ABTOMaTUYeCKM YCTaHaBAMBaTb B CUCTEMHOE XpaHWaMLLE.

anIMeanMe. B aBTOMaTMyeckom pexmnmMme BbINOJIHAETCA YCTaHOBKa CepTI/Iq)VIKaTOB n
CNNCKOB aHHYIMPOBAHHbIX CepTVIq)VIKaTOB B XpaHuauLLe TeKyLero noab3oBartend.

Ecan HeO6XOAI/IMO obecneunTb aBTOMaTNUYeCKoe OBHOB/IEHNE CMNCKOB
AHHYJINPOBAHHbIX CepTI/I(')VIKaTOB B XpaHuanuie n0KaabHOro KomnbroTepa:

e [lpesBapuTeNbHO BPYUHYHO YCTaHOBUTE B 3TO XpPaHWIMLLE COOTBETCTBYOLMNE

KOpHeBOW cepTndUKaT N CMMCOK aHHYIMPOBaHHbIX CepTUPUKaTOB (CM. YCTaHOBKa B
XPaHWIVLLLE BPYUHYHO).

e Ybeautech, UYTO yCTaHOBAEH KOMMNOHeHT nporpammsbl ViPNet CSP «lMogaep>kka
paboTbl ViPNet CSP uepe3 MS CryptoAPI». MogpobHee cM. gokymeHT «ViPNet CSP.
PykoBoacTBO nosb3oBatena» pasgen «JobaBneHve, yaaneHne n BOCCTaHOB/IEHME
KOMMOHEHTOB NMPOrpaMmbl».

e [lns 3anycka nporpammsbl ViPNet lenoBas noyta UCNosb3yiTe YUETHYHO 3aMunChb,
obnagaroLLyto npaBammn agMUHUCTPaTOPa.

[ns aBTOMaTMYeCKOWN YCTaHOBKW TekyLLlero cepTudukara nosib3oBaTeNs U CMUCKOB aHHYAMPOBAHHbIX
cepTMdmMKaToB (Npu cObOAEHNN MPUBEAEHHDIX Bbllle YCIOBUIA) He TpebyeTcs HUKaKnX JOMOJHUTENbHbIX
AEVCTBUI CO CTOPOHbI MOAb30BaTeNs.
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[ns ycTaHOBKM KOpHEBOro cepTudmrkata HeobxoaMmMo NoATBepPXKAEHME 3TOro AeNCTBMA NOb30BaTeNeM B
OKHe YcTaHOBKa KOpHeBoro ceptugukara. JlaHHoe OKHO NOSABASETCS TOrAa, Korga KOPHEBOM
cepTUdUKaT OTCYTCTBYET B XpaHuauLe ceptudpurkatos Windows. 3T0 MOXET NPOU3ONTU B CAeayHOLLMX
cnyyasnx:

e [lpn nepBmuHOM 3anycke MO ViPNet nocne pa3BépTbiBaHNS CETEBOTO y3/a.

e Ecam coBMecTHO ¢ 06HOBIEHUEM TeKyLLEero ceptudurkKaTta Nosb3oBaTens noayyeH HOBbI KOPHEBOW
cepTudukar.

[ns noaTBEpPXXAEHWA aBTOMATUYECKOM YCTaHOBKM KOPHEBOTO cepTudumkara:
1 Tlpw noaBneHnn okHa YcTaHOBKa KOpHeBOro ceptudukara:
o 4TOObI BbINOAHUTL aBTOMATMUECKYHO YCTaHOBKY cepTudmKaTa, Haxmute OK;

o ec/au aBTOMaTtM4yeckas ycTaHOBKa KOPHEBOro cepTudumkata u apyrux ceptndumkatos He Tpebyetcs,
ycTaHoBUTe daxkok OTKAOUNTL aBTOMaTMUECKYH YCTaHOBKY cepTUdMKaTOB, MOC/Ie Yero
HaxxmunTe OK.

MpumeuaHue. B okHe HacTpoiika napameTpoB 6e30MacHOCTU Ha BkaagKke
KpunTtonpoBaiiaep ¢aaxku rpynnsl ABTOMaTU4eCkn ycTaHaBAMBaTb B CUCTEMHOE
XpaHuauLie 6yayT Taikoke CHATLI.

YeTaHoBKa KOPHEBOTD cepTudukaTa

CMCTEMHOE XPAHMMMLLE. Ecnu 370 HEDﬁXUﬂHNDr NOATEEPAWTE NOAAMHHOCTE

\E) MOTOBMTCA MPOLEAYPS YCTAHOBKW KOpHEBOrD cepTUdMKaTa Bawwero YKL B
cepTudKMKaTa B cneayowen sanpoce OC,

Ecnu yCTaHOBKE CepTUOMKATOB B CMCTEMHEIE XDaHMAMWE He TpebyeTcs, Bol
MOKETE OTKIIOUMTE EE CEIAYAC. VZMEHEHWE HACTPOEK AETOMATMUECKORA
YCTAHOBKH CEPTHEMKATOE AOCTYNHO M3 HacTpoek Cepsrca BesonacHocTH

OTKMKOUYMTE SETOMATUUECKYHO YCTAHOBKY CEPTHDNKATOE

o

PucyHok 22. YcmaHoska KkopHego2o cepmugukama

2 Ecan aBTOMaTnueckas YyCTaHOBKa CepTI/Iq)I/IKaTOB He bblna npepBaHa, B OKHe 3anpoca Ha ,D,O6aBJ'IEHI/Ie
CepTI/IqJVIKaTa B XpaHunaunue npoBepbTe NOA/INMHHOCTD CepTVIq)VIKaTa, nocne 4ero HaxmuTe Ll,a.
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MNpegynpexaenne o BesonacHocTy J

loToBMTCR yeTaHoBKa cepTudimkaTa ot uenTpa cepTudukaumn (UC) 8
l L 3TOM JOMEHE:

HM UBAHOE K.K.

He yaaetca npoeepute, 4To cepTUgUKaT NPUHAANERUT "Un MBAHOB
wu.". OBpatutecs K "4n MEAHOBE W.W." M NOATEERAWTE ErO
nponciokgeHine, CRegyrowme yncna GyoyT NoNeEsHsl 48 JaHHOMo
npougcca:

Otnevarek (shal) : 3BFL3BDG 67D0B191 A2E928C2 1E1BB496 BAOECDOS

Mpegynpexaenne:

Ecan ycraHoBuTe AaHHBIR kopHeBoi cepTudmkar, To Windows
ABTOMATUHECKN ByAET JOBEPATE NHOBOMY CEPTUHMKATY, BblJaHHOMY
LC. Yeranoska ceprudimkata Bes oTNEYETKE MOXKET NPHBECTH K PUCKY
GesonacHocoTy, "[a" yKasblEaET, YTe PUCK NEMHWMAETCA,

YeTaHOBUTE JaHHBIR cepTudmkar?

Aa | Her |

PucyHok 23. lNodmeepxxOeHue noOIUHHOCMU KOpHe8o20 cepmugukama

Cnepyet UMeTb B BUAY, YTO Nay3a nepej aBTOMaTUYeCKO YCTaHOBKOW KOPHEBOTO cepTudukata

MOXeT 3aHMMaTb NPOA4OJ/IKUTE/IbHOE BPEMA B 3aBUCMMOCTU OT I/ICI'IO}1b3yEMOI7I nporpamMmmbl ViPNet:

o B nporpamme ViPNet [lenoBas nouta onpoc napameTpoB BbIMOJAHAETCA Yepe3 5 MUHYT nocne
3anycka v ganee C 2-4acoBbIM UHTepBasioM. MNpun oTkpbITOM OkHe HacTtpoiika napameTpoB
6e3onacHOCTM MHTepBan onpoca cokpataetcs 4o 10-15 MUHyT.

o B nporpamme ViPNet [lenoBas nouta onpoc napameTpoB BbIMOJAHAETCA Yepe3 5 MUHYT nocne
3anycka nporpamMmbl, a 3aTemM ¢ UHTepBanom 60 MUHYT.

KOpHEBOl‘/JI CepTI/Iq)VIKaT YCTaHOBJ/IEH B XpaHuauie CepTVIq)I/IKaTOB TekyLwiero noab3oBaTtena.

YCTaHOBKa B XpaHUAWLLE BPYUHYHO

Ecan M3,ﬂ,aHHHI7I CepTI/Iq)I/IKaT noJsib3oBaTenst He bl YCTaHOBJIEH B XpaHWIULLE aBTOMaTU4eCKN

(CM. YcTaHOBKa B Xpanunauuie aBTOMaTVIHeCKI/I), Bbl MOXeETe YCTaHOBUTb €ro B XpaHuaue n cCoOnocCtaBuTb

C KJIFOUYOM INEKTPOHHOM MOAMNCK BPYUHYHD. TakxKe COBMECTHO C CePTUPMKATOM NOJb30BaTeNs Bbl
MOXeTe YCTaHOBUTb B XpaHWAWLLE ONepaLnoHHON cnucTemsl ceptudurkaT nsgatens n cnmcok
aHHyAMpoBaHHbIX cepTudumkatos (CRL).

[nsa yctaHoBkm cepTudurkaTta noab3osartens, a Takxe ceptuouxara nsgarena n CRL B xpaHuaumie
onepaLyoHHOWN CUCTEMbI:

1 Bbi3oBuTe okHO CepTuduKat 414 Toro ceptmdurkata, KoTopbli HEO6XOAMMO YCTaHOBUTD B
xpaHuauie (cm. [MpocmoTp ceptudmkaTtos).

2 HaxmuTte YcraHoBUTL cepTudukar.
3 Ha cTpaHuue NnpuBeTCTBUA MacTepa ycTaHOBKKU cepTudmkaToB HaxmuTe flanee.
4 Ha ctpaHuue Bbibop xpaHuauila ceptudmkaToB:

o YkaxuTe, B Kakoe xpaHuvLie byaeT ycTaHOBJ/IEH Bal cepTudukar.

ViPNet lenoBas nouta 4. PykoBogcTBO Nonb3oBatens |

87



o Ecnu Ha ceTeBol y3en kpome cepTudrKaTta Nosib30BaTeNS TakXKe NOCTYNUAN cepTudurkaThl

nspatenen n CRL, 4ns nx yCTaHOBKM YCTaHOBUTE COOTBETCTBYHOLLME PIadKKN.

Haxxmute Aanee.

MacTep ycTaHoBkK cepTudukaTos
Boibop xpanunuua ceprudmKaTos

XPaHEHWE CEPTHDMKATOE,

CepTudmKaT DyAeT YCTAHOBNEH B XPaHHIMILE CEPTHMKETOS:
@ Terywero NonNL30EaTENS

KomnbioTepa

YCTEHOBMTE CEPTUdMKATEI M3aaTENSA

¥eraHoeuTe CRL

XPEHUNALLE CEPTUMKSTOE - 3T0 0BNACTH CUCTEMEI, B KOTOPEIX MPOMSE0AWTCA

5

| < Hasaa |[ lanee = ] | QTmeHa | | Cnpaexa

PucyHok 24. Beibop xpaHuauwa cepmugukamos

MpuMeuaHue. CepTudwKaT CreayeT ycTaHaBAMBaTb B XPaHWU/MNLLE TEKYLLEro
nonb3oBaTens Ans Lenel WMdpoBaHus, paclundpoBaHns v nognucaHus daiios, a
TakXke A1 OCTYNa K 3alMLLEHHBIM pecypcam Yepes Beb-6paysep. B xpaHuauiye
KOMMblOTepa CliefyeT ycTaHaBIMBaTh CepTUdUKaThl, KOTOpble ByAyT NCMO/b30BaThCH
cnyxbamu JaHHOTO KOMMbIOTEPa, 1 cepTUdUKaThl 415 ayTeHTUdMKALMK B MporpaMmMe

ViPNet.

CeptudukaT cnesyet ycTaHaBAWBaTb B XPaHUIMLLE KOMMbIOTEPA NPY UCMO/Ib30BaHUN
ViPNet [lenoBas nouta Ha Beb-cepBepe A/ OpraHv3aLmmn JOCTyna K 3aLMWEHHBIM

pecypcam.

Ecnm BO3MOXHOCTb YCTaHOBKU cepTUdMKaTa B XpaHUAMNLLE KOMMbIOTEPA HEAOCTYMHA,
3anycTtuTe nporpammMy ViPNet oT »MeHU agMUHKCTpaTopa.

5 Ha CTpaHuue FoTOBHOCTBb K yCTaHOBKe CepTVIq)I/IKaTaZ

o [poBepbTe NPaBWILHOCTL BbIGPaHHbIX NapaMeTpoB. MNpy HeobXoANMOCTY BEPHUTECH Ha

npeAbIAyLLYyH CTPpaHuLy MacTepa 1 BbibepuTte Apyrve napameTpbl.
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MacTep ycTaHOBKM CepTUdHKATOR

TOTOBHOCTEL K YyCTAHOBKe CepTu@nKara.

MacTep roTos K YCTaHOBKE CepTHdMKAETE B CHCTEMHOE
XPEHUMMLLE.

Bhbink yKasaHb! CNenyIoWWE NapaMeT pii:

Bui6paHo XpaHunuue cepr KaTOB
TEI(‘,I'LU.EI'D nonb30BaTENA

QGI'IGIIHHTEI'II)IIIIIE napaMeT phil

He yCTaHSENMEETE CEPTUEMKETE M3ASTENEA,

. |He yCTEHSBNMBATE CNMCKM OTO3BEHHEIX CEPTURMKATOR.

Bl MokeTE YKazaTbh KDHTEI:I‘1HE|J C 38KPBITEIM KNKOY0M,
WMHHOPMALIAA O KOHTEAHEPE € 3aKPEITEIM KNkoqoM ByaeT

' nobasnera B xpaHunuwe cepTUdMKaToS.

YKazate K.OHTEﬁHEFI C 38KPBITEIM KNHYOM R

< Hasan OTrena Cnpaeka

PucyHok 25. Cepmucpukam 2omos Kk ycmaHoske

o ,D,J'IFI conocrtaBneHua cepTqulKaTa nonb3oBartena C K1H4YoM 3ﬂ€KTpOHHOl‘/‘I nognmncu yctaHoBuTe

bnaxxok YkazaTb KOHTEMHEpP C KNHOUOM 3/1eKTPOHHOM noanucuy.

o Haxwmute Janee.

6 Ecin dnaxok YkasaTb KOHTEMHEpP C KJFOUOM 3/IEKTPOHHOW MOAMNUCKU YCTaHOBJEH U KOHTENHEpP He

HangeH nnbo HegocTyneH, B nosemBlueMcs okHe ViPNet CSP — nHMumnanusauma koHTeliHepa

KJItOUen yKaxnTe pacrnoNoXeHne KOHTeHepa KatoYen:

¢} nanky Ha ANCKe;

o YCTponcTBo (¢ ykasaHuem ero MUH-koaa).

MpumMeyaHue. s NCNOAb30BaHNA KaKOro-A1M60 BHELLHErO YCTPONCTBa HEOBXOAUMO
NOAK/IOUUTL 3TO YCTPOMCTBO W YCTaHOBUTL A1 HErO ApaiiBepsl. MNepeyeHb
NOAJEP>XKNBAEMbIX YCTPOWMCTB XpaHeHWs JaHHbIX U nose3Has MHbopmMaLms ob
MCMOJIb30BaHWM YCTPOWCTB COAEPXKUTCA B pasgene BHelluHve ycTpoiicTBa.

Mocne 3toro Haxmute OK.

7 B okHe noaTBepXaeHUs Haxmute [Ja, utobbl 106aBUTL CepTUdMKaAT B KOHTENHep Katouel, nam Her,
yTO6bI OCTaBUTL CcepTudUKaT B BUAE OTAeNbHOrO danna.

8 Ecm nosasunock okHo ViPNet CSP — naposb KoHTeliHepa katoueld, To B nose Maponb BBEAMTE

napob AOCTyna K KOHTerHepy, nocse yero HaxmuTe OK.

Coset. CoxpaHeHve cepTudukaTa B OAHOM KOHTEHepe C KJHOUOM 3/1EKTPOHHOW
NoANUCY yA06HO, ecin KOHTENHEP MAaHWMPYETCA NMEPEHOCUTb U YCTaHaBAMBaTh Ha

APYroM KOMMbOTepe.
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Mpumeuanue. OkHo ViPNet CSP — naposib KOHTelHepa katovei oTobpaxaeTtcs B

cnyyasx:

.

KOHTeWHep, B KOTOPOM HaxoamnTca cepTudukaT, cPopMMpPOBaH C MOMOLLbHO
nporpammbl ViPNet CSP nan ViPNet Registration Point;

€C/In paHee Npu CoOXpaHeHUN Napons He Bbin ycTaHoBAeH Ppraxok CoxpaHUTb
naposb.

9 Ha ctpaHvLe 3aBeplueHne paboTbl MacTepa ycTaHOBKM cepTudmkata HaxmuTe FoToBso.

CepTudukaT ycTaHOBNEH B BblIOpaHHOE XpaHuauLLe cepTudukaTos. Ecam B npoLiecce ycTaHOBKM

cepTdwmKaTa eMy He Bbll COMOCTaBAEH K/IKOY 3EKTPOHHOW MOAMMWCH, Bbl MOXKETE BPYUYHYHO YCTaHOBUTb

cepTUdMKaT B KOHTEMHEP KAtouen (M. YcTaHoBKa cepTudurKaTta B KOHTEMHEP KtoYen).

CMeHa TekyLLero ceptnomkara

Ecan Yy BacC €CTb HECKOJIbKO AeﬁCTBMTeanbIX JINYHbIX CepTI/Iq)I/IKaTOB, Bbl MOXXETE WUCMONb30BaTh JH060N 13

HMX B KayecTBe TekyLero. TekyLmnin ceptudukat ncnonbsyetcs nporpammoint ViPNet [lenosas noura no

yMOA4aHno Npun nognmcaHnm nncbMa nan 3aLIJI/I¢)pOBaHI/II/I q>a|7ma.

BHumaHue! Eciv npy 06HOBNEHNM cepTUdMKaTa HOBbIV cepTUdMKAT, U34aHHbBIN MO 3anpocy

nosb3oBatens, NepeAaH Ha CEeTEBOW y3e/ B COCTaBE KAHOUEN, /1 ero UCMONb30BaHNs
HeObXOAMMO Ha3HaUWTb 3TOT CepTUOMKAT TEKYLWMM. YTOBbI AenaTb 3TO aBTOMaTMUeCKy,
/A\ BblbepuTe HacTpoiika napameTpoB 6€30MacHOCTM > JNeKTPOHHas Noanuch >

ABTOMaTUUECKMN BBO4AWUTb B ,qel7|CTBMe CepTMd)MKaTbI, Mn3paHHbIe NO 3anpocy nNosib3oBaTtenA.

an 3TOM HOBbIN CepTM¢I/IKaT CTaHeT TeKyLWMM TOJIbKO B TOM C/y4dae, eCamn CTaprI\/’I CepTI/Iq)I/IKaT

HeAeNcTBUTENEH.

Aﬂﬂ Bbl60pa AeﬁCTBMTeﬂbHOFO JINYHOTO CepTI/Iq)I/IKaTa B KayecTBe TeKyLllero:

1

B okHe HaCTPOVIKa napameTpoB 6e3onacHocTn OTKpOIZTe BK/1aAKy 3IleKTp0HHa$I noanncb, nocie

yero HaxxmuTe BbibpaTb.

Ecnn y Bac ectb X015 Bbl OAWH AENCTBUTENbHBIN INYHBIN cepTudMKaT, MOABUTCA OKHO HasHaueHue

ceptudmkaTa TeKyLWUM C nHGopmaLmern 060 BCex NNUHbIX cepTudukaTax, a Takxke o ceptudukartax,

YCTaHOBJIEHHbIX B XpaHuiuwie OI'IepaLl,I/IOHHOVI CNCTEMBDI.

MpumeyaHue. CepTndukaThl, yCTaHOBIEHHbIE B XPaHUIMNLLE ONEPaLMOHHON CUCTEMBI,
oTobpaxatoTcA B TOM Clyyae, eCiv Ha Bkaagke AgMUHMUCTpaTop okHa HacTpoiika
napametpoB 6e3onacHOCTM ycTaHOBAEH paaxkok PaspelunTb ncnonb3oBaHme
ceptndukaTtoB us xpaHuamuia OC (cm. lonosHnTeNbHbIE HACTPOWKM NapaMeTpoB
B6e3omnacHocTu).

Ecnv He HafeH HU OAMH AeVCTBUTENbHBIV IMUHBIA CepTUdMKAT, MOSBUTCA OKHO C COOBLLEHMEM

«Het Ael‘/lICTBI/ITeJ'IbeIX CepTI/lC')I/IKaTOB C ,ﬂ,el;lCTBI/ITeJ'IbeIM KNH4YOoOM 3.IleKTpOHHOI7I noanncm».

ViPNet [lenoBas nouta 4. PyKkoBOACTBO NOAb30BaTENA

| 90



2 B okHe Ha3HaueHue cepTudmKkaTa TeKYLUM BbibepuTe HyXHbI cepTudukat n Haxxmute OK.

MpuMeuaHue. B kauecTBe TeKyLLErO AONYCKAETCA NCMO/b30BaTb CEPTUPMKAT, KOTOPbIN

BBe/EH B AeWcTBMe. 34aHHbIN, HO He BBEAEHHbBIV B AeNCTBUE NNYHBIN cepTudmkaTt
Heobxo4MMO CHavasa BBECTU B AeNcTBUe (CM. BBog cepTudmkaTa B AelicTBUE), @ 3aTEM
Ha3HaUWTb TEKYLLUM.

Mpw ycnewHoM BbIMOJIHEHWUWN OMUCaHHbIX AECTBUIN BbIBpaHHbIN cepTudMKaT Ha3HayaeTca Tekywum. Mpwu
3TOM Ha BKnagke Kntoum B rpynne nekTpoHHasA NogNnUCb MeHAeTcA MHGOpMaLMA O KOHTElHepe
KNHOYeM, C KOTOPbLIM COMOCTaBAeH BbibpaHHbIV cepTudmKaT.

OBHOBNEHME K/IKOYA 3NEKTPOHHOW MOAMMCK U
ceptmdurkara

CepTudukaT K1roUa NPOBEPKM INEKTPOHHOM NOAMUCU U KNHOY SNEKTPOHHOM NOAMUCU UMEIDT
OrpaHWUeHHbIN CPOK AENCTBUS, MO3TOMY MX TPebyeTcs peryaspHo 06HoBAATb. [py 06HOBAEHUN
cepTmdmrKaTa TakxKe OOHOBASETCA KUY 3/1EKTPOHHON NoAnucy.

O6HoBNeHWe TpebyeTcs ecau:

WNcTéx cpok aelictBus ceptndmkata. Cpok AeicTBMA cepTdmKaTa MOXET COCTaBATb 4O 5 NeT.

WcTék cpok AencTBuA Katoua 31eKTPOHHOW NoAnncy. Ecam Karoy aneKTPOHHOM NoANUCKU XpaHUTCS B
¢daline Ha KOMMbIOTEPE NAN Ha BHELLIHEM YCTPOMCTBe 6e3 annapaTtHOM NOAAEP>KKM POCCUMCKIMX
Kpuntorpapuuecknx aaropntMoB, TO ero CPoK AelcTBus coctaBnset 15 Mecaues (ecamn cpok
AencTus ceptudmkaTta npesbilaeT 15 MecsLEB) AN pPaBEH CPOKY AeNCTBUSA cepTudumKaTa (ecam
CPOK AelcTBUSA cepTudmkaTa MeHbLe 15 mecaues).

Ecam kntou anekTpOHHOM NOAMUCU XPaHUTCA Ha BHELLHEM YCTPOMCTBE C annapaTHON NoAAep>KKOW
POCCUIACKUX KpUNTOrpadruueckmx anroputMoB, TO ero CPOoK AencTBmsA cocTaaseT 36 MecsLeB (eCu
CPOK AelcTBUSA cepTUdmKaTa NpeBbILLaeT 36 MecsLLEB) AN PaBEH CPOKY AENCTBUS cepTudmKaTa
(ecnu cpok aencTBUs cepTudmkaTa MeHblle 36 MecaueB).

Tpebyetcs nonyuntb cepTudukaTt, B KOTOPOM BYAYT U3MEHEHDI AaHHble O ero BaajenbLe
(BOMKHOCTb, MoApazaeneHve n Apyrue) i obasneHbl JONOAHUTENbHbIE aTPUBYThI, paclUMpPEeHUs.
Hanpwumep, ans ncnonb3oBaHus ceptudukaTa B CMCTEMaX AOKYMEHTOOH60pPOTa B HEFO MOTYT 6bITb

AO6aBJ16HbI HY>XHbl€ NOJINTUKN NPUMEHEHUA.

O6HOBUTL cepTUdMKAT M KIHOY 31EKTPOHHOWN NOAMNCK Bbl MOXETE He To/Ibko B nporpamme ViPNet
[Jenosas nouta (13 okHa HacTpolika napameTpoB 6€30MacHOCTM), HO U C MOMOLLbHO €€ KOMMOHEeHTa —
nporpammebl ViPNet CSP (cm. gokymeHT «ViPNet CSP. PykoBoACTBO Nonb3oBaTeNs»).
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Tabauya 3. MNocnedosamensHocme delicmeauli npu 06HOBEHUU K/IKOYA 3/1eKMPOHHOU nodnucu u

cepmugbukama

[JeiictBre Ccbuika

O MpoBepbTe HacTpoOWkM OBHOBNAEHWS CEPTUPMKATOB. YcTaHOBKa B XxpaHuauLLe
Mpy HeobXOANMOCTM HaCTPOKTE aBTOMATUYECKYHO aBTOMaTUYeCKM
YCTaHOBKY cepTUdNKATOB B XPaHUAULLE U UX BBOA B A1EViCTBME aBTOMATUYECKM
aBTOMAaTUYECKN BBOJ, B AENCTBUE

O CospaiiTe 3anpoc Ha cepTudumkar. Mpouesypa o6HOBAEHNA KAKOYa
[JoxpanTecs, noka ceptudukat byaet nsgax B YKL, n 3MEKTPOHHOW NOANMCK U cepTMdukaTa
nepezaH Ha Ball y3en

O YctaHoBUTe cepTUdMKAT B KOHTEVHEP K/OYen 1 B YcTaHOBKa B XpaHWAULLE BPYYHYHO
CUCTEMHOE XpaHUAWLLLe, ecin He Hbl10 HAaCTPOEHO
aBTOMaTU4YeCKoe BbIMONHEHWE 3TUX AeNCTBU

O Mpy HEOBXOAUMOCTU CAieNanTe NoNyUEHHbIN CMmeHa Tekylllero ceptudukara
cepTuduKaT TekyLmnm

O Beegute cepTudmkat B ecTBME, €CAN He BbiNo BBog B AelicTBME BPYUHYHO

HaCTPOEHO aBTOMAaTUUYECKOE BbINOJIHEHWE 3TOrO
LeNcTBIMS

CoBert. Mbli pekomMmeHayeM pacnedyatatb CMUCOK N OTMeYaTb B HEM LWary no Mmepe mnx

BbIMOJIHEHUA.

I'IpmmeuaHme. Ecnn ncrék CpoK ,CI,eI;ICTBMFI KNHo4a BHEKTpOHHOIZ noanncuy, HO Npu 3ToM
CepTI/I¢)I/|KaT KNKo4Ya npoBepKkn 3}'IeKTpOHHOVI noanmcum oCTaérca AeﬁCTBMTEHbeIM, MO>XXHO

€o3zaTb 3anpoc Ha 06HOBNEHWE cepTudUKaTa. 3anpoc ByAeT NoANMNCaH KIKOUOM 31EeKTPOHHOM
MOAMMUCK, HO 3/1eKTPOHHAsA NOANUCL ByaeT HeaelcTBUTeNbHOW. OHa ByAeT MCNOAb30BaThCA He

4015 NOATBEPXXAeHUs aBTOPCTBA, a TOJIbKO AN MPOBEPKU LieNOCTHOCTM 3anpoca. B atom cayuae
noTpebyeTcs Balle NOATBEPXKAEHME KOPPEKTHOCTM 3aMpoca COracHO PeriaMeHTy, MPUHATOMY
B YAOCTOBEPSAIOLLEM LIEHTPE.

Ecnm nCTéK CpoK AeWCTBMSA U KNFOYa 3NEKTPOHHOW Noanucy u cepTudukaTa, 3anpoc Ha
06HOBJIEHWE CO34aTb HEBO3MOXHO. HOBbLIN cepTUdMKaT B 3TOM Cllydae MOXET BbiTb U3jaH
TOJILKO MO MHULMATUBE aZMUHUCTpaTopa nporpammsl ViPNet YaocTtoBepstoLwmin u kntoueBo
LeHTp.

B cnyuae oTcyTCTBMS KAKOUA 3NEKTPOHHON MOAMUCU CO3ZaTb 3anpoc Ha cepTMoMKaT TakxKe
HEBO3MOXHO.
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HacTtpounka onoBeleHna 06 ncteyeHnm cpoka A4encTBmns Karoua
3/1eKTPOHHOW MOANUCK 1 cepTudmkaTa

Mo ymonuaHuto nporpamma ViPNet [lenoBas nouta HauMHaeT BblAaBaTb NpeaynpexaeHuns 3a 15 gHer go
NCTeUeHNa cpoka JencTBMA cepTudmKaTta Uam Katova 31eKTPOHHOW NOAMNMUCH.

YTO6bI U3MEHUTL HACTPONKN ONOBELLLEHUS:
1 B okHe HacTpoiika napameTpoB 6e30MnacHOCTM neperanTe Ha BKAaAKY DNeKTPOHHaA NoAMNUCH.

B none Hpopmauma o TekyLem cepTudukate ykasaH Cpok AelcTBuA cepTudumkata u Katoya
3NeKTPOHHOM NoAnmncK.

HacTpoiika napamerpos GesonacHocTv @
MNapons I Konkoui I AAMUHWCTPETOR I KpunTonpoBaiaep
MonesoBaTens | JReKTPOHHA NoANWCE | LWndposatne

WHDOPMELMA 0 TEKYLLEM CEPTMDMKETE:

* KoMy BblgaH: CBATHH Anexcelt NeoHM 0By -
® CraTyc NEeACTEMTENEH
* CpoK ASACTEMA
Ceprudukata: ¢ 19.08,2014 mo 19.06,2019
Knoua 3M: c 19.06.2014 no 19.06.2015
* KemMBbloaH: Kysneuos BukTop MeTposud

® Comuslinnii iomen: 11 CF AR 9F 55 CA 3590 00 00 00 01 15FA 00~
4 UL 3

m

[ MoapofHes ” Brifpats... ][QﬁHOBMTbCEDTMd:MKaT...]

ANrOPMTH XEWHPOBAHNA:

[rocTP 34.11-94 -]

CooblWaTe 00 MCTEYEHWM CPOKOE AEACTEMS | .
o cPovos 4 Coas [ avei

SKYLWEro CEpTHMMKETE M KDY 38
BTOMATMHECKM BE0ANTD B AEACTEME CEPTHDMKATDI,
W3AEHHEIE MO 3aNPOCy NoMs30EaTENA

[ ABTOMaTIMECM BBOANTE B AEACTEME CEPTHdMKATEI,
W3AEHHBIE N2 MHWLKMETHEE 3AMWHWCTPaTOPE YL

’ermd)mn.aTbl ] [3anpocb| Ha CepTMMKaT ] ’HsgaHHble CEpTUHOMKETEI ]

[ QK ] [ OTmMeHa ] [ MpHMEHKTE ] [ Cnpaeka ]

PucyHok 26. [MpocmMomp uHgopmayuu o mekywem cepmugpukame u Hacmpolika napamempos
onoseuwjeHus 06 ucmeyeHuu cpokog Oelicmeus K04a 31ekmpoHHoU nodnucu u cepmugukama

2 YcTaHoBwWTe UK cHUMUTE daaxok Coobuiath 06 NCTeUEHUN CPOKOB AeNCTBUA TEKYLLEro
ceptudukaTa 1 KAtoUa 3a 1 B NoJie CNpaBa BBEAUTE UMCIO AHel He 6osee 30.

Mpoueaypa 06HOBAEHMA KAKOUA 3NEKTPOHHOM MNOAMUCHU U
ceptudukara

3a HeCKoNbKOo AHEVI A0 NCTeyeHna cpoka AeﬁCTBMﬂ cemechKaTa NN KNo4a 3J'IeKTpOHHOI7I noanuncum
BbINOAHUTE Cheayrowime AeVICTBMﬂZ

o Ecan BkatouyeHo onoeeuieHne 06 ncteueHumn CpoOKa AEVICTBMH CepTVICI)VIKaTa M Knro4a BHEKTpOHHOI‘/’I
noanuvcu:

o Korga ao ncrteyeHmns cpoka ocTaércs 3aslaHHOe KoAn4yecTBo aHel, nporpamma ViPNet Jenosas
nouTa BblA4acT COOTBETCTBYHOLLEE COODLLEHME.
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Mpeaynpexaenne Cepenca GesonacHocTy @

CpoK ASACTEMA TEKYIWLEND CEPTHMIKATS SNeKCTPOHHOA
i ® %  noomaom wcrexaet 08.09.2017.

Cpeaw vMetowmxca y Bac cepTMMKETOB eCTe AOCTYMHLIE ANA
WMCNONBI0BaHWA. PEKDNEHD.}I’ETC‘F! BblﬁpaTb 0A4MH U3 HAX 1Nk 3anpociTe
ofHOBNEHME TEKYILErD CEPTMRMKETA,

NeifcTEre
@ BoibpaTe Apyroi cepTUPMKET B KadYecTBe TEKYLLEro
OTNpaBuTE 3aNpoc Ha 0BHOBNEHME cepTudiKkaTa
OTKPLITE HACTPOIAKI 3NEKTPOHHOIN NOAMMCA
HaMOMHMTE CHOBA Yepes | 10 MuHyT

HENoMHWTE MPK CIEAYIOWER aYTEHTUDMKELM

PucyHok 27. lpedynpexdeHue o0 ckopoMm ucmedeHUU cpoka delicmaus cepmughukama u kaoya
3/1eKkmpoHHoU nodnucu

o Ecam uctekaet cpok aenctBus ceptudumkata, B OkHe cooblueHns BoibepuTe OTNpaBmTb 3anpoc
Ha obHoBsieHUue cepTudukata > OK. byget 3anyweH Mactep o6HoBAeHUA cepTudukara.

MpumeyaHne. MOXHO TakXe OTKPbITb OKHO HAaCTPOMKY NapaMeTpoB 371eKTPOHHOWM
MOAMMUCK, OTNOXMTL OTMNPAaBKY 3arnpoca Ha O6HOB/IeHWE cepTudrKaTa nan BbIbpaThb
Apyrow ceptndukat Npu ero Haanumu.

¢} Ecan ncrekaet CpOK ,D,el‘/lICTBVIH KJIKO4a 3]]6KTpOHHOI7I noanncu, B OKHe COO6LLI,€‘HI/IFI Bbl6epI/ITe

OTKpbITb HACTPOWKM 31eKTPOHHOM noanucy > OK. B nosiBuBluemMcs okHe BbibepuTe HacTpoiika

napamMeTpoB 6e30onacHOCTU > JNeKTPOHHasA noagnucb > O6HOBUTL cepTUdUKaT.

o Ecam onoeeuweHne 06 ncreueHumn CpoKa AEVICTBMH CepTI/IqJVIKaTa M KJKo4a 3J'IEKTpOHHOI7I noanunucum
OTK/IKOYEHO:!:

o BoibepuTte Hactpoliika napameTpoB 6e3onacHoOCTM > 3neKTpoHHas nognucb > O6HOBUTL
ceptudukar. byget 3anyweH Mactep o6HoBNeHUs cepTudmkara.

Yto6bl chOpMMpOBaThL M OTNPaABUTL 3aNpPoC Ha OBHOBAEHNE cepTUdMKaTa U KIFOUa INEKTPOHHOM
NoAMnMCK C NMOMOLLbIO MacTepa:

1 Ha nepsoli cTpaHuLe MacTepa obHOBAeHMA cepTudmKaTa HaxxmuTe fanee.
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Macrep obHoBAEHMA cepTudnkaTa @
| -

Bac npusercrByeT Mactep o6HOBNEeHnA
ceptndpmkarta

3TOT MACTEp NoMoraeT oBHOBUTE cepTUdMKET,
BhINYLLEHHBIR YA0CTOBEpAOLYAM UeHTPon (Y1) Bawei
CeTH.

CepTHdUKET, BbIAGHHDIA YAOCTOBEPAMDILMM LIEHTPOM,
ABNASTCH NOATELMHAEHWEM BALIEH NMMUHOCTH 1
COAEPHMT MHopMaLMID, HeoDXoAMMYIO ANA 3EWHTEI
AEHHEIX MW YCTEHOBNEHWA SEWLMILEHHEIX CETEEEIX
MOAKMFHEHMH,

KMtod 3NEKTPOHHOM MOAMNMCOM AENASTCA CEKPETHOM
MONOEMHON NaPL! KIKOYER , CBASEHHEIX C

| cepTudmkaTom, OH MCNoNsSYETCA ANA COSAEHWA
3NEKTPOHHON NOAMACA WKW ANA PacUMhpoEEIBaHAA
AaHHbIX,

| inA npogomkeHta HammATe Khonky “danee”,

Orobpaars Boe CTPaHLL!

QTMeHa

PucyHok 28. Cmapmosasa cmpaHuya macmepa obHoseHusi cepmugukama
Ha ctpaHuue Knrou anekTpoHHOW noanuciu:
2.1 YkaxwuTe Ha3HauyeHue kito4va n ceptudukaTa:
e ec/Au npejnonaraeTca Ux UCMoJb30BaTh TONLKO ANA MOAMNCU — DNEKTPOHHAaA NOANUCH;

o eCin npegnonaraetTca nx NCnoJsibsoBaTtb Kak a4 noAnNnCKU, Tak U AnA LIJI/Iq)pOBaHI/IFI —
3ﬂeKTpOHHafl noanncb un LUMq)pOBaHVIe.

2.2 3apanTte anropntm GOPMUPOBaHMA KItOYa U MapaMeTpbl aaropuTMa B COOTBETCTBUN C
NpvBeAEHHON HUXe TabanLien:

Tabauya 4. Xapakmepucmuku an2opummos

Anroputm u ero onucaHne MapameTtpbl anropvtma [nvHa kntoya npoBepku
3/1eKTPOHHOM noAnucx

FOCT P 34.10 - 2001 MapameTpbl no
YMOAYaHUIO (pekoMeHayeTca)

OID «1.2.643.2.2. 35.1»

FOCT P 34.10-2012/512
/ FOCT P 34.10 - 2001 MapameTpbl nognucu B

Mo
OBbIM CTARAPT OID «12.6432.2. 35.2»

3NeKTPOHHOM NoAMUCK OT
2012 roga ¢ gavHou Knoua  TOCT P 34.10 - 2001 Mapametpbl nognnen C - 512
3NeKTPOHHOM nognucn 256

OID «1.2.643.2.2. 35.3»
eut

Mpumeuanwue. Mapametpel FOCT P 34.10 -
OID «1.2.643.7.1.1.1.1»

2001 ncnonb3yroTcs ANA ABYX aArOPUTMOB:
FOCT P 34.10-2001 1 TOCT P 34.10-
2012/512, nockonbky ctaHgapt FOCT-2001
naeHtTnyeH FOCT-2012 ansa kntouelt 256 6umT.
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AﬂFOpI/ITM n ero onuncaHue I'Iapameprl anaroputma

FOCT P 34.10-2012/1024 FOCT P 34.10 - 2012/1024 Habop

HoBbiii cTaHaapT napameTpos A

3/IEKTPOHHOW MoAMNNCK OT FOCT P 34.10 - 2012/1024 Habop

2012 rosa c gAMHOM kntova  napameTpos B
3NEKTPOHHOM nognucn 512
6ut

OID «1.2.643.7.1.1.1.2»

[nvHa kntoya npoBepkm
3/IEKTPOHHOW MoAnucK

1024

Coser. PEKOMeHAyETCH MCNOoNb30BaTb NapaMeTpbl airoOpuUTMa, npegnaraemMbie no

yMoa4yaHuto. laHHble napaMeTpbl XapakTepuayoTcs HanbosbLLen CKOPOCTbIO
BbIUMCIEHVS U MPOBEPKM 3JIEKTPOHHOW NOANUCH, WNdpPOBaHMs U pacumbpoBaHus.

MacTep o0BHOEAEHMA cepTHdMEaTa

Knrou 3neK TPOHHON NOANMCH
YKAMHTE NAPAMETPE KAKIYS INSKTRPOHHOA NOANHCH,

XS

KpunTonpoeaiaep: |InF0tecs GOST 2012512 Cryptographic Service Provide « |

ANFOPHTM 3NeKTROHHOMA NoagnkeH:  TOCT P 34,10-2012/512

MapaMeTpEl SAFOpHTHE 3 |I'OCT P 34.10 MNapaMeTpEl N0 YMONYaHHHD

i |

ANMHE KNHYa NpoEepkk 30 (BrT): |512

hd |

HazHaqeHHe knroda; |3]'IEKT|JDHHGF| NoANKCE H LIJI‘IdJDDBaHHE

i |

He oTofpanaTe B AanEHERWEN 3Ty CTRSHHLY

| = Hazan |[ Aanee = ] | OTHEHS

PucyHok 29. Belbop anzopumma u e2o napamempos

2.3 Haxmute Janee.

3 Ha ctpaHuLe KoHTeliHep ¢ KNFOUOM 3/1eKTPOHHOM NOAMMUCU YKaXUNTE MECTO XPaHEHMWS KOHTeHepa:

o nanky Ha guncke,

o YCTPOWMCTBO C yKka3zaHueM ero napametpos u MNH-koga.

an/IMe‘-IaHVIe. ,ﬂ,l’lﬂ NCMNO/Ib30BaHMA Kakoro-1m6o BHeLHero yCTpOVICTBa HeO6XO,D|VIMO

MOAKOUNTL 3TO YCTPOMCTBO M YCTaHOBUTL ANA Hero Aparsepsl. [epeveHb
NOAJEPXKUBAEMBbIX YCTPOWCTB XpaHEHUs JaHHbIX U Nosie3Has uHbopmaLms ob

MCMO/b30BaHMMN YCTPONCTB COAEPXKUTCA B pasgene BHellHWe ycTpolicTBa.

Haxxmute Oanee.
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Macrep obHoBAEHMA cepTudnkaTa @
KoHTeliHep C KAH4OoM 31eKT POHHOI NoanncH P
KoY 3NEKTPOHHOM Nognvon ByAeT COXPaHEH B SaUMILEHHOM KOHTEHHEDE., g

MmA KoHTelHepa: | sgn-5561-A950-5906-F461
@ MNanka Ha gucke

) ¥CTpoicTeo
KaTanor:

C:'¥ProgramData\InfoTeCs\24 1500000 user_0002 ey _disk\dom’

OBzop...

l < Hazag J[ Hanee = ] I OTmeHa J

PucyHok 30. YkazaHue Mecma xpaHeHUsi KoHmeuliHepa karo4yeli

4 Ha ctpaHuue Cpok geincteua ceptudukarta 3agante xenaemblin CPoK eNcTBMs OBHOBASEMOrO
cepTudurkaTa yaobHbIM Ans Bac Cnocobom u HaxxmuTe Janee.

MacTep o6HoENEHWUA cepTudinkaTa @
Cpok aedcrena cepruduraTa P
YKEMMTE WENSTENEHEIA CHOK AENCTEMA CEPTDMKATE g
@ MpoAcmAHTENSHOCT: &0 = wecaues
_ OKoHYaHWe: 09,09, 2015 11:27:36

_) Ha4ano u okoHYaHHe: 09.09.2010 11:27:35

09.09,2015 11:2

[[1He oTofipakaTe & AanbHEdEN STY CTREHMLLY

l < Hazaa J[ Hanee = ] I OTMeHa J

PucyHok 31. Yka3zaHue xenaemozo cpoka delicmaus cepmugukama
5 Ha ctpaHvue FOTOBHOCTb K CO3AaHMIO 3anpoca Ha cepTUdukar:

¢} Y6e,c|,|/|Ter B NMPaBWIbHOCTU MapaMeTpPoOB, 3a4aHHbIX Ha Npeablayuinx CTpaHnuax Macrepa. |_|pl/l

HeoHX0AMMOCTU N3MEHEHNS NMapaMETPOB BEPHUTECH Ha HY>XXHYHO CTPaHMLLY C MOMOLLbI KHOMKM
Hasaga.

o Tpwn HeOBXOAMMOCTM NeyaTn MHPOPMaLMK O 3aMpPOCe Ha MPUHTEPE, UCTMOJIb3YEMOM MO
YMONYAHWIO Ha JaHHOM CETEBOM Y3/i€, ybegutech B TOM, UTO yCTaHOB/eH daaxok MevataTb
nHdpopmauuio o 3anpoce. B npoTrBHOM cydae cHUMUTE HIaxOK.

Haxxmute Oanee.

6 Tpw nosBAEHWN 3NEKTPOHHON PyAETKU CIeAynTe yKa3aHWsAM OKHa.
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Iil MpumeyaHwue. B cryyae ecnn B paMkax TEKYLLEN CECCUMUN INEKTPOHHAsA pyaeTka yxe
6bl1a 3anyLLeHa, JaHHOE OKHO He MOSABUTCS.

7 Ha ctpaHuue 3aBeplieHue paboTbl MacTepa obHoBAeHUA cepTudmkaTa Haxxmute FoToBo.

B pe3ynbTaTte 3anpoc Ha obHoBAeHMe cepTudmKaTa byaeT nepesaH B nporpammy ViPNet
YA0CTOBEPSIOWMIA U KNHOYEBOM LLEHTP.

Mpumeuanue. Bpems oxugaHusa otseta ot nporpammbl ViPNet YgoctoBepatowmin n
KNHOUEBOM LIeHTP MOXET 3HaUMTeNbHO BapbUpPOBaTbCsA B 3aBUCUMOCTM OT NapaMeTpoB
HacTpoliku 3Toi nporpammel. Ecan nporpamma ViPNet YaocTtoBepstowmin n knto4eBom
LieHTp HacTpoeHa Ha aBToMaTn4eckyto 06paboTKy 3anpocoB Ha cepTUdUKaTbl, Bpems
OXMJaHWA oTBeTa He npesblllaeT 5 MUHYT. Ecnin obpaboTka 3anpocos B nporpamme
ViPNet YaocToBepAOLWMA U KNHOUYEBON LIeHTP OCYLLeCTBAAETCA BPYUHYLO, Bpems
OXMAaHWA OTBeTa He orpaHunyeHo. NMogpobHee cM. JokymeHT «ViPNet
YaocToBepAtoWmiA U KA0UYeBOW LIeHTP. PyKOBOACTBO aAMUHUCTPaTOpa>.

Ecnu 3anpoc Ha o6HoBAeHMe cepTudumkaTta B nporpamme ViPNet YaocToBepstowmnin n KroUYeBom LIEHTP
OyZeT yAOBNETBOPEH, Ha CETEBON y3€N NOCTYNUT OBHOBAEHHBIN cepTudmkaT. Ecam nsgaHHbI ceptudmkat
6bln BBEAEH B AEMCTBME M HAa3HAUeH TekyLMM aBToMaTuyeckn (cM. BBoz B fecTBMe aBTOMaTUYeCckn), B
okHe MeHegpkep cepTudMKaToB A5 3anpoca, MO KOTOPOMy bbin n3gaH ceptudukart, byaer
oTobpaxaTbCs CTaTyC cepTudMKaT BBEAEH B gencTBue (cM. [TpocmoTp 3anpoca Ha ceptudukar).

=l MeHegwep cepTUdiMkaTos = @
5 8aHHIE CEpTHHKATR | SAMPOCH Ha CepTHMaT | A
Bnagene... CepuiHBF HOMEp  ANTOpHTH CTaTYC Aaraco...
Client 1-3 01 D7 269459 ... [OCT P 34.10-2012 256 oTnpasned 07.04.2021
CEOMCTES ¥ AanMTh SnEMeHTOE: 1
[ OBHOEMTE OKHO ] [ 3aKpEITE ] [ Cnpaeka ]

PucyHok 32. Cmamyc 3anpoca 8 ciy4ae 8goda cepmugbukama 8 delicmaue

Ecnv cepTudukat 6bia noayyeH, HO He BBEAEH B AeNCTBME aBTOMATUYECKM, ANA 3aMpoca, Mo KOTOPOMY
OH 6bls1 M3gaH, byAeT oToBpaxaTbCa CTaTyC YAOBNETBOPEH. BbinosHNTe B JaHHOM Cilyyae BBOZ,
ceptnduKaTa B AeCTBUE BPYUHYLO (CM. BBOZ B ieCTBME BPYUHYHO).

Ecnm 3anpoc Ha obHoBAeHUe cepTudukata B nporpamme ViPNet Ya0cToBepSAOWNIA 1 KNHOUEBOW LLEHTP
6yseT OTKNOHEH, cepTndumKaT He ByaeT n3gaH. 3anpoc Ha cepTudukat byseT NMeTb CTaTyC OTKIOHEH.
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Ob6patutecb kK agMUHUCTPaTopy nporpammbl ViPNet YaoctoBepsatowmin 1 K1H0UYeBON LEHTP ANS
YTOUHEHWsl MPUYMH OTKJIOHEHWS 3anpoca.

BBOA ceptndmkaTta B AeNCTBME

[ns Toro utobbl MCNob30BaTh cepTudMKaT, MONyUYeHHbIN 13 nporpammbl ViPNet Yaoctosepsitowmii u
KJHOUEBOW LLEHTP, HEOBXOAMMO BBECTU 3TOT cepTUdUKaT B gencTeue. [Mpu 3Tom ceptndukart
COMOCTaBAAETCA C 3aKPbITbIM KAKOUOM W1 YCTaHaB/MBAETCS B KOHTEWHep.

BBoj B AencTBME aBTOMATUYECKM

s Toro utobbI BBOZ B AelicTBME cepTndMKATOB, NONyUYeHHbIX 13 nporpammbl ViPNet Ygoctosepstowwmii
W KNHOYEBOW LIEHTP, BbIMOJHANCSA aBTOMaTUYecKy, yoeanTeck B TOM, YTO B OKHe HacTpoiika napameTpos
6e30MacHOCTM Ha BK/1ajKke NeKTPOHHasA NOANUCh YCTaHOBAEH daaxok ABTOMaTUYeCKN BBOAUTL B
AencTBue cepTuduKaTbl, U3AaHHbIe MO 3anpocy Nosib3oBaTtens, a Takoke GaaxKok ABTOMaTMUeCcKm
BBOAUTb B AeCTBUE cepTMdUKaTbI, M3JaHHbIe NO UHULMaTUBE agMuHucTpaTopa YKL.

Mpw HanMuMy gaHHbIX GAaxKoB cepTUdMKaTbl OyAyT BBOAMTLCA B ENCTBUE aBTOMATUUYECKW B TEYEHNE
yaca ¢ MOMeHTa ux nojyyeHuns. Ceptndukarbl, U3gaHHble MO BallMM 3anpocam, CMOTyT BBOAUTLCA B
[encTBue aBTOMaTMYeCKM TOIbKO B TOM C/lyyae, e/ JOCTYMHbI KOHTENHepbl C COOTBETCTBYHOLLIMMMU
KNHOYaMW 3NEKTPOHHOW NOANUCK. B MPOTUBHOM Cayyae OHWM MOTyT ObITh BBEAEHbI B ENCTBME TONBKO
BPYUYHYIO (CM. BBOA B Ale1CTBME BPYUHYHO).

BHumaHume! Ecv KOHTeHEp C KAHOYOM 31eKTPOHHOW NOAMMCK XPaHWUTCA B Marke Ha

A\ AMCKe, TO OH JOCTyNeH Bceraa. Ecn KoHTeilHep XpaHWUTCA Ha BHELLHEM YCTPOMCTBE, TO
OH byAeT foCTyneH, eCn YCTPONCTBO NOAKAOUEHO M coxpaHeH MH-koa Kk Hemy uan
MUVH-Kkog yxe BBOAUACA B paMKax TEKYLLEN ceccuu.

Mpwv BBOZE B AeicTBME cepTUdMKaTa, U3ZAHHOTO MO NHMLMATUMBE agMUHUCTPaTopa nporpammsl ViPNet
YaoCTOBEpSIOLLMIA N KNOYEBOM LIEHTP, NOSBUTCA OKHO MpeaynpexaeHve cepBrca 6e3onacHoOCTU C
COOTBETCTBYHOLMM COOBLLEHNEM.

BBOA B I£I,el\/'ICTBI/Ie BPY4YHYHO
BBog cepTndumkaToB, NoayyeHHbIX 13 nporpamMmbl ViPNet YaocToBepsarowmin n K1H0UeBOW LEHTP, B
JencTBMe BPYYHYHO TpebyeTcs BbINOHATL B CAeAYHOLWMX CayyasX:

e Ecan He ycTaHOBAEHBI BAaxKKn, MO3BOAAIOLLNE BbINOJHATL aBTOMAaTUUECKUA BBOA CEPTUPUNKATOB B
JAencTBue.

o [lpv aBTOMaTU4ECKOM BBOAE CcepTudUKaTa B AelCTBUE Bbll HEJOCTYMNEH KOHTEMHEP C
COOTBETCTBYHOLLMM KJIFOUOM 3JIEKTPOHHOM MOAMMUCK.
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YT06bI BPYUHYHO BBECTU B AENCTBUE NOJYUYEHHbIN cepTUdMKaT:

1 Bbibepute Hactpoiika napametrpoB 6e30nacHOCTU > 3neKTpPoHHasA noanucb > MsgaHHble
cepTuduKarbl.

2 B okHe MeHepyxep ceptudurkatoB > M3gaHHble cepTuduKaTtbl Boibepnte ceptudmKaT n HaxmMuTe
Beectu B geincrBue.

B pe3ynbTtaTe BBeAEHHbIN B felicTBME cepTUdMKaT 0TOH6pa3nTca B okHe MeHeakep cepTudurkaTos
Ha Bknagke JInuHble ceptudukatbl. Ecim HeobxoanMO MCnob30BaTb 3TOT cepTUdMKAT ANd
NOAMNMCaHNA 3NEKTPOHHbIX JOKYMEHTOB, Ha3HaubTe ero Tekywmm (cM. CMeHa TekyLero
ceptuomkara).

PaboTta ¢ 3anpocamm Ha cepTmdmkaTsl

Paborta c 3anpocamu Ha cepTudurKaThl BbINOAHAETCA B OKHe MeHegpkep cepTudmkatos. [na BbI30Ba
okHa MeHepxxep cepTudukaToB Bbibepute Hactpoiika napameTpoB 6e30nacHOCTU > DEKTPOHHasA
noanucb > 3anpockl Ha cepTudukar.

[NMpocMOTp 3anpoca Ha cepTudmkaT

Ans npocMmoTpa noApobHON MHOopMaLMK O 3anpoce Ha cepTudUKar:

1 B okHe MeHeaxep cepTudumkaToB > 3anpockl Ha cepTUdUKAT BbIGEPUTE HYXKHBIN 3anNpoc U
HaxxmuTe CBOMCTBA WV ABaXK bl WENKHUTE MO 3TOMY 3anpocy.

2 B okHe 3anpoc Ha CepTVI(I)I/IKaT NPOCMOTPUTE HY>XXHYHO VIHq)OpMaLI,VIPO Ha COOTBETCTBYHOLLUX

BK/1aAKaX.

Y106bI pacnedaTtaTb 3anpocC Ha NpUHTEpPE, NCNOJIb3yEMOM MO YMOAYaHUIO Ha JaHHOM KOMMNbHOTEPE,

HaxXmuTe MNMeyarb.

UTtobbl coxpaHuUTb 3anpoc B dann * . txt Haxmute Konuposats B daiin.
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] Menepxep ceprudikaros o (===

MsaaHHBIE CEpTMdMKATE | 3aNpock Ha CEDTW¢MKET| bl

Bnagenew kn... CepritHeli Ho...  ANropuTH CraTyc laTta cosaaHva
CeATHH Ane,., 01031000 0,.., [OCTP 34.10-... oTnpaened 08.08,2017
CBA
Con 3anpoc Ha cepTudmrKaT @

| Kniou npoBepiar aneicTporHoi noanua | CTaryc | SNeKTPOHHaRA NOAMHCE
Obume | Enagenew knioqa I CpoK. ASACTENA

CBeqEeHHA O 3aNpOCe Ha CEPTHRMKAT

CepuilHbIil HOMEp:
01D3 100002 1D C100 000000 0E 2A 150001

= Janpoc nognucan:
Croiig A . Fos: 3
CeATkH Anexcen NeoHnoosud

Bnageney Knova INeKT POHHOH NoanucH:

CEATHH Anekcei NeoHMaosy

WenarencHolil CpOK OelCcT BHA cepTHdMKaTa:
c 08.08.2017 no 08.08.2022

Craryc zanpoca:
OTMPEBNEH

o SNEKTPOHHARA NOAMMCE AENCTBUTENBHE.

MeYaTe ] [ KonupoEaTe B dain. .. ]

[ O ][ Cnpaeka ]

PucyHok 33. [pocmomp nodpobHol uHgopmayuu o 3anpoce Ha cepmugbukam

YpaneHue 3anpoca Ha ceptnoumkar

1 B okHe MeHepgykep cepTudmkaToB > 3anpochkl Ha cepTuduKaT Bbibepute Hy>KHbIA 3anpoc (Mam
HecKobKO, yaepxunaas knasuwy Ctrl) n Haxmute Yaanutb.

2 T[loatBepavTe yaaneHue.

NHbopmauwms o 3anpoce 6yaeT yaaneHa. YaanéHHblii 3anpoc He byaet oTobpaxaTtbcs Ha BKAaAKe
3anpocbl Ha cepTUdUKaT, MPU STOM CepPTUDUKAT, U34aHHBINA MO STOMY 3aMpPoCy, COXPaHUTCS.

JKCMOpPT cepTudmkaTa

B nporpamme ViPNet MOXHO BbINOJHUTb 3KCMOPT cepTudukaTa NoNb30BaTENS B Pa3iMyHble popMaTbl.

Bbibop dopmaTa akcnopTa 3aBUCKT OT Lieneu, A8 KOTOPbIX MPOBOANTCA AaHHbIA 3KCMOPT.

3KCI'IOpT cepTqu)leaTa MOXeT I'IOHa,Cl|O6VITbCﬂ 4714 BbINMONHEHUA CNeAyoLWNX 3a4a4:

® apxMBMpOBaHWe cepTudrKaTa;

® KornunpoBaHue CepTI/ICI)I/IKaTa A719 NCNOJIb30OBaHMA Ha APYTrOM KOMIMbHOTEPE,
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e OTMNpaBka cepTMdmKaTa 4pPyroMy nosib3oBaTeso 48 OpraHM3aumm obMeHa 3awmndpoBaHHbIMU
COObLEHUAMMY;

e npocmoTp cepTndmKkaTta B yaobHoM dopme.

[ns skcnopta cepTudmkata B darin onpegenéHHoro popmara:

1 BbizoBuTe okHO CepTudmKat a1 Toro ceptmdurkaTa, KOTopbli HEO6XOAMMO 3KCNOPTUPOBATb
(cMm. MpocmoTp cepTrudukaTos).

2 Ortkpouite Bknagky CocraB n Haxmute Konvposatk B daiin.

3 Ha HauyanbHOW cTpaHuULe MacTepa 3KcrnopTa cepTudurkaToB Haxxmute Janee.

CoserT. Ecv Npu nociesyoLLmx 3amnyckax MacTepa xeaTte/lbHO NpornyckaTb NepByro
CTpaHuLy, yCTaHOBUTE Ha Heli pnaxxok He oTobpaxkaTb B fasibHeNLLEM 3Ty CTPaHWLLY.

4 Ha ctpaHuue ®opmat skcnopTupyemoro ¢daitna Bbibepute oguH 13 npeanaraeMblix GopmaTos
(cMm. DopmaTbl 3KCNoOpTa cepTUdUKaTOB) U HaxxmuTe anee.

MacTtep 3kcnopTa cepTHdUKaToE @
PopMaT 3xcnopTupyemoro daina iﬁ
i‘“ 3
CepTHdHKaTEl MOrYT BbIThk 3KCNOPTHPOBaHE B Pa3NHYHEIX GopMaTax.

BribepuTe dopMaT daiina cepTudikaTa:

@) iDaiinel 8 DER -koaMpoeke X.509 (.CER)

DaEiinel B Baset4-+oamnpoBke X.509 ((CER)
CTaHaapT Cryptographic Message Syntax - cepTubkkaTel PKCS #7 (p7h)
BKIMOYATE Mo BOSMOMHOCTA BCE CEPTURMKATEI B MYTe cepTUdMKaTa
DaEinel 8 HTML-opmaTe (. HTM)
TekcToswle dalins
BrOKOUMTE CEPTHMDMKAT B Base64-+oaupoBke

PFX(PKCS#12)

| < Hazan |[ Hanee = ] | QTHEHE | | Cnpaexa

PucyHok 34. Bbibop hopmama ¢alina

5 Ha ctpanvue Ums daina skcnopTa ykaxkuTte NoAHbIN NyTb K cO3zaBaeMomMy dainy 1 HaxkmMuTe
Danee.

6 Ha ctpaHuue 3aBeplueHne paboTbl MacTepa 3KcnopTa cepTUdPUKaToOB yoeamTech B NMPaBUIbHOCTM

napamMeTpoB 3KCMOpPTa, 3aAaHHbIX Ha NMpeAblAyLinX cTpaHnuax Mmactepa, 1 HaxMuTe lFotoso.

7 B okHe ¢ coobLieHrem 06 ycnelwHom 3kcnopTe HaxmuTe OK.
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dopmartbl 3KCnopTa cepTMdPUKaTon

Mpw BbIGOpE dopmaTa akcnopTa cepTudukaTta ciesyeT pyKOBOACTBOBATLCA NEPEUNCIEHHBIMM

NONOXKXEHNAMMN.

Mpw akcnopTe cepTudumkaToB Ans MMnopTa Ha koMnbtotep ¢ OC Windows npeanoyTutenbHbIn
dopmart akcnopta — PKCS #7, nockonibky 3TOT dopmaT obecneunBaeT COXpaHEHUE LIENOYKM
LeHTpoB cepTudmKaumm (nytn ceptndurkaumnm). Hekotopble NpUAoXKeHUs TpebyroT Npu nMNopTe
ceptudukata us panna npeacrasneHuns B suge DER nnn Base64. MNoatomy dopmat akcrnopTa
Heob6xoAMMO BbIGMpPaTh B COOTBETCTBUM C TPeHOBaHUAMM NPUIOXKEHUS AN CUCTEMbI, B KOTOPYHO
3TOT cepTmduKaT NpesnonaraeTca MMNOPTUPOBATb.

[ns npocmoTpa cepTudukaTa 1 BbIBOAA €ro Ha nevatb UCMO/b3YHOTCs TekCToBbIA U HTML-dopmaTbl.

Huxe npvBegeHa nogpobHas nHbopmMauma o KaxAoM 13 GopmaToB 3KCNopTa cepTMdunKaTos,

noaaep>xxveaemblx MO ViPNet.

CraHpapT Cryptographic Message Syntax (PKCS #7)

®opwmat PKCS #7 no3sonseT nepesasatb ceptudukart 1 Bce ceptmdurkaTtbl B Lenoyke ceptupukaumnm
C OHOTO KOMMbIOTEPA Ha APYroi AN C KOMMbOTEPA Ha BHellHee ycTpoincteo. ®annbl PKCS #7
OObIYHO MMELDT paclUMpPeHMe .p7b U COBMECTUMbI co cTaHgapToM ITU-T X.509. ®opmat PKCS#7
paspeluaeT Takue aTpmbyThbl, Kak yAOCTOBEPAIOLLME NOAMNCH, CBA3aHHbIE C OBbIYHBIMY NOAMUCAMM.
[na Takmx aTpmbyToB, Kak MeTka BPEMEHM, MOXHO BbIMOJHUTbL MPOBEPKY NOAANHHOCTM BMECTE C
CoAepPXNMbIM cooblueHuns. JlonosHnTenbHble cBegeHna o dopmate PKCS#7 cm. Ha Beb-carite RSA
Laboratories.

®aiinbl B DER-koaunposke X.509

DER (Distinguished Encoding Rules) ans ASN.1, kak onpegeneHo B pekomeHgaumm ITU-T
Recommendation X.509, — 6osiee orpaHnYeHHbIN CTaHAAPT KOANPOBAHWSA, YEM afbTepPHATUBHbIN
BER (Basic Encoding Rules) ans ASN.1, onpeaenéHHbii B pekomeHaaumm ITU-T Recommendation
X.209, Ha koTopoM ocHoBaH DER. M BER, n DER obecneunBatoT He3aBUCMMbIW OT MAaTGOpMbl METOZ,
KOANPOBaHWA 0OBEKTOB, TaKMX Kak cepTUduKaTbl U COOBLLEHNS, ANA Nepesayvm Mexay
YCTPOMCTBAMU U NMPUAOXKEHUSMM.

Mpw KoampoBaHuK cepTudukaTa 6OABLIMHCTBO NPUIOXKEHNA NCNOAb3YHOT cTaHaapT DER, Tak kak
cepTudukart (CBeAeHMNA O 3anpoce Ha cepTUdUKaT) AoAXKeH BbITb 3aKOANPOBaH € nomolubto DER n
nognucaH. ®annbl ceptndukator DER nmetoT paclumpeHue . cer.

[JononHutenbHble cBeaeHns cM. B okymeHTe «ITU-T Recommendation X.509, Information
Technology — Open Systems Interconnection — The Directory: Authentication Framework» Ha Be6-
y3ne International Telecommunication Union (ITU).

®aiinbl B Base64-koanposke X.509

JTOT MeToA KOANPOBaHMWA co3gaH Ana paboTel ¢ npotokonom S/MIME, KoTopblin monyaspeH npu
nepegaye 6uHapHbIx Gannos vepes ViHTepHeT. Base64 koanpyet dpainbl B TekctoBbii dopmat ASCII,
yto obecneumBaeT LENOCTHOCTb MHGOPMaLUK Npu eé nepegade no cetu. MNpotokon S/MIME
obecreunBaeT paboTy HEKOTOPLIX KPUNTOrpapuUuecknx cry>k6 6esonacHoCTn Aa NPUAOXKEHWNI
3NEKTPOHHOW NOYTbI, BKAOYAA MeXxaHW3M HeoTpeKaeMOoCTM (C MOMOLLbHO 3NEKTPOHHBIX NOAMMCEN),
CeKpeTHOCTb 1 6e30MacHOCTb AaHHBIX (C MOMOLLbIO KOAMPOBAHMWSA, NpoLLecca NpoBepKu
NOANMHHOCTM U LLeNIOCTHOCTU coobueHnin). annbl ceptudmkatos Baseb4 nmeroT paclumpeHme . cer.
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MIME (Multipurpose Internet Mail Extensions, cneuyndvkayms RFC 1341 1 nocneayrowime)
onpesensieT MexaH3Mbl KOAUPOBaHWSA NMPOU3BOJIbHBIX ABOUNUHbBIX JaHHbIX ANs Mepejayn no
3/1eKTPOHHOW MouTe.

JononHutenbHble cBegeHnsA cM. B 4okymeHTe «RFC 2633 S/MIME Version 3 Message Specification,
1999» Ha Beb-y3ne Internet Engineering Task Force (IETF).

®aiinbl B HTML-popmate

®alinbl Ans NpocMoTpa M neyatn B Ntobom Beb-6paysepe, a Takxke B OQUCHBIX U APYrnX
nporpammax, nojAep>XuBatonx a3bik pasmetku runeprekcra HTML.

TekcToBble ¢aiinbl
®alinbl B koanposke ANSI ansa npocmoTpa B 11060M TEKCTOBOM pefiakTope U BbIBOAA Ha Neyatb.
®aiinbl B popmate PFX (PKCS #12)

®opmart PFX (PKCS#12) nopaep>xvBaeT 6e30nacHoOe XxpaHeHne ceptudukata 1 3akpbiTOro Kikoua,
COOTBETCTBYIOLLETO cepTudumKaTy Nob30BaTeNs, MOXKET coAepkaTb BCce cepTudurKaThl B LLernoyke
J0Bepua oT cepTUdmKaTa Nosb30BaTENA JO KOPHEBOro cepTudurKaTa yA0CTOBEPAIOLLIErO LIeHTpa 1
CRL.
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PaboTa € KOHTEMHEPOM KroUen

KoHTelnHep knrouein CoAep>XUT KU 3EKTPOHHOM NMOAMUCK U COOTBETCTBYIOWNIA eMy cepTudumKaT Ktova
NPOBepKM 3EKTPOHHOW MOAMMCY, €CIN OH YCTAHOBJ/IEH B KOHTEHEP.

B nporpamme ViPNet [lenoBasi nouta Bbl MOXETE BbINOJHAThL ClejyHollve onepaLun ¢ KOHTeMHEPOM
KNtoYen:

YcTaHoBKa (CM. YCTaHOBKa KOHTeHepa Katouel).

YcTaHOBKa HOBOTO KOHTEMHEPa KtoUel yKasaHHbIM crocobom TpebyeTcs B TOM C/ly4yae, eCan y Bac
€CTb HOBbI KOHTENHEP K/IKOUEW, U Bbl XOTUTE €ro 1Crnosb30BaTh.

Bbl Takxke MOXeTe yCTaHOBUTb KOHTEMHEP Katouel ¢ nomoLbto nporpammsl ViPNet CSP, BxoasLel
B coctaB ViPNet [lenoBas nouta. Ho npw 3TOM ncnonb3oBaTth KAKOY U cepTUPUKAT U3 TaKoro
KOHTEMHepa KAtoUel Bbl CMOXETE TONbKO B TOM C/lyyae, eCn BaM paspeLleHo NCMo/b30BaHne
BHELUHMX cepTndunkaTos (cM. JlonoaHuTeNbHbIe HAaCTPOWKK NapameTpos besonacHocTn). B
NPOTUBHOM C/lyyae, OHM ByAyT BaM HeZOCTYMHbI, JaXe eCv KOHTEMHEP KtoUel ByaeT yCTaHOBJEH.

CMeHa U1 yziafieHne COXpaHEHHOTO Napos K KOHTenHepy (cM. CMeHa napos K KOHTENHepY).

3afiaHHbIN Napoib K KOHTEMHEPY KAKOUEN PeKOMEHAYeTCs UCrob30BaTh B TedeHre 1 roga. Mo
MCTEYEHMI 3TOTO CPOKa CeAyeT 3aaTb HOBbIM NapOoJb. YAaneHne COXpaHEHHOTO Napos MOXeT
noTpeboBaThCs, €CNN N3MEHUACS PErNaMeHT 6€30MacHOCTM Ballelr opraHmM3aLnmn n XxpaHeHme
napoJisi Ha KOMMbIOTEPE CTaN0 HELOMYCTUMbIM.

M3meHeHre pacnosioxeHns KoHTenHepa (M. [epeHoC KOHTenHepa Kato4ven).
MepeHOoC TeKyLLero KOHTelHepa kKaroyern TpebyeTca B Caeaytowmx cayyasx:

o  eCan pacnojsioxeHne KOHTeVIHepa 6b110 M3MEeHEHO, HanpumMep, BCneacTtBne TOro, UTo XpaHeHUe
KOHTeI\/JIHepa no rnpexHemy nyTu 6b110 NPWU3HaHO He6e3OI'IaCHbIM;

¢} npun nepexoje Ha cnocob ayTEHTI/Iq)VIKaLI,I/II/I yCTpOVICTBO B Caiy4dae, eC/inh UCNONb3YHOTCA
npoueaypbl 3J'IEKTpOHHOl‘/II noanncnm mn LLIVIq)pOBaHVIFI BHYTPU CTOPOHHUX I'IpI/IJ'IO)KeHVII7I n npun 3Tom
KOHTeI‘/JIHep KJHOYEN M3HAYabHO He XpaHUNCA Ha BHELWHeEM yCTpOVICTBe, ncnoab3yemMoMm ansa
ayTEHTI/I(bI/IKaLI,VIVI (cm. M3meHeHMne crnocoba ayTeHTl/ICI)I/IKaLI,I/IVI nosab3oBaTens).

BHumaHue! B ceTn ViPNet, ynpasasemoi ¢ nomoubto MO ViPNet Administrator,
BbINOJIHATb Pa3NNYHbIe OnepaLmn ¢ KOHTEMHEPOM KAFOUEel MOXET TONbKO
/A\ nosib3oBaTeNb, KOTOPbIA 0baagaeT NpaBom nognucu. Takoe NpaBo NpeAoCcTaBaAfeTCa
~ nonb3ogatenam cetnt ViPNet B nporpamme ViPNet Y0cToBepsAIOLLMIA U KIHOUEBOI
LieHTp.
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Ans paboTbl C KOHTENHEPOM KtOYel:

1 Ortkporite Bknagky Knroum.

HacTpoiika napametpoe Ge3onacHoCTy IEI
MonssoBaTens | 3NEeKTPOHHEA NOANWCH I LndposaHie
Maponk | Kt | ALMAHMCTPATOD I KpunTonposalinep

AYTEHTHDMKILMA

Criocofi ayTeHTrdmKkal:  MNapons
TN HocWTEns: Nanka Ha AWCKE
Kntouesoil HocuTens:

CiVProgramData\InfoTeCS\ 241500000 user_0002

3J'IEKTDDHHEF| noannce

MA KoHTEHEPS: sgn_cont
Twn HocWTENS: Manka Ha AncKe
Kniouesoi HOCMTENE:

C:VProgramData\InfoTeCs 241500000 ser_0002Yey _disk\dom'y

[ MpocHoTR ] [VcraHosMTb KOHTEAHED ] [ MepeHecT ... ]

[ QK ][ OTmeHa ] MpHMEHNTE

PucyHok 35. Paboma ¢ koHmeliHepom kao4el
2 B rpynne dneKTpoHHas NOANUCh HAXXMUTE OAHY U3 KHOMOK:

o [pocmoTp — Ans NpocMoTpa NoAPO6HON MHbOPMaLLMK 06 UCMOIb3YEMOM KOHTENHEPE KKOUEel,
a TakxXe A1 U3MEHeHWs CBONCTB KOHTelHepa:

e  cMeHbl naponsa (cM. CmeHa napons K KOHTeNHepy);

e yAaneHusa napons (cMm. YpaneHuve COXpaHEHHOrO Ha KOMMbIOTEPE Napos K KOHTENHepy
KNtouen);

e pPOBepKN COOTBETCTBUS KAtOUA INEKTPOHHOM noanucu ceptuemkaty (cMm. MNposepka
KOHTelrHepa Katouen);

. yAaneHna Kar4a 3}'IeKTpOHHOI7I noanucu.

o YcTaHOBUTb KOHTENHep — A1 YCTaHOBKM HOBOIO KOHTeMHepa katouen (cM. YcTaHoBKa
KOHTelrHepa KAuen).

o [MepeHecTn — ana N3MEHEHMA PACNONOXEHNA KOHTeNHepa katouen (cM. [NepeHocC KoHTelHepa
KNrouen).

MpumeuaHwue. B rpynne dnekTpoHHas nognucb otobpaxkaeTca MHGOPMaLMa O Karoye
3NEKTPOHHO MOAMUCK, COOTBETCTBYIOLLLEM TeKyLLEMY cepTUdMKaTy.
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CMeHa naposia K KOHTenHepy

3a4aHHbIV NapoJib K KOHTEMHEPY KAHOUEN PeKOMEHAYETCS NCNOoab30BaTh B TedeHme 1 roga. Mo
MCTEYEHWW 3TOTO CPOKa C/efyeT 3afaTb HOBbIN MNaposib. ONMCaHHbIA HUXE CLLeHapUA CMeHbl Maposis K

KOHTENHepPY KNHOUYEN NPUMEHSAETCA TObKO A5l KOHTEMHEPOB, KOTOPbIe BblIM CO34aHbl B Mporpamme

ViPNet Registration Point, 160 6blan nepeHeceHbl 13 Nankn KAtoYen nosb3osaTens (Mo yMoa4aHuo
C:\ProgramData\InfoTeCS\ViPNet Registration Point\Mftp Transport\<mmenTmpuxaTop

nosnesoearens>\key disk\dom) B APYyryto nanky. B octanbHbIx cayvasx cMeHa napons K KOHTerHepy

npegnosiaraet cMeHy naposs noab3osatens ViPNet (cm. CmeHa naposis noab3oBaTtesns).

[ns cMeHbl Naposisi K KOHTEHEPY KAKUel:

1 Bbibepute Hactpolika napameTtpoB 6e3onacHoctu > Kntoum > Mpocmotp.

2 B okHe CBoiicTBa KOHTelHepa katovei Haxkmmute CMeHUTb Napoib.

CBOMCTEa KOHTEAHEPA KNHOYER

MMA KOHTEAHEPE: sgn-3098-1DF3-4456-1828

THN KOHTEAHEPa: Manka Ha aucke
PazmeweHne:
Kntoqei 3M: 1
CepTudukaTtos: 1

Mapons AOCTYNE K KOHTEHHEpY

C:\ProgramData\InfoTeCS \ViPNet Registration Point\Mftp_Transportiuser _0006%%e

(=X

[nA cHEHEI NaponA KOHTERHEPa HaXMUTE "CHEHMTE Naponks”.
[InA yaaneHua paHee COXPEHEHHOrO NaponA HasMUTE “YaanuTE

CMEHWTE Naponk. ..

COXPEHEHHEIR Napons”, Nocne 3Toro napons Gyaet

SENPELUMEETHCR KaEpkabl Pas MpW AOCTYNE K KOHTEAHEDY. ¥aanTe coxparerHaii napone
KoUK 3NEKTPOHHOI NOAMMCK
CepUitHEIR HoMED ANropHTH AaTa cozaaHia C.
01D480D3B00291000000 000424 150002 rOCTP 34.10-2.., 20.11.2018 17:,,. &2

[ CEPTUQMKAET. .. ] [HDOBEDMTI: ] [ ¥aanuTe

AobaBuThs...

’ OBHOBMTE OKHO ] [ JaKpEITE

PucyHok 36. CMeHa naposisi kK KoHmeliHepy krodel

3 Mpu noseaeHUn coobuieHns «ns JaHHOro KOHTeMHepa CMeHa Naposia BO3MOXHa TONbKO B
HacTporike 6e3onacHocTy npunoxeHuit ViPNet» HaxmuTe OK, 3akponTe okHo CBoMCTBa

KOHTeWHepa K/toUeln 1 M3MeHUTe Napob noab3osatens (cM. CMeHa naponas rnonb3oBaTens).

4 B okHe Naposnb BBeMTE TeKyLLMI NAapPO/b JOCTYMNa K KOHTENHepy Katouen n Haxmute OK.

Maponb He noasuTCA.

MpumeuaHue. Ecnim paHee 6bin ycTaHoBAEeH pexnM CoxpaHUTb NapoJib, TO OKHO

5 B okHe ViPNet CSP - cmeHa napons KoHTeliHepa Katouel yKaxuTe TekyL il naposb, 3agante n

noATBepAnNTe HOBbIV Napoab. Haxmute OK.
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//‘\g BHyMaHue! 3anpelyaeTcs BBOAWUTL Naposib NMpY NMOMOLLM OrepaL i KONMPOBaHWS 1 BCTaBKM
yepes 6ydpep obmeHa.

YT06bI COXpPaHWTb Napob AN MNOCAEAYHOLLNX OBpaLLEHNI K KOHTEMHEPY KNHOYER, yCTaHOBUTE
dnaxxok CoxpaHnTb NapoJib.

ViPMet C5P - cmeHa napona KOHTERHEPa KAKYER @

T YkawuTe Tekylwwii napons Ans pafoTl © KoHTElHepoM

,'1? KKOYEl W ABEKAL| BESOMTE HOBLIH Naponk(He MeHee &
CMMEONOE).

TexylwMil Naponk: sessnnne
HoBeili Napons: tesreesee
MoaTEepAEHKE: [TTITIITIIY)
[V] CoxparmTs napons
EN| [ OK ] I OTHeHa ‘

PucyHok 37. CmeHa naposs docmyna k koHmeliHepy kJroyel

BHumaHue! He cosgaBaiTte naposb gnvHol B 32 cumBona 1 bonee. MNaposv ¢ Takon ANNHOW He

/ﬁ\ MOTYT MCMO/1b30BaTbCA B TEKYLUX Bepcuax npunoxennin ViPNet. [laHHoe orpaHuyeHne cBsA3aHoO
C CyLLEeCTBYIOLLMM anroputMOM Mepegadn napoas B Kpuntonposangep. B cooTBeTcTBUM € 3TUM
anropuTMOM JJIMHA Napons He 40JKHa npeBbiwaTh 31 cMMBOS.

YaaneHue COXpaHEHHOro Ha KOMIMbHOTepe naposis
K KOHTEVHEPY KIHOYEN

Y,a,aneHme COXpaHéHHOI’O naponaa K KOHTEI‘/‘IHepy KJrOUYen MOXeT I'IOTpe6OBaTbCFI, ecqii USMeHUNNCb
ycnoBua 3KCrilyatauum napona nan periameHT Ballel opraHMsauyuun, scheacremne Yero XxpaHeHne rnapona
Ha KOMMNbHOTEPE CTaNo HEAOMYCTUMbIM.

On5 yAaneHns coxpaHEHHOTO Naposif K KOHTERHEpPY KItoYen 1 0TobpaXkeHUs OkHa BBOZAA Napos npw
[OCTyre K KOHTEMHepy:

1 Bbibepute Hactpoiika napametpoB 6e3onacHoctn > Kntoum > MpocmoTp.

2 B okHe CBOWCTBa KOHTeHepa KtoUeln HaxXmnTe YAananTb COXPaHEHHBIN Napob.

CoxpaHEéHHbIN Naponb byaeT yaanéH. Tenepb Naposb HEOBXOAMMO BBOAMUTb BCAKMI pa3 Npu JocTyne K
KOHTENHEpPY KNHOYEN.
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[1poBEpKa KOHTerHEpPa KIKo4Yen

MpoBepka KOHTeNHepa Katouen No3BoaseT yoeanTbes, YTo Gainn KOHTelriHepa He NMOBPEXAEH,
XpaHsLWMecs B KOHTENHepe cepTUdUKAT U KUY 3NEKTPOHHOW NMOAMUCK COOTBETCTBYHOT APYT APYTY U
MOTYT 6bITb MCMO/b30BaHbI 415 PaboThl € 3aLMLLEHHBIMW AOKYMEHTaMMU.

YT06bI NPOBEPUTL KOHTENHEP KAOUEN:
1 Bobibepute Hactpoiika napametpoB 6e3onacHoctu > Kntouun > MpocmoTp.

2 B okHe CBoWCTBa KOHTelHepa katouen Haxmute MpoBeputs.

Mporpamma chopmmpyeT dparMeHT AaHHbIX, KOTOPbIA ByaeT NoANMCaH C MOMOLLbHO KJkoUa 3/1eKTPOHHOM

noanucu. Mocsie yero 6yAeT BbINOJHEHA NPOBEPKa 3NEKTPOHHOM NoAnucK. TakuM 06pasoM, MOXKHO
BbIAICHUTb MPUrOAHOCTb KAHOUA 3NEKTPOHHOM MOAMMUCK 1 ero COOTBETCTBME cepTudUKaTy Katoya
MPOBEPKM 3NEKTPOHHOW MOAMMUCH, XPaHALLEMYCS B KOHTEHepe.

MpurmeuaHue. NpoBepka BO3MOXXHa TOJIbKO B TOM C/1y4ae, eC/IM B KOHTeNHepe Karouew
eCTb cepTUdMKaT, COOTBETCTBYHOLLMIA KAOUY 31€KTPOHHOW nognucu. CeptndurkaT MoxKeT
OTCYTCTBOBaTb B KOHTEMHEpPE KAFOUEW, eCiv OH pa3MELLLEH OTAENbHO.
CepTtndukaTt pasmMeLLaeTcs OTAeNbHO OT KOHTEMHEpPa K/tOYer, ecn 3anpoc Ha
obHoBneHue ceptndurkata cpopmmponaH B MO ViPNet CSP. Ecamn 3anpoc chopmmpoBaH
B APYron nporpamme, ceptndurkaT aBTOMaTUUECKN MOMELLAETCA B KOHTEMHEP KAOUeNn.
Mpw npoBepke kAtoua 31eKTPOHHOW NOANUCKU NPOBepKa AeNCTBUTENBHOCTM
cepTudukata (Cpok ero AencTBms, OTCYTCTBUE B CMIMCKaX aHHYMPOBaHHbIX
CcepTMPMKaToOB 1 NpoYee) He BbIMONHAETCS.

YCTaHOBKa KOHTEMHEPa KHOYEN

Ecnn y Bac ecTb KOHTENHepP KiroUei ¢ cepTUdUKaTOM, KOTOPbIW Bbl XOTUTE UCMOJIb30BaTh B MpOrpamMme
ViPNet [lenoBasi nouTa, TO Bbl MOXETE €ro YCTaHOBUTL B OKHe HacTpolika napameTpoB 6e3onacHocTy

Ha Bki1agke Kntoun. [laHHas cuTyaLms MOXET BO3HUKHYTb B CIEAYIOLLMX CyYasX:
e Bbl nepeHoCKTe KOHTEAHEP KIHOYEN C A4PYroro KOMMboTepa.

e Bbl chopmupoBanm 3anpoc Ha ceptndmkat (cm. MNMpoueaypa 06HOBNEHMA KAFOYa 31eKTPOHHON
noAnucyn n ceptudrkaTa) U NOAYUNIN Ha Hero cepTudmkaTt n3 nporpammel ViPNet
YaocToBepatoLLmin 1 KNHOYEBOW LIEHTP He MO CeTH, a B OTAe/IbHOM daiine.

e Y Bac ecTb KOHTeNHep katouel, cbopmMumpoBaHHbIn ¢ nomoLubio ViPNet CSP. O Tom, kak
chopmupoBaTb KoOHTenHep katoven B ViPNet CSP, cm. B gokymeHTe «ViPNet CSP. PykoBogcTeo
nosb3oBaTensa».

B BHumaHue! Henb3s ycTaHOBUTL KOHTeWHep Kkiatouer, cpopmmpoBaHHbii B MO ViPNet
BEPCUM HUXKe 3.2.X.

ViPNet [lenoBas nouta 4. PyKkoBOACTBO NOAb30BaTENA
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Bbl Tak>Ke MOXeTe yCTaHOBUTb KOHTENHEP KtoYel ¢ noMoLbto nporpaMmmel ViPNet CSP, Bxoasuen B
cocrtaB ViPNet [lenoBas nouta. Ho npu 3TOM MCNOAb30BaTb KAKOY U CEPTUPUKAT U3 TaKOro KOHTENHepa
K/tOYEel Bbl CMOXETE TO/IbKO B TOM C/y4ae, eC/iv BaM pa3peLleHo UCMOJb30BaHNE BHELHMX
ceptudukaTtos (cM. [LonosHUTENbHbIE HACTPOIKIN NapamMeTpoB 6e3onacHocTu). B npoTvBHOM cayuae,
OHUW ByayT HEAOCTYMHbI BaM, AaXe eC/ KOHTENHep Katouen ByaeT yCTaHOB/EH.

[ns ycTaHOBKM KOHTEMHEPaA KNHOYei:
1 Bbibepute Hactpoiika napametpoB 6e3onacHoct > Kntoum > YcTaHOBUTbL KOHTEHEp.

2 B okHe ViPNet CSP — nHuymanumsaumsa KoHTeHepa Krua yKaXxnte Mecto XpaHeHWs KOHTelHepa
KtoYen:

¢} nanky Ha AncKe;

o YCTPOWMCTBO C yKasaHueMm ero napametpos v MNVH-koaa.

ViPMNet CSP - MHMLNANU3aLMA KOHTERHEDE KNKDYER @
3 YKEHMWTE MECTO XPEHEHWA KOHTEMHEDA KNtoYel,
&
MMA KoHTeRHEpa: |sgn_c0nt v |
Manka Ha Ancrke: C:/Program Files/InfoTeCS/ViPNe| | Ofizop...
@ BribepuTe yoTpoRcTBO: |eToken Aladdin(00334a1c ) ~7 |
Beegute MH-+oQ: [ILTTT]

Coxpatuts MWH-+o0a

@ OK ] | OTmeHa

PucyHok 38. YcmaHoska koHmeliHepa katoyeli

Haxxmunte OK.

3 B okHe Ha3HaueHue cepTudmKaTta TEKYLLUM BbibepuTe COOTBETCTBYOLWMNIA CEPTUDUKAT U HAXKMUTE

OK.

B pe3ynbTaTe K/ItOY 31EKTPOHHOM MNOANUCU U cepTUdMKaT, KOTOPbIE XPaHATCS B BbIBPaHHOM KOHTENHepe,

OyAyT Ha3HaueHbl Tekywnmmn. MIHdopmaums o ceptudukate, KOTOPLINA XPaHUTCA B YCTAHOBAEHHOM
KOHTeNHepe, 0TObpPasnTCca Ha BKAajKe DNEKTPOHHasA NOANUCH.

ViPNet lenoBas nouta 4. PykoBogcTBO Nonb3oBatens |

110



[lepeHOoC KOHTEMHEepPa KIKOYen

MepeHOoC TekyLLero KOHTENHepa KatoUern MoXxeT noTpeboBaTbCs A/ U3MEHEHUSA PACMONOXEHUSA
KOHTeNHepa, HanpuMep, ecNn XpaHeHWe KOHTENHepa Mo NpexHeMy NyTn 66110 NPU3HaHO
Hebe3onacHbIM.

MpumeuaHue. NepeHeCT MOXHO TONIbKO KOHTENHEep C KatoyaMu, CGOPMUPOBaHHbIMU B

MO ViPNet Bepcun He Huxe 3.2.x.

He pekomeHayeTcs nepeHOCUTb KOHTENHEP BPYUHYHO, MEHAS ero pacroioXeHne Ha
Aucke. Ecav 310 NpounsoLwLno, BeINOAHWTE YCTAaHOBKY KOHTelHepa (CM. YcTaHoBKa

KOHTelHepa katoyen).

He nogaep>xmBaeTcs NepeHoOC KOHTENHepa KArUel Ha yCTPOICTBa C annapaTHOwM

peanusauuent kpuntorpadpuyueckmx GyHKLUA.

[.ns Toro UTOBbI NOMEHATH PaCcNoNOXKEHNE KOHTeNHepa KtoYel:
1 Bbibepute Hactpolika napameTtpoB 6e3onacHoctu > Kntoum > MNepeHecTw.

2 B okHe ViPNet CSP — nHnumnanmnsaums KoHTeliHepa KarUen yKaxKmte HOBOE MeCTO XpaHeHus
KOHTeiHepa Katouel:

¢} nanky Ha ANCKe;

o YCTPOMCTBO C yKasaHueM ero napametpos u MNNH-koza.

MpumeyaHwue. [ns NCNO/b30BaHUA KaKoro-1Mb0 BHELLHEro YCTPOMUCTBa HEOHXOAMMO
MOAK/HOUUTL 3TO YCTPOMCTBO M YCTAaHOBUTL ANS HETO ApaliBepsl. [epeveHb

NOAJEPXUBAEMBIX YCTPOWCTB XpaHEHUS JaHHbIX U Nosie3Has uHbopmMaums ob

MCMO/Ib30BaHMMN YCTPOMCTB COAEPXKUTCS B pasgene BHellHWe ycTpolicTBa.

YkaxxuTe napob 45 AOCTyNa K KOHTEMHEPY KIHOUel, ecan NosiBUA0OCh COOTBETCTBYHOLLLEE
coobuleHue.

KoHTelHep kitouen ByaeT nepeHecéH no ykasaHHOMY MyTu.

YCTaHOBKa CepTMdmKaTa B KOHTEMHED KrOUen

Ecnn no kaknm-To NpuymMHam Ball cepTUPUKaT He HaXOAUTCA B KOHTEMHepe Ktouen, Bbl MOXeTe
YCTaHOBWTb €ro B KOHTEMHEP KItOUen BPYUHYH. YCTaHOBUTb CepTUdMKAT B KOHTEMHEP MOXHO Kak B
nporpamme ViPNet CSP, Tak 1 B okHe HacTtpolika napameTtpoB 6e3onacHocTu. [pu 3ToM B 060u1x
Cyyasx KOHTerHep Katouen JoaKeH 6biTb YCTaHOBAEH B MPOrpaMmy.

Cosert. CoxpaHeHve cepTrdukaTa B O4HOM KOHTEHEPE C KJIFOUOM 3/1EKTPOHHOWM
MOANWCK YAOBHO, ecin KOHTENHEP MAaHWUPYETCA NMEPEHOCUTb U yCTaHaBIMBaTb Ha
APYroM KomrbtoTepe.

ViPNet [lenoBas nouta 4. PyKkoBOACTBO NOAb30BaTENA
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YcraHoBKa cepTudmKaTa B KOHTEMHEP ¢ nomoLbto nporpammbl ViPNet CSP onuncaHa B AOKyMeHTe
«ViPNet CSP. PykoBoacTBO Nosib3oBaTeNsi». YToObl YCTaHOBUTL CEPTUPMKAT B KOHTENHEP KAHOUEN B OKHE
Hactpoiika napameTpoB 6e3onacHoCTH:

1

2
3
4

Mepenante Ha Bknaaky Knroum.

YCTaHOBUTE KOHTENHEP KIHOUEW, €C/IN OH HEe YCTaHOBAEH (CM. YCTaHOBKa KOHTENHEPa KatOYen).
HaxxmuTe MpocmoTp.

B okHe CBolicTBa KOHTeWHepa katoueir HaxmuTe [lobaBuTb.

YkaxuTe dparnin ceptudukata, KOTOPbIA COOTBETCTBYET KAHOUY 3NEKTPOHHOM NOAMUCH, HaXOAALLEMYCA
B KOHTeWHepe. Ecn bygeT ycTaHOBAEHO, UTO yKa3aHHbIN cepTudurKaT COOTBETCTBYET KAOUY
3NeKTPOHHOM Noanuncy, oH byaeT AobaBneH B KOHTeHep. B NpoTMBHOM cayyae, NosBMTCA
COOTBETCTBYIOLLEe COObLLeHMe.
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[TPUMHUMN PabOoTbl aBTOMPOLLECCHHIA

ABTOMNPOLLECCMHIOM Ha3bIBAETCs aBTOMaTMueckast 06paboTka nucem v danios no onpeaenéHHbIM
npasuaam.

MpaBunna aBTONPOLLECCMHIa AeNATCA Ha KaTeropum:
e [IpaBuna 06paboTku ncxoaawmx dpannos.

MpaBuna npesHa3HaueHbl A5 aBTOMAaTUYECKON OTNPaBKM $paliioB C onpeaeséHHON Mackon NMeHM,
HaxOAALMXCA B 3aZaHHON Marnke, O4HOMY WM HeCKO/IbKUM noJb3oBaTtensam cetu ViPNet. Hanpumep,
Bbl MOXETE HaCTPOUTb Takoe MPaBWIO A4S OTNPABKW M3 3aaHHOW Nanku ¢anios, B MMeHW KOTOPbIX
COAEPXKUTCS CNIOBO «OTUET», KOJIETe, NPOBEPSIOLLEMY OTUETHI.

e [IpaBuna 06paboTKM BXOAALLMX MNCEM.

MpaBuna npeaHasHaueHbl Ans 06paboTky BXOAALLMX MNCEM, COOTBETCTBYHOLLMX 3a4aHHbIM
napameTpam, O4HWUM U3 CNocoboB:

o [NepemelteHne B onpegenénHyto nanky nporpammbl ViPNet Jlenosas nouta. Hanpumep, Bbl
MOXKeTe HaCTPOWTb Takoe NPaBwuIO A4/1A NepeHoca B OTAENbHYHO Nanky NporpamMMbl MMceMm,
MOJly4YEHHbIX OT OAHOMO WM HECKONBbKUX KOJIET.

o KonvpoBaHue nucbMa 1 BAOXEHWI B ONpPeaeéHHyro narnky Ha gucke. Hanprmep, Bbl MOXeTe
HaCcTPOUTL TaKOe MPaBWJIO Al KOMMPOBAHUSA B OTAE/bHYHO MarnkKy NUceM, B UMeHW KOTOPbIX
COAEPXKUTCS CNIOBO «OTUET», OT OAHOTO UAN HECKONBKNX CBOUX KOJJIET.

Takoke BO3MOXHa OTnpaBKa KBUTAHLMN O MPOYTEHNW NMKCbMa.

Yrtobbl co3saTh NpaBuKia aBTONpPOLLEeCCUHra BbibepuTe MIHCTpyMeHTbl > HacTpolika > ABTONPOLLECCUHT
(cm. HacTpoinka npaBua aBTOMPOLECCHHTa).
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Cxema paboTbl aBTONPOLECCUMHIA NPeACcTaBaeHa Ha PUCYHKE:

Manka Ha gucke [Mankm gna
WAk B «flenoeol NouTes WMCXOOAWLMY dainoe

Koxew
obpaboTEK

'C-'TI'IPBBH,EI KEBHTaHUMK O NPoOYTEHRKA

Ll e

Mpaswrna o6 paboTHM BXOOALMK MACEM
MNpaeuna oGpaboTEM MCXOQALMY GaRnos

KoHey
opaboTKH

- . A

i CeTeroi y2en ¢ NPOrpamMici
ViPNet Client [denosan noutal "

Micemo ¢ —— | Mucemoc
BOMEHMAMA "N, : rx "7 BnomennAMK
_h wal & SN j
‘ OTnpaenTens Monysatens
E NUcEMa nMcEMa
T /
Mpaguna -
ABTONpOUECCHHTE
I‘\ _fl

PucyHok 39. Cxema pabomel asmonpoyeccuHza

O6paboTka Nucem v GaiIoB OCyLLECTBASETCA CEAYHOLLMM 06pa3oMm:

1 Tporpamma ViPNet [lenoBas noyTta NpuHMUMaeT HOBOE BXOASLLEE MUCbMO WM B 3alaHHYHO Nanky

N1 NCXoAALLMX dalinoB nomellaetcs daia. Manku nepuoanyecky NpoBEPAIOTCA Ha Hanume
darinos.

2 HauvHaetcs obpaboTka nncbma uam daiina cCooTBETCTBYHOLMMM NPaBUIaMmU aBTOMPOLLECCHHTa.
O6paboTka BbINOJAHAETCA B NOPAAKE PAaCNoONOXEHUS NPaBUA B CNUCKe B pasgene ABTOMPOLLECCUHT.
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3 Kaxgaoe npaBuio aBTOMPOLECCUHIA COCTOUT U3 YCNOBUSA W AencTBus. Ecam nucbmo uam dain

YAOBJETBOPSET YCNOBUSAM MpaBuaa:
o Hapg HWM BbINOAHAETCA 3a4aHHOE AeNCTBUE.

o Ecnv B penctBmm npaBuaa He 3agaHo NpekpaLleHre janbHenwen obpaboTkn, MMCbMO Uan dain
obpabaTbiBaeTCs CeAyroLLNM NPaBUIOM.

4 O6paboTka NUCbMa UK paina NpekpaLlaeTcs Nocie NPOBEPKN BCEX NMPABUI UAN €CIW BbIMOJHAETCS
JencTBMe, NpekpallatoLlee danbHelwyo o6paboTky.

5 O6paboTaHHble aBTOMNPOLLECCUHIOM dai/ibl aBTOMaTUYECKM YAANAOTCS.

Mpumeuanwme. Mpun nonbiTke 06paboTkm Bannos, MMetoWwnx aTPUbyTbl «TOABKO YTEHUE»
nnn «CKpbITbIA», @ TakKe CUCTEMHbIX GaliioB BO3HMKAET owmbKa aBTOMNPOLLECCUHTa.
MporpamMma He OTNPaBAAET MUCbMO, a NpeANaraeT OTKAOUNTD B TEKYLLEM CeaHce
paboTbl NporpaMMbl NpaBno, Npy 06paboTke KOTOPOro BO3HMKNA owmnbka. Ecam B

OKHe coobLeHns HaxaTb [la, JaHHOe NpaBuao oTKtoYaeTcs. Ecam HaxaTb HeT uan He
coBepLaTh HUKaKUx gelicteuii 6onee 20 cekyHA, NPaBUIO He OTKIOYAETCH, HO
nporpaMma 6osibLie He ByAeT NbITaTbCA OTNPaBUTL AaHHbIV alia. [pu NOBTOPHOWM
3arpyske nporpamma ViPNet lenoBas nouta B Nto60M cnyyae CHOBa NonbiTaeTcs
oTnNpaBuTb Gain, BbI3BaBLUMIA OINOKY.
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HacTtpowvka npasu
ABTOMPOLECCUHTa

1 B okHe nporpammbl ViPNet [lenosas nouta Beibepute NHcTpymeHTbl > Hactpolika >
ABTONPOLLECCHHT.

- Ofiyue AsTonpoyeccrHr

MNpaewna

HELHWE MPorpaMMel -
BTDI‘IDDLLEpcD]ir # OTnpaeka QEHNoE 0THETOS B NoapasaeneHwe Bo LofasuTh. ..
. HypHan = MepeHoc HaKNAAHLIX B NanKky norkcTuin [Logistic

- ApXMEALIS pd (1=pECriaT i Mo sarynkan ofopyaosaHHH B e

MpoBepuTE

BInonHKTL ..

i |

KonuposaTb
4| I | [
¥YaanuTe
-
h )
TMPH KOMMPOBEHMW NOAMWCEHHOT 0 BNOKEHMA Ha WOK:
[Ynanmb NoAnics v]
CoXpaHATe NiceMa, obpaboTaHHsle SEToNPoLECCMHTON
[ OK J [ OTMeHa ] [ MPUMEHKMTE ] [ Cnpaeka ]

PucyHok 40. Hacmpolika npasusn asmonpoyeccuHea

2 YT0bbl HacTpOUTb NpaBuMaO Ans 06paboTkn GannoB, BbINOJHUTE YKa3zaHUsA OAHOrO U3 Pa3zesoB:
o Co3pgaHue npaBuna ana NCxoaaLmnx barinos.
o Co3gaHue nNpaBmaa Ana BXOAALLUX NUCEM.

3 [nsd noucka npasuia B CNVCKE BBEAUTE YaCTb UMEHU MpaBW/a B CTPOKY MOUCKA, PaCroNOXEHHYHO
NoJ CrMCKOM.

4 YT106bl BbIKAHOUYUTL UAM BKAKOUYUTD npaBuvNo aBTonpoueccnHra, CHUMnUTe Manm yCtaHoBuUTe q)fla)KOK
cneBa OT UMeHU npaswnia B Crnucke.

5 YTt0b6bl M3MEHUTBL NOJIOXKEHWE NpaBKaa B CNNCKe, BbIbepuTe NpaBuao 1 NepemMecTuTe ero C
NOMOLLbH KHOMOK BBepx 1 BHM3, pacnofioXeHHbIX MO CMUCKOM.

MpuMeuaHue. O6paboTka Nrcem u daiioB NpPaBWIaMu aBTOMPOLLECCHHTa BbIMONHAETCH
B MOpsjKe pacrosoXeHWs NpaBu B Crivcke.
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6 UYTOObI M3MEHUTb NapaMeTpbl NpaBwaa, Bbibepute ero B cnucke n Haxxmute MiameHuts. Hactporika
npaBua OMucaHa B pasgenax:

o Co3gaHue npaBuaa AN NCXoAALmMX dannos.
o Co3gaHune npaBuaa AN BXOAALWMX MUCEM.

7 YT06bI NPOBEPUTL NPaBWILHOCTL MAPaMETPOB MpaBwa, BbibepnTe NPaBUIO B CMINCKE U HAXMUTE
MpoBeputhb. Mporpamma BblgacT CoobLLEeHMEe C pe3ybTaTOM MPOBEPKMU.

8 UYT0bbl BpyUHYyHO 3anycTUTb 06paboTKy BXOASALLMX MUCEM ONpesenéHHbIM NpaBuaoM, Bolbepute
npaBW/IO B CMIUCKE U HaXXMUTe BbINONAHUTD.

MucbMa, Haxogalwmeca B nanke Bxogawume, 6yayT obpaboTaHbl BbIOpaHHbIM NpaBuaom. Hanpumep,
pYy4YHOW 3anyck 06paboTKn MOXHO MCMOAb30BaTh, YTOObI NepeHecTV NUCbMa C onpesenéHHbIMM
npusHakamu 13 nanku Bxoaswme B gpyrue nanku nporpammel ViPNet [lenosas nourta.

9 UYt0bbl yaanuTb NpaBuIo, BoIGEPUTE €rO B CMIMCKE U HAaXMUTE YaanuTtb.

10 YTobbI yKazaTb, Kak cneayeT NoCTynaTh C 3/1eKTPOHHON NOANUCHIO GaitioB, KOMUPYEMbIX Ha AUCK,
BbIOepUTE HY>KHbIV BapuaHT U3 cnncka MNpu KonnpoBaHMM NOANMCAHHOTO BJOXEHUS Ha AUCK.

11 YT10bbI COXpaHATL NUCbMa, 06paboTaHHbie aBTOMPOLECCMHIOM B Nankax nporpamMmsel ViPNet
[Jenosas nouta nan yaanatb ux, yCTaHOBUTE MW CHUMUTE COOTBETCTBYHOLLMIA GAadKOK.

Ecam paHHbIV dnaxok cHAT, obpaboTaHHbIe MMCbMa aBToMaTyeckn yganatotcs. MIHpopmaums ob
YAaNEHHBIX NMUCbMax Mo YMOJYaHWIO coxpaHseTcs B nanke AyauT. MogpobHee o HacTpoiike
COXpaHeHus nHbopmMauum B nanke AyguT cMm. B pasgese [JononHUTeNbHble HAaCTPOKA U
BO3MOXHOCTU MPOrpammbil.

Co3zanHve npasuia Ansa MCXOAALWLMX Ganaos

Mpumeuanue. O6LWMIA pasmep NUCbMa C BIOXEHUAMW He JOKEH npesbllwaTh 2 [6aliT, ecan
aAMVHWUCTPATOPOM CETU He YCTaHOB/IEHO MeHbLLEee OrpaHnYeHwe.

MoapobHee o HacTpoiike cM. gokyMeHT «ViPNet Policy Manager 4. PykoBogctBo
agMUHUCTpaTopa», pasgen «YnpaesieHne HacTpokamu nporpamm ViPNet».

Y106kl co3saTh NpaBuIO AN 06paboTkn ncxoaamx Gannos:

1 Bbibepute MHcTpymeHTbl > HacTpoiika > ABTonpoueccuHr > 1o6aButhb.
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Cos,qaﬂne HOBOro NPagnna aeTonpoueECCUHIG @

Tun Npasmna OnucaHue

HDEBMHO ans OGDESOTKM BXOQALMK TMCEM HDEBHJ'IE I'IDEILHEEHE‘-IEHPI Aana E'BTOMETM‘-IECK.OM OTAPSBKHA
¢IEMJ'IOB C oNpeAEneHHON MaCKoH MMEHM, HEX0AAWWXCA B

33[13HHOI NaMNKEe, OOHOMY KN HECKOMEKMM MONb30BATENAM
Mpasuno ana obpaboTium dakinos ceTh ViPNet,

[ QK J [ OTMeHa

PucyHok 41. Beibop muna npasuaa

2 B okHe Co3gaHue HOBOro npaBuaa aBTonpoueccuHra Boibepute MpaBuno ans obpabotkn daiinos
n HaxxmuTe OK.

PeaakTupoearue npaewna obpabotkn daiinoe (3]

Wma npasuna:  Mpaevno ana obpaboTk dalinos N20D
Ycnosue | feficTene

KaTtanor:

Macka dakina:
it

OcTaHoBMTE AansHeliwyko ofpaboTky npasun

[ OK ] ’ OTnmera ]

PucyHok 42. Ycnosue 0115 npasuaa obpabomku ucxodsawjux gatinos
3 B okHe PepakTupoBaHue npasBuaa 06pabotku $painioB ykaxkmte NPOmn3BOILHOE UMS MpaBua.

4 Ha Bknagke Ycnosue Haxmute O630p v yKkaxkuTe narky, B KOTOpyto ByayT nomeluaTbes hainbl ans
OTMNpPaBKM.

5 B nose Macka ¢aiina BBegnTe Macky UMeHu dalina, KOTopbIi AOMKeH ObiTb 06paboTaH
co3gaBaeMbIM NMpaBuaoM. MOXHO 3a4aTb TOJIbKO OZAHY Macky.
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I'Ipm 3afaHUN MaCKU perncTp He y4ntblBaeTca, MOXXHO UCNOJIb30BaTh ciedyroume cneynaibHbole

CNMBOJIbl:

o *— coOTBETCTBYET N0HON NoCNes0BaTE/IbHOCTU CUMBOJIOB.

o ?— COOTBETCTBYET JHOOOMY €MHUYHOMY CUMBOJTY.

6 [lepengunte Ha Bknaaky Jencreue.

PenakTupoeanue npaenna ofpaboTkn daiinoe

MM npaeuna:  Mpasuno gna obpaboTku dainos N2

Venoswe | AEACTEME

(el

MomewaTs conepsimoe daina B TEKCT MMCbMa
MoMELWETE B TEKCT MUckMa He Gonee 50| BaiT daiina
[] WincyposaTs nucsmo npu oTpaske

[] NoanmecaTs ncsMo Npi oTnpaske

Mony4aTtend:

o [APS(1)/TK11/user13]
£ [AN4{1) TKeuserd]

4 L1} 2

OobaBnTe... ¥0anuTe

OcTaHosMTE AansHeiwyto obpaboTiky npasun

I OK I I OTMeHa

PucyHok 43. [lelicmeue npasuna obpabomxku ¢palinos

7 Tpun HeobxoAMMOCTUN ycTaHOBUTE diaxkok Momeluatb cogepxumoe ¢daina B TeKCT nucbma. MNpu

3TOM CTaHeT JoCTyneH dnaxok MomewaTtb B TEKCT NncbMa He 6onee.

BHumaHwme! [ToMecTUTb B NTUCbMO MOXHO ToAbKO dalisibl B dopmate TXT 1 KogMpoBKe

A ANSI. Ecnm ncnonb3oBatb 3Ty GyHKUMIO Ans GannoB agpyroro popmata v KOAUPOBKK, B
TEKCT N1McbMa ByAeT NoMeLéH HeYnTaeMbli Habop CUMBOJIOB.

i

®naxok MNomelatb B TEKCT NMCbMa He Bosiee AenCTBYET CaeAyroLWwmMM o6pa3om:

o Ecnm atoT dpnaxok He yctaHOBAEH (MO ymMonYaHuto), dann ByseT NMONHOCTbIO MOMELLEH B TEKCT

NMncbMa.

o Yrtobbl NOMeLLaTb B TEKCT MMCbMa TOAbKO dparmMeHT daiina, yctaHoBuTe Graxkok Momellatb B
TEKCT NncbMa He 6osiee 1 B TEKCTOBOE NOJe BBEAMTE KOANYECTBO HaNT ANS BCTaBKU B MUCbMO.

Ecnn pa3mep daiina npeBbilwaeT ykazaHHOE KoM4yecTBO 6anT, dparmeHT danna byset noMeLLéH

B TEKCT N1cbMa, a caM dainn byaeT fobaBeH B MUCbMO B KaYECTBE BJIOXKEHUS.
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anIME‘—IaHI/Ie. |_|pVI oTnpaBke NMceM C NOMOLLbIO NMpaBu aBTOMPOLLECCUHIa Bbl MOXETE 3a4aTb
TEMY NMUCbMa. ,ﬂ.}'lﬂ 3TOro:

1 B okHe PepakTtmpoBaHue npasBuaa obpaboTtku daitnos Ha Bknagke [leiictBue yctaHoBuTe
¢dnaxok Momelatb cogepxxnmoe daitna B TEKCT MUCbMA.
2 Co3spanTe TekcTOBbIN dalin 1 B NepBol cTpoke BBeguTe “"Subject_Subject:" n Temy nucbma.

3 llocne TemMbl MUCbMa BCTaBbTe CMMBOJ NMEpeHOCa CTPOKU M HaneyaTalTe cogepXumoe
nvcbMa.

4 Tomectute dalin B Nanky, ykasaHHyto Ha Bkiagke YcnoBue okHa PegaktupoBaHue
npaeuna obpabotku pannios.

Takum 06pazom, C MOMOLLBIO 3TOro NpaBuia ByaeT aBTOMaTUYECKM PacCbiNaTbCs NMUCbMO C
yKa3aHHOW TEMOW U COAEPXKMMbIM.

8 T[pwv HeobxoamMmocTh ycTaHoBUTe daaxkkn LLinpposate nucbMo npu otnpaeke 1 Moanucatb
NMCbMO Mpu oTNpaBKe.

9 Yrtobbl fo6aBUTL NoNyyaTene, Haxmute flobaButb 1 BbibGepUTE U3 aAPECHOW KHUIM OAHOTO UAU
HeCKObKO MoJib3oBaTese.

10 Ecam TpebyeTcs, uTobbl Nocne 06paboTku dalina fjaHHbIM NPaBUAOM 3TOT dain Mor HbITb 06paboTaH
nociaeAyroLMMy NpaBmuaamMm, CHUMUTe dpaaxkok OCTaHOBUTb AanbHelwwyto 06paboTky npasua (no
YMOJIYaHUIO YCTAaHOBJIEH).

11 YTo6bI cOXpaHWTb NpaBuao, HaxmuTe OK.

Co3aaHre npasuia AN BXOAALLMX MCEM

1 Bbibepute MIHCTpymeHTbl > HacTpolika > ABTOMNPOLECCUHT.
2 Ha naHenn npocmoTpa ABTONPOLLECCUHT HaxxMuTe [lo6aBuTb.

3 B okHe Co3gaHue HOBOro npaBua aBTonpoLeccuHra Bbibepute MpaBuno ana o6pabotku
BXOAALWMX NUcem u Haxxmute OK.
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PepakTupoeanve npasnuna obpaboTkn BXOAALLMI MMCEM @

WMs NpaBuna: | Mpaswno And obpaboTky EX0RALMY MMCEM NEZI

Yenoeve | feficteme

TeMa CoaepHmT:

OTuer

BroseHne cooTEETCTEYET Macke:

OTnpaerTend:
o [AN1(1)/TK 1 user 1]

] i 3
MonyuaTtend:
o [AN4(1)/TK4/user4]

4 L1 k

|:| MpoBepATL NOANMCE

[ ofpafaTsiEaTs MsBewEHA

OCTEHOBWTE AansHeiwyro obpaboTky npasun

[ OK ] [ COTmeHa ]

PucyHok 44. Ycnosue npasuna obpabomku 8xodauwux nucem

4 B okHe PEAaKTMpOBaHMe npasuaa OGpaﬁOTKM BXOoA4ALWNMX NUCeM B rnoJsie Nma npaBuia ykaxurte
NPOn3BOJIbHOE NMA.

5 Ha Bksiagke YcnoBue ykaxunTe, B Kaknx crydasx nncbMo byaet o6pabotaHO AaHHbIM NPaBUIOM:

o [Ansa O6pa6OTKI/I nmceMm, B TeMe KOTOPbIX COAEePXUTCA OﬂpeAeﬂéHHaﬂ nocneaoBate/ibHOCTb
CMMBOJIOB, yCTaHOBUTE q)J'Ia)KOK Tema COAEePXNT N B Nosie Noa ¢na>|<|<0|v| BBeAuUTE 3Ty
nocneaoBaTe/ibHOCTb.

o ,ﬂ,ﬂﬂ O6pa6OTKI/I nMceM C BJIOXKEHUAMU, NMEHa KOTOPbIX coaep>KaTt onpeaeneHHble CUMBOJIbI,
yCTaHOBUTE ¢na>|<0|< BnoxxeHune COOTBETCTBYeT MacCKe 1 B MnoJje noj 3stum q)ﬂa)KKOM BBeaguTe
HY>XHbl€ CUMBOJbI. Mo>kHOo 3ajaTb TOJIbKO OAHY Macky.

I'Ipvl 3aflaHUN MaCKU perncTp He y4ntblBaeTca, MOXXHO UCNOJIb30BaTh Cieayroume cneynanibHble
CMMBOJIbI:

e * — CoOTBETCTBYET N0HON NOCNes0BaTE/IbHOCTU CUMBOJIOB.
e 7 — COOTBETCTBYET NHOBOMY €UHUYHOMY CUMBOJY.

,U,J'IFI BbINMOJAHEHUA YC/IOBUA Tp66y8TCﬂ, yTO6bI UMS q)a|7u1a BO BJIOXKEHUWN COOTBETCTBOBAaNO
3aAaHHOI7I mMacke. ®aibl TOro xe BJIOXXEHUA, HE COOTBETCTBYHOLLE MaCKe, O6pa6OTaHbI He

ByayT.
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o [na obpaboTkm Nncem oT onpeAenéHHbIX OTNPaBUTENEN UAN NOJyYaTener, YCTaHOBUTE HY>XKHbIN
dnaxok, Haxxmute lo6aBUTb 1 BbiIbepuTe U3 afpPEeCHON KHUTM OAHOTO UM HECKOJIbKO
nonb3osatenen. Haxmute OK.

[nsa ypaneHvsa otnpaButenen Uan nosydatenen, Bbibepute nx B COOTBETCTBYHOLLLEM CMNCKE U
HaXkMuTe Yaanurb.

Ecan cbna>|<|<|/| OTI'IpaBVITel'IVI n n0]1y‘-IaTeJ1I/I He YyCTaHOBJIEHbI, NPaBN10 6yAeT BbIMOJHATLCA ANA
nucem Aro6bIX NoJb30BaTeENEN.

o Ecamn Heobxogumo obpabatbiBaTh NUCbMa, MOAMMCAHHbIE 31EKTPOHHOW NOAMMNCHIO, Bbibepute
MpoBepsaTb NoANNCH.

[lns BoinonHeHWs ycnoBus TpebyeTcs, UTobbl BAOXKEHWS NUCbMA HbLIN MOANMCaHbI Y MOANUCH
6blna gencTBnTeNnbHa.

o Ecan HEO6XO,£I,I/IMO NPUMEHUTb NMpaBWJa K U3BELLEHNAM (CM. 3ar|poc I/I3B€LU.€HI/II7I O AOCTaBKe U
npo4yTteHnn B Bnae OTA€/IbHOIO I'II/ICbMa) yCtaHOBUTE Bbl6epI/ITe 06pa6aTbIBaTb nipeweHuna.

g BHumaHue! Ecnv ans npaBuna 3afiaHO HECKOJIbKO YCN0BMI, MMCbMO ByaeT obpaboTaHo
JaHHbIM MPaBUIOM TOJIbKO MPU OAHOBPEMEHHOM BbIMOJHEHWIN BCEX YCNOBUIA.

6 Ortkpolite BKIaaky AelicTBue.

PenakTupoBanne npasnna obpaboTkn BXOAALLIMX NMCEM @

WMa Npaeuna:  Mpasuno Ana obpaboTky BXogALMK MceM NO2

Yenoswe | AeicTeme

Tin AefcTEnA:

’COXDEHEHME E KaTanor Ha QucKe ']

KaTanor:

HDM KOMWMpoBaHii N0ANMCaHHOMD BNOGHEHMA Ha AWCK

’HG‘IOJ‘IbEOBETb ofluMe HACTPOIAKK ANA NPaBHN ABTOMNPOLECCHHNE v]

ﬂDCbIHaTb KBMTaHUMID O I'IDD‘-{TEHMM;

OCTaHOBWTE AaneHeliwyr obpaboTiky npasun

[ OK ] [ OTmeHa ]

PucyHok 45. flelicmsue npasuna obpabomku exodaujux nucem

7 W3 cnncka Tvun aeinctBna Boibepute o4MH 13 BapnaHTOB:
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¢} CoxpaHeHMe B KaTasnor Ha gucke.

BHumaHme! Ecv y Bac HaCTPOEHO aBTOMAaTUYECKOE COXPaHeHVEe BXOAALMNX MUCEM B

//A\ KaTasior Ha aucke, B ciiydae o6paboTkn nmcbMa ¢ haiioM BJOXKEHUS, UMs KOTOPOTrO
COBMaJAET C MMEHEM paHee COXpPaHEHHOro B KaTtasor darina, HoBbIV dalin BAOXEHNS He
COXPaHUTCH.

o CoxpaHeHue B KaTa/ior € 3aMeHOW cyLiecTBytowmnx ¢ainos. MNpu coBnageHnn nMEH dann, yxe
HaxoAALMIACA B Marnke Ha3HayeHns, 3aMeHsAeTca painnom BAOXeHNA N3 06paboTaHHOro NMcbMa.

o CoxpaHeHue B KaTa/ior € 3aMeHo 6osee cTapbix ¢aitnos. [pu coBnageHnn MMEH daiin, yxe
HaxoAALMIACA B Manke Ha3HayeHs, 3aMeHAeTcA GannoM BAOXKEHMS, TONbKO ecin daitn
BJIOXKEHMA OblN U3MEHEH No3Xe.

o CoxpaHeHMe B KaTanor ¢ nepemmeHoBaHnemM Konmpyemoro q>a|>'|na. |_|pl/1 COBMafeHnn NUMEH K
MMEHN COXpaHAEMOro ¢a|7|na AO6aBJlFIeTCFI I'IOCT(])I/IKC __COpy<HOMEP KOIMM>.

o MMepemeleHune nucbma B nanky [lenoBoi noutsbl.

MNpw coxpaHeHMM NMCbMa Ha AMCK B BbIBpaHHOM nanke coxpaHAroTca Gpaisibl BAOXKEHNA 1 TEKCT
nucbma B BMAe Gaina BODY-<permcTpaumoHHent Homep>.rtf WAM blank.txt, €CAN Bbl paboTaeTe C
nnuceMamu 6e3 npumMmeHeHns popmatmpoBaHmsa (cM. Hactpolika obumx napameTpos). Ecam nucemo
He coaepXuT TekcTa, dannbl B dopmate RTF n TXT He co3gatoTcs.

8 Ecav BbIBpaHO KONMPOBaHWE NCbMa B KaTasor:
o HaxmunTte O630p 1 ykaxuTe narnky, B KOTOPY ByayT cKOMMpoBaHbl Gaiibl MMcbMa.
o B cnucke Mpu konvpoBaHWY NOANNCAHHOIO BJIOXKEHMUSA Ha AUCK BbibepuTe O4MH U3 BapUaHTOB:

e Vicnonb3oBaTb 0bLMe HACTPOWKN A5 NpaBUA aBTonpoLeccuHra. lNMpu Beibope 310ro
BapuaHTa OyAeT BbINMOAHEHO AeNCTBUe, 3afiaHHOe B pa3gene ABTONPOLLECCUHT
(cMm. HacTpoika npaBua aBTOMpPOLECCHHTra).

e  Ypanate noanuch.
e CoxpaHaATb B Buge daisia c NpMcoeanHeHHON NOANUCHIO.
e OTCOeAWHATb NOANUCH B OTAENbHBIN daiin.

MNMoapobHee 0 NPUKPENNEHHON N OTKPEMNNEHHOWN SNEKTPOHHBIX NoANUcax darna
cm. OTKpenaeHne 1 NpukpenaeHne nognucn darna.

o Ecnm Tpebyetca oTnpaBaAaTb KBUTAHLMIO O MPOYTEHUN NMUCbMa B Clyyae, Korga obpaboTaHbl
TOJIbKO HeKOTOpble dGaisibl BAOXEHWS NUCbMa, BbibepuTe MNocblnaTe KBUTAHLMIO O MPOUTEHUN.

Mpumeuanue. Mocne 06paboTkM NMCbMa CO BCeMU daitamu BAOXKEHUIA KBUTAHLMA O
NPOYTEHUN OTNPaBAAETCA BCErAa.

9 Ecan BbibpaHo nepemelleHve NMcbMa B nanky nporpammel ViPNet [lenosas nouta, Haxxmute O630p
1 BbibepuTe Nanky A8 COXPaHeHUa nNucem. ITo AOMKHa ObiTb Kakas-nmbo co3gaHHas Bamu
noAnarnka nanku Bxogawwue nan Jenosas noura.
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10 Ecnm Tpebyetcs, uTobbl Nocne 06paboTkm NMCbMa AaHHbIM NPaBUAOM 3TO MUCbMO MOT/IO BbITb
obpaboTaHO nocaeayrOLWMMM NpaBuaamm, cCHUMUTE dnaxok OCTaHOBUTb AasbHelwwyto 06paboTky

npasua (MO yMONYAHWNIO YCTaHOBJIEH).

11 YT06bI cOXpaHWTb NpaBuao, HaxmuTe OK.

KonvpoBaHve npaBu aBTOMPOLLECCHHTa

Ecam BamM HeO6XOAMMO CO3AaTb MHOXECTBO OAHOTUMHbIX MNPaBWJ, HE3HAaYNTENbHO OT/IMYAIOLLXCS APYT
oT Apyra (Hanpumep, YUTobbl OpraHn3oBaTh UHAMBUAYaNbHYHO PacChbinKy Gainnos BallMM KOHTaKTaMm), Bbl
MOXKeTe CKOMMPOBaThb CyLLeCTBYIOLLLee NPaBunIo N OTpeAakTMpoBaTh ero. [na atoro:

1 Bbibepute MHcTpymeHThbl > HacTpoiika > ABTONPOLLECCUHT.

2 Bbibepute npasuno n HaxxmuTe Konnposatb. Co3aaHHas Konus BelbpaHHOro npasuia byaet

BblAeneHa CepbiM LIBETOM.

3 YT106bl M3MEHMTb NapaMeTpbl CKOMMPOBAHHOIO Npasuaa, HaxxMmuTe N3meHnTb. HacTpoiika npasu

onuvcaHa B pasgenax:
o Co3gaHue npaBuaa Ans Ncxoaawmx dannos.

o Co3gaHue npaBuaa ANA BXOAALWMX MUCEM.
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OnTrMm3aums paboTbl
ABTOMPOLIECCHHTa

B HekoTOpbIX Cyyasx NpaBuiaMu aBTONpPoOLLeCCMHra 0bpabaTtbiBaeTcd 0UeHb 60JbLLIOE KOMYECTBO
nucem. ObpaboTtka HonbLIOro 06béMa faHHbIX C HACTPOMKaMM aBTOMPOLIECCUHTA MO YMOYAHNIO MOXeT
CyLLLECTBEHHO 3aMeanuTb paboTy nporpammbl ViPNet lenoBasi nouta, NpMoCcTaHOBWTb NPUEM TeKYLLEeN
KOppPEeCcnoHAEeHUUN, Bbi3BaTb HeMpeaBUAEeHHbIE OLLINOKN.

UT06bI yckopUTL paboTy aBTOMPOLECCUMHIA C HOLINM KOJIMUYECTBOM MUCEM, PEKOMEHAYETCS BbIMOJHUTD
HaCTPOWKM:

1 Bongute B nporpammy ViPNet [lenosas nouyta ¢ npaBaMu agMuHuctpatopa (cm. Pabora B
nporpaMmMe C NpaBamun agMuUHUCTPaTopa).

N

B okHe nporpammebl B MeHto MIHCTpyMeHThI Bbibepute HacTpolika.

B okHe HacTpoiika Ha naHenn HaBurauummn BbibepuTe pasgen AaMUHUCTpaTop.

AW

B pasgene AgMuHucTpaTop cHUMmUTe daaxkok CoxpaHAaTb UCTOPULO B Nanke «AyaunTt».

(0]

Ha nanenu HaBurauum Beibepute passen ABTONPOLLECCUHT.

6 B pa3zene ABTonpoueccuHr (cM. HacTpoiika npaBua aBTOMPOLECCUHTA) CHUMNUTE GaaxKok
CoxpaHATb NMcbMa, 06paboTaHHble aBTOMPOLLECCUHIOM.

ﬂ'aHHbIe HaCTpOl\/JIKVI NO3BOJIAT NOBbICUTb CKOPOCTb O6pa6OTKVI nncem npasnaamMmn aBTtonpoueccunHra.

BHuMaHue! ECiu Bbl OTKAOUMTE COXpaHeHue nucem, obpaboTaHHbIX

/A\ aBTOMPOLECCUHIOM, 1 COXPaHEHMe NCTopun B nanke AyamT, obpaboTaHHble NcbMa ¢
HeobpaboTaHHbIMK dalinamu BAOXEHWN, a TakKe MHPopMaL s 06 nx Hanmuum byayT
yTEpPsHbI.
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[TooCcMOTpP XypHana
ABTOMPOLECCHHIa

MHbopMaums o cobbiTusX, BO3HUKAOLWMX NPU paboTe aBTONPOLECCUHIa, PUKCUPYETCS B XKypHase

aBTOMpoLeccuHra. Hactpoiika napameTpoB XypHana onvcaHa Huxke (cM. Hactpolika napameTpos

>XXypHasa aBToOMpoLeccuHra).

[Ans npocmoTpa XypHana aBToMNpoLEeccuHra:

1 B okHe nporpammbl ViPNet lenoBas nouta (cM. VIHTepdelic nporpammbl) B MeHto Paiin Bbibepute

XypHan aBTonpoueccutra. OTkpoeTcsi okHO MpocMoTp XypHanos.

5| MpocmoTp skypHanos

Nenosan nouTa: Haiaeno 15 sanncei

L TEN - 1]

MypHan

BribepuTe #ypHan
lenosan nodTa -

12 okTABpA 2010 T.
12:08:57

12 okTabpa 2010,
12:08:57

12 okTabpa 2010,
12:09:01
12 okTAGpA 2010T.
12:09:10
12 okTABpA 2010,

(&) rhopriaLms
(3} Mrchoprauma
€3 ownfixa

(&) MrchopriaLma

DUNLTP

Bpema cobmiTna:
@ B wHTepBane

= - I
u - I
Ban

(oo b0 P S

O 3anocnegrme Q Oumbra 12:09:35
12 okTabpa 2010,
Tun cobbiTna: € Ownbia 12:10:01

BCe

12 okTAGpA 2010T.
M ouitica

B vindpopraimes 13753

12 okTabpa 2040,
B opras 137413

12 okTABPA 2010 T,
@ trroprawus 13:14:32

12 okTAGpA 2010T.
8 vipopraims 13 753

12 oxkTabpa 2040,
8 vinopraims 127507

12 okTABPA 2010 T,
B vidopraws 155157
@ A T— 12 okTAGps 2010T.
() UrchopHaums

1512:27
(&) MrchopriaLma

/] MDA YTIDSAASHIE
/] VIFEODMEL S
OTobpamenne

CopTHpoBaTh:
< HE COPTWPOBaTh >

W cooripozats no vh ]

3aMMCcei Ha CTPaHULE: m
MoKasaTe

12 okTabpa 2010,
15:12:42
12 okTAGpA 2010T.
15:12:43

WHMAP 200
WMAP 300
WMAP 1353
WHMAP 300
WMAP 1353
WMAP 1353
WMAP 321
WMAP 322
WMAP 321
WMAP 322
WMAP 100
WMAP 321
WMAP 322
WMAP 321
WHMAP 322

= lE s

3anmoa 1-15 13 15

MpesTudukarop|Coobuerme |

WMsMeHEHE! NPEBMNG SETONPOLECCHMHE MMCEM,

MzmeHeHb! NPaBNa hainosoro
SETONPOLSCCMHTE,

Ownbika NpW yNaxkoske Gaina B NMcbMo.

WzMeHEHE! NPaBMNa dainosoro
AETONPOLECCMHTE,

Ownbka Npu yNaKoEKe haiina B NMcsMo.
Ownbika NpW yNaxkoske Gaina B NMcbMo.
©aEiin yNakoEaH B MUCEMo.,

MicEMo © GEIAN0M OTNPABNEHOD.

©aEin yNaKkosaH B MMCeMO,

MucEMo C GainoM oTNPaBneHo.
M3MEHEHEI HACTPOMKK BEAEHMA KYPHana.
©aEin yNaKkosaH B MMCeMO,

MucEMo C GainoM oTNPaBneHo.

Gakn ynakosaH B MMCeMO.

M1ceMo © GaiinoM oTNPaBNEHD.

PucyHok 46. [Tpocmomp XypHaaa asmonpoyeccuHea

2 B neBoli yactu okHa MpocMoTp XXypHanoB Ha naHenv PuabTp 3ajaiTe NapameTpbl MOMCKa COBbITUIA

B XypHane:

o 3ajanTe Bpems COObITUA O4HUM U3 ABYX CNOCOHOB:

. ﬂ'}'lﬂ NMOoncCKa CO6bITI/II‘/’I, npousollealnx B OI'Ipep,eIIéHHOM MHTEepBane BpeMeHWU, Bbl6epVITe B

nHTEpBane. Y106bI YKa3aTb Ha4daso 1 KOHel nHTepBana, yCTaHOBUTE COOTBETCTBYHOLLNE

dnaxkn (c 1 No) 1 B NONe cnpaBa BBegMTe AaTy U BpeMs B oOpmMaTe nn.vu. T T

Y4y :MM: CC.
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e [1na noncka cobbITMIA, MPOU30LLEALLMX 3@ MOCNEAHMNE HECKOBbKO AHeN, BbibepuTe 3a
nocsiefHue 1 B NoJie CripaBa BBeANTE KOJNYECTBO AHEN.

Mo ymMmonyaHuto 3asaH Nouck cobbiTuin 3a nocnegHne 10 gHen.

o 3apanTte MM COBbITHS, YCTAHOBUB UAN CHAB GAaxKy Bce, ownbKa, npeaynpexxaeHue,
nHdopmauums. No ymonuyaHuo 3asaH NONCK BCEX COBLITUN.

3 Ha naHenn OTobpaxkeHue:

o W3 cnucka CoptupoBath BbibepuTe NOPAJ0K COPTUPOBKU. 10 yMONYaHNIO BbIBPaHO < He
CcopTUpOBaThb >.

o Ecau Tpebyetcs U3MeHUTb NOPAJOK COPTUPOBKM COBBITUIA, yCTaHOBUTE GAaXKOK COPTUPOBaTh NO
ybbiBaHUtO (3TOT PAaXOK HeAOCTyneH, ecaun B cnincke CopTMpoBaTh BbIbpaHO < He COPTUPOBaTb

>).

o B none 3anucein Ha cTpaHULe yKaxunTe YnCo COBbITUI, OTOBPaXKaeMbIX Ha OAHOM CTpaHuLe (no
ymonuyanuro 100).

4 HaxmuTe Moka3saTtb. Ha npaBoi naHenn okHa MNpocmoTp XypHanoB 0ToHPa3nTCa Crmncok
HalAEeHHbIX COBbITUIA.

5 Ecm pe3ynbTaTtbl NOUCKa OTO6pa>KaI'OTCFI Ha HECKOJIbKUX CTpaHuMUax, ANA NepeknroveHna Mexay
CTpaHUUamMu MCI'IOﬂb3yIZTe KHOMKMW, pacnono>XeHHble Haj CMNCKOM cobbITuN.

6 YTObbl NPOCMOTPETH NOAPOLHYHO UHPOPMALMIO O KaKOM-AINHO COBLITUN, LLENKHUTE CTPOKY 3TOr0o
cobbiTna. OTkpoetcs okHo UHdopmauums o cobbitum.

& Wndopmayms o cobeimin @

ﬂ Copy to dipboard

Tun cobbiTna: uHHopHELMA
Bpemn: 12 okTabpa 20101, 12:08:57
HeTounnk: WMAP
HoenTtndukarop: 300
Coobugenme: MsMeHeHs! npasina Gafinosoro 35TONPOLECCMHTE.

[obasnennble npasuna:
Mpaenno anA obpaboTky daknos N2

BrnroueHHbIE Npasuna:
Mpaenno ona ofpaboTky dainos Mo

PucyHok 47. ModpobHasa uHgopmayus o cobbimuu

Y1obbl NepenTn K NpeablAyLeMy cobbITUIO B CMIUCKE, HAXXMUTE KHOTMKY ﬂ B BEPXHeW 4acTu OkHa

NHpopmaumsa o cobbiTnn. YUTobbl MepeiTn K ciegyrolemMy cobbITWIO, HaXKMUTE KHOMKY ﬂ
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CobbITNs, peErncTprpyemMble B XXypHasie aBTONPOLECCUHTE, NMEPEUNCIEHbI HUXKE.

Tabauya 5. Cobbimus asmonpoyeccuHza

Tun cobbiTuA

WHudopmauwma

MpepynpexaeHve

Owwnbka

Vaentuukarop OnucaHve cobbiTUA

cobbITUA

200 3meHeHbl NpaBkia aBTOMPOLEeCCMHIa Nncem
210 CpaboTano npaBuio aBTONPOLLECCMHa MUCEM
211 Mucbemo nepemelteHo

212 TekcT Nnucbma coxpaHeH B dain

213 BnoxxeHune coxpaHeHo B dann

300 MN3meHeHbI NpaBuna $ainnoBoro aBTonpoLLeccnHra
312 ®alinoBbIN aBTONPOLIECCUHT Nepe3anyLLeH
321 ®aiin ynakoBaH B NMCbMO

322 MuceMmo ¢ darinom oTnpasaeHO

311 ®annoBbIN aBTOMPOLLECCUMHT NMPUOCTAaHOB/EH
1251 Owwnbka npu obpaboTke NMcbma

1252 Owwnbka npun noncke npasuna

1253 Owwbka Npu NpUMEHEHWM NpaBma

1254 Owwbka npu nepemMeLLeHr NMCbMa

1255 Owwbka Npn coxpaHeHUn TekcTa NncbMa
1256 Ownbka Npu COXpaHEHUN BAOXKEHWSA

1351 Owwbka npw novcke dannos

1352 Owwnbka npu obpaboTke daiina

1353 Owwnbka npu ynakoske dainna B NMMCbMO

1354 Owwnbka npu oTnpaske NUcbMa ¢ Gpaiaom
1355 Owwnbka npu yaaneHun obpaboTtaHHoro daiina

ViPNet [lenoBas nouta 4. PyKkoBOACTBO NOAb30BaTENA

129



HacTporka napaMeTpOoB XypHana
ABTOMPOLIECCHHTa

1 B okHe nporpammbl ViPNet [lenosas nouta Beibepute NHcTpymeHTbl > Hactpolika >
AsTonpoueccuHr > XXypHan.

Hacrpoiika @
OBwmue Kypran
Nucbmo
Nevate PaspelumTb BEAEHWE HYypHaNa
BHELHME MporpaMHsl
YpoBEHD AETANM3ALAN
ABTONPOLRCCMHT

: @ OBLMHEI PEHIM
4] ADXMEALMA

_ Bricokaa noapobHocTs

HacTpoiiki poTaLym

MaKCMMaNeHBIA DasMep TEKYILEND KypHana: 1 MBaiT

A LN [

MEKCOMMENEHBIN PASMED SPXMBE HYPHANA: [ MBaiT
[ Cpok xpareHua apxuBa #ypHana: 130
[ OK ] I OTMeHa I l MPUMEHKMTE I I Cnpaeka

PucyHok 48. Hacmpolika XypHaaa aemonpoyeccuHaa

2 YT06bl OTK/IHOUNTL BEAEHME XypHana aBTONPOLIECCUHTa, CHUMUTE diaxkoK PaspelunTtb BegeHne
XKypHasa (1Mo yMOJYaHMIO YCTaHOBJIEH).

Ecam dnaxkok cHAT, HacTpoWKa OCTaNbHbIX MapamMeTPOB >XXypHaaa aBTOMPOLIeCCMHIa HeAOCTYMHa.

3 BoibepuTte YpoBeHb AeTanvsauumm:
o OG6bIUHBIN pexkxuM (BbIbpaH No ymMonyaHuto) — burkcnpyetcs Hanbonee BaxHasa nHGopmaums.
o Bblcokas nogpobHocTb — dukcnpyertcs BCs HGopmaLms.

4 3aparite Hactpoiku potauumu:

o MakcMmanbHbI pasMep TeKYLLEro XXypHana — BBeAuMTe pa3mMep XypHana B MerabanTax (no
ymonuaHuio 1).

Ecan pasmep Tekyluero danna xypHana npesbillaeT 3afaHHOe 3HayveHve, Ganny npuceansaeTca
CTaTyC apXMBHOTO U CO3ZaETCA HOBbIV TeKyLLUN Galin XypHana.

o MakcMmanbHbIV pa3mep apxuBa XXypHaia — BBeAWTe pa3Mep apxuBa B Merabarrax (no
ymoa4aHuio 5).

Ecan cymMapHbIn pasmep apxMBHbIX GaiioB XypHana NpPeBbICUA 3aaHHOE 3HaUEHUE,
nocaesoBaTeNbHO YAANAOTCA CaMble CTapble apxvBHble dalibl 40 TeX Nop, Noka CyMMapHBbIN
pa3Mep apXvBOB He CTaHET MEHbLLE WM PaBEH 3a4aHHOMY 3HAaUYEHWUIO.
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o Cpok XpaHeHUs apxvBa XXypHana — BBeAUTe MakCMMaibHOE BPeMS XPaHEHUS apxmBa B AHAX
(mo ymonuanuto 180).

Ecnv Bpems xpaHeHWs apxnBHOro daiina XypHana (pasHuua Mexay TeKYLLUM BPEMEHEM 1
BpeMeHeM nepeBoja Galina B apxvB) NpeBbILIAET 3aaHHOE 3HaUeHme, Takon daiin yaansercs.

Mpumeuanue. Ecnm yctaHoBneH dnaxok Cpok XpaHEHUA apxmBa XypHana, He
N3MEHANTE CUCTEMHOE BPEMS.

5 YTtobbl COXpaHUTb HAaCTPOMKM, HaxxMuTe MpUMeHUTD.
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HacTporka nporpamMmel

HacTpowika o6wmx napameTpos 133
Hactpolika apxvBauum nnucem 135
HacTpowika napameTpoB paboTbl C MMCbMaMu 139
Hactpoika neyatu 141
HacTpowika BHeLHMX NporpaMm 142
Pabota B nporpaMmme c npaBamu agMUHUCTPaToOpa 143
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HacTporka OBLLMX MapaMeTPOB

BHumaHue! He n3meHsiiTe BpyuHyto KOHOUIypaLMOHHbIA dailn wmail.ini. B HEM
coaepxuntca MHGopmaums o Hactpoikax ViPNet enosas nouta. Ecam namennts dain

A\ BPYUHYO, HAaCTPOWKM 13 nHTepdelica nporpammsl 1 13 daina byayT oTanyaTbCs, u

HapYLUMTCA LEeNOCTHOCTb NporpamMmbl. [Mpy NosBAEHUN OLWINMOKM LLeNOCTHOCTH, YTOObI
NPOAO/IKUTL PaboTy, HY>KHO ByzeT COPOCUTb HACTPOMKM K 3HAUYEHUAM MO YMONUAHUIO.

1

B okHe nporpammbl ViPNet Jenosas nouta (cm. VIHTepdeic nporpammel) Bbibepute HCTpYMEHTbI
> Hactpoiika > Obuwue.

HacTpoiika @
06ume| OBuye

[] dopHaTMpoEaTS TEKCT NPK COSAEHIMM MACEME

BHELWHME NporpamMMel
+1- ABTOMPOLIECCHHT
-+ ApXMBaLMA

[T Mo kHoMKe “3aKpEITE "™ CBOPAUMBATE OKHO NOYTEI B “TPeii™
MpK NoanKcH oTASMEHOro Gaifina NPHCOEAMHATE NOAMHCE K HEMY
[ MaromansHeit pasmep xpaHunMwa coobweri:

1024
IMPH KOMWPOBEHMA NOANMCSHHOTD BNOMEHWSA Ha AWCK MAW B APYT YO NPOrpamMMy
@) yaanATe Nognuce
| COXPaHATE B Biuae dalina © Npucoe AMHEHHOIM NOAMMCED

) OTCOEAWHATH NOAMWMCE B 0TAENEHBIA dain

[ Ok ] I OTmeHa ‘ l MpuMEHUTE I I Cnpaeka

PucyHok 49. O6wue Hacmpoliku npoepammel ViPNet [lenosas nouma

Ecan npu cosgaHnm nucem Bbl XOTUTE NCMONb30BaTb BO3MOXHOCTU GOPMaTUPOBaHNA TEKCTa,
ycTaHoBUTe paxkok PopmMaTvpoBaTh TEKCT NPU CO3AaHMN NUCbMa (MO YMOAYaHWIO CHAT). [Npu
3TOM B OKHe co3gaHunsa nucem (cMm. OKHO co3gaHua 1 npocmoTpa nucem) byaeTt otobpaxkaTbcs
naxHens GopmaTMpoBaHms.

OtnpaBnate NUcbMa 6e3 npMMeHeHnsa GopmaTMPOBaHMNA PEKOMEHAYETCA B ClyYae, Koraa
nosy4atenun nnucbMa mncnonbsytoT nporpammy ViPNet Jenosas nouta 6onee paHHUX Bepcui, B
KOTOPOW He nogaepxuBaeTca GopMaTnpoBaHme TekcTa. Ecam Bbl oTnpaBute TakoMy noaydatesnto
NMCbMO C NpUMeHeHeM GOpPMaTUPOBaHMA, OH NOJTYYMT TEKCT BaLLero nnucbma B Buae danna
BAOXeHWs BODY-<perncrpaumoHHbIi HoMep nucbma>.rtf 1 CMOXeT NpoYecTb ero ¢ NOMOLLbHO
TEKCTOBOro pefaktopa, Hanpumep Microsoft Office Word nan Microsoft WordPad.

Y106bI NpW HaXaTUM Ha KHOMKY 3aKpbITb [l nporpamMma cBopauymnBanacb B 0bnactb
yBeAOMAEHWI, ycTaHOBUTe Paaxok Mo kKHonke «3aKpbiTb» CBOpaunMBaTh OKHO NOUTbI B «Tpein» (no
YMONYAHUIO CHAT).
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4 Y106bl OTCOEANHATD NEKTPOHHYHO MNOAMUCL NPY NOANMUCaHWUW OTAeNbHOTrO dalina (cm. [MNoanuncaHve
dainna), cHummuTe dpnaxok Mpu nognuck otaenbHoro daiina NPUCOeANHATL NOANUCH K HeMy (No

YMOJIYaHUIO YCTaHOB/IEH).

5 Yrtobbl OrpaHnunTL pazMep XpaHuauLa nuceMm, yctaHoBuTe Gpaaxkok MakcMmanbHbIii pasmep
XpaHuaua coobLeHnn 1 B nosae nog Gpaa>kkom ykaxute pasmep B merabariTax.

Ecan pasmMep XpaHuauiia orpaHnyeH, npun 40CTUXEeHUN MakKCMMaibHOToO pasMepa nporpamMmmMa:

¢} nepecraHet 3a6|/|paTb NOYTOBbIE KOHBEPTbLI U3 NankKy TPaHCNOPTHOIro MoAy A (TO ecTb BbI

nepecraHeTe nojy4vyartb HOBbI€ nMcoma);

¢} nepecraHeT OTrnpaBaATb d)al‘/llflbl C NOMOLWbKO NpaBna aBTONPOLLECCNHTa, €CNN OHU Obln

HaCTpOeHbl.

MpumeuaHwme. Mporpamma He cMoxeT 06paboTaTb TONLKO Te NcbMa U dalinbl, pasmep
KOTOPbIX NMPEBbILIAET OCTaBLUEECs B XpaHuauLLe MecTo. MNincbma 1 Gaiiibl MeHbLLErO pa3Mepa

6yAyT NPUHNMaTbCA N OTNPaBAATbCA.

6 B rpynne an/l KonnpoeBaHn NoaAnMCaHHOTO BJIOXKEHUA Ha AUCK U B APYTYHO NporpamMmmy

BbIGepUTe AencTBue:

o YAanaTb NoANUCh (MO YMONYAHWIO);

o COXpaHATb B BuAe ¢aiina ¢ npucoesMHeHHOW NOAMNUCHIO;
o OTCOEAUHATb NOANMUCH B OTAE/bHbIN daiin.

MoapobHee 0 NPUKPENNEHHON N OTKPENIEHHOM 31EKTPOHHBIX NOANUCAX daina cM. OTKpenaeHne 1

npuvKpenieHve nognucy eaina.

7 Haxmute NpumeHnTsb.
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HacTpowka apxvBaLMM MUCEM

ObuIpe napaMeTpbl apxmBaLnm

Mpwu HacTpoVike apxXMBaLMM MUCEM, BbIMONHAEMOW BPYYHYH WA aBTOMaTUYeckU (CM. ApxrBaLns

nvcem), Bbl MOXeTe yKa3aTb, Kakne nncbMa cegyet nomMellaTtb B apxXnB N Kaknm cnocobom caepyer
pasMeLlaTb B apXmuBe BJIOXEHUA.

MpumeuaHue. Bo Bpems apxvBauun ViPNet JlenoBas nouta ncnosib3yet JONOAHUTENbHOE

MEeCTO Ha AWCKe, Ha KOTOPOM HaxoAMTCA Narnka ¢ apxXxMBoM. OHO HYXXHO A1 KOPPEKTHOM
paboTbl ¥ aBTOMaTUYECKM OCBOBOXAAETCA NMOC/Ie 3aBepLUeHUs apxmBaLmn. MoxeT

noTpeboBaTbCs B HECKOJIbKO pa3 6osiblle CBOOOAHOMO MeCTa Ha AMCKE, YEM pasMep XpPaHWUANULLA

COOBLLEHNN.

YTobbI 3a4aTb NapaMeTpbl apxXxmBaunn nucem:

1

B okHe nporpammbl ViPNet [lenosas nouta (cM. VIHTepderic nporpammbl) Boibepute IHCTPYMEHTbI
> Hactpoiika > ApxuBauus.

Hacrpoiika

HELHWE MPorpaMMel

+|-- AETOMPOLECCAHT

= [

o ABTOMATUHECKEA SPNME

Apxveauma

MoMewaTb B apXUB

Wz nankm BxoaAwme:

’Bce

W3 nankm Moo Awme:

[ﬂOCI'EBnEHHbIE

W3 ocTaneHeIX Nanok:

[Bce

MepeHOoMTE BNOMEHNA
@ B xpanunawe B

) B nanky

=l

[ o

) |

OTMeHa

] [ MPMMEHHTE ] [ Cnpaeka

PucyHok 50. Hacmpolika napamempos apxusayuu

2 B rpynne MNomelyaTtb B apxvB BbibeprTe KaTEropumn NUCEM, KOTOpble ClefyeT apXMBNPOBaTh:

o B cnincke U3 nanku Bxogauwume: lNMpountaHHblie nan Bee (mo ymonuanumio Bee).

o B cnncke U3 nankn Ucxopawme: OTnpaBneHHble, loctaBneHHble, NpountaHHble nan Bee (Mo
ymonuyaHuto [loctaBneHHble).

o B cnincke U3 octanbHbIx nanok (13 nanok YaaneHHole n Ayaut): He apxusuposatb naun Bee (no

ymosuaHuio Bcee).
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Ecnv ans Bcex nanok BoibpaHo 3HaveHWe Bce (NonHas apxvBaums), Npu apxmBaLmm Tekyllee
XpaHuauLLe coobLeHn NpeobpasyeTcs B apxmB, a ANs AasbHellweln paboTbl cO34aéTca HOBOE
XpaHuauLLe coobuieHni. MNpu HeMNONHOM apxMBaL MK CO34aETCA HOBbIN apXuUB, B KOTOPbI
KOMMPYHTCA NCbMa ANA apxmBauun. Takum 06pa3om, NosiHas apxmBaLma BbINOHAETCA
3HauMTeNbHO BbICTPEe, YeM HeMoHas.

BHumanme! Ecam ¢ nomouwbto nporpammbl ViPNet lenosas nouta exxegHeBHO
A obpabatbiBaeTcs 60/bLIOE KONMYECTBO MUCEM, PEKOMEHAYETCA HACTPOUTb MOJIHYHO

apxueBauuo NnncemM BO BCEX Nankax.

3 B rpynne I'IepeHocmb BZ1IOXKE€HUA C MOMOLLBIO NepexkiryaTtesia yKaxunTe cnocob pasmMeLleHunsa

BJIOXKEHWI:

o B xpaHunuwe bJ, — no6aBasTb BAOXKEHWs B 633y AaHHbIX U pa3MellaTh B apXmBe BMeCTe C
nncbMamu (Mo ymoa4daHuio). MNMpu TakoM cnocobe apxme ByaeT cogep>kaTtb oauH Gaiin ¢ 6a3ol
JaHHbIX, KOTOPbIV NPU HEOHXOAUMOCTUN NEFKO CKOMMPOBATb UM MEPEHECTN Ha BHELLIHWI
HOCUTENb.

o B manky — pa3meLlaTtb BAOXEHMWs B Nankax oTAeNbHO OT nuceM. B aTom cayuae apxue 6yaet
cozep>katb pann ¢ 6a3oi faHHbIX NUCEM 1 Habop NanokK C BAOXKEHUSMMU.

g BHumaHue! Cnocob pasmeleHna BJIOXEHMUI Y4YUTbIBaAE€TCA TONIbKO Mpun HernoHOM
apxueauunn.

4 Haxmute MNpuMeHUTDb.
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[TapamMeTpbl aBTOMATHUYECKOW apXmMBaLm

1 B okHe HacTpoliika Ha naHeaun HaBurauunmn Boibepute ApxuBaums > ABToMaTMuecKas apxmBaums.

Hactpoiika

HELUHWE MporpamMisl
|- ABTOMPOLECTHHT
—|- ApxVBaLMA

-----

=

AsTomarnueckan apxXMBaLNA

BbINONHATL 5TOMETHHECKYHD pXMBaLMID

MpoBEpATE YCNOBMA ANA HA4ANE 3PXMBALIAME
B Hepes Kaskablie

22:00 - a0

Mepen Kaw ool onepawiei
ApXMEWMPOBATL Paboyee XPaHMIMILE NPY BEINONHEHN YCNOBHIA
Konuuectso nvcem bonble:
5000
Pasmep xpaniniwa bonble:
100
PasMep XpaHWNHLLE MeHbLUE:

200

[ OK ] | OtmMena | | MpMMEHUTE | | Cnpaska

PucyHok 51. MNapamempel asmomamudeckoli apxusayuu

2 YTobbl BKAHOUUTL aBTOMaTU4YeCKyro apxmBauyuio nncem, yCctaHoBuTe q)]]a)KOK BbinonHATbL
aBTOMaTU4yecKyro apxmeauyuro (I'IO yMon4aHuno CHFIT).

3 Ecam aBTOMaTMuUecKkas apxumeauua BKIKOYEHA, B rpynne I'Ipoeepmb ycnoBua ANA Hadasla apxmBauuun
yCTaHOBUTE O4UNH NN HECKOJIbKO q)ﬂa)KKOBI

o Ecnm TpebyeTtca npoBepsATh YCA0BUS apXMBaLLMK B OnpesenéHHoe BpeMs, yCTaHOBUTe Gpaxok B
1 B noJie Nog, GpAaxkKoM yKaxkuTe Bpems MPoBepKM (Mo yMonUaHuio $iaXxoK YCTaHOBJIEH, 3aaHo

Bpemsa 22:00).

o Ecnm TpebyeTcs NpoBepsTh YCIOBUSA apxvBaLum Yepes onpeaenéHHbI NHTepBa BPEMEHM,
ycTaHOBUTE Paaxok Yepes kaxkable 1 B nosie Noj GhaaxkkoM yKaxknTte Bpems B MUHyTax (Mo

yMOnYaHuto $GaxoK yCTaHOBAEH, 3a4aH0 BpeMs 60 MUHYT).

o Ecnm Tpebyetcs npoBepsATb yCI0BUA apXnBaLmmn Nepes OTNPaBKOM 1 NMOJaYyYEHNEM MUCEM,
yctaHoBuTe paaxok Mepes KaXkaon onepauyeit (Mo yMOAUAHUIO CHAT).

Mpumeuanue. Ecaun B rpynne MNMpoBepATb yca0BUA ANA Hayana apxmeaumm
YCTaHOBJIEHbI HECKONbKO $N1aXKKOB, MPOBEPKa YCI0BUS apXnBaLMm 6yAeT BbIMOAHATLCS
BO BCEX YKa3aHHbIX Cay4yasx.

4 Ecnv aBTOMaTU4eCcKas apxvBaLMs BKAOYEHa, B rpynne ApxuBmpoBaTb pabouee xpaHuauLe npu
BbINOJIHEHWUW YC/IOBWIA YCTaHOBUTE OAMH WV HECKOJIbKO (adKKOB:

¢} YTOb6bI BbINOAHATL dBTOMAaTNYECKYHO apXuUBauuto Npu HakonaeHnm OI'Ipe,qu'IéHHOFO Konn4yecTtBa

nmnceMm, yctaHoBuUTe q>na>|<0|< Konunuecteo nucem 6onblue v B nose noa ¢na>|<|<0|v| YKaxunte

Koamn4yecTBo nmcem (no ymonudaHuto 5000).
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o YToObl BbIMNOMHATL aBTOMAaTUYECKYH apXMBaLIMIO NMPW AOCTUXKEHMW OMNpPesenéHHOro pasMepa
XpaHwauLLa, yctaHoBuTe dnaxok Pasmep xpaHuauvwia 6osblue 1 B nose noj ¢hiaxkkom yKaxuTe
pa3mep B Merabaritax (no ymonudanuto 100).

Mpumeuanue. Ecim dnaxkn Konnuectso nucem 6onblue 1 Pasmep xpaHunuwa
60blue yCcTaHOB/IEHbI OAHOBPEMEHHO, apxmBaLWs ByaeT BbINOAHATLCA NpU
BbIMNOJHEHUN NtOOOro U3 3aZaHHbIX YCAOBUN.

o YT0bbI OrpaHMuUNTL pasmep apxuBa, ycTaHoBMTe Gaaxxok Pasmep xpaHuavwa meHbLe 1 B rnose
nog, dnaxkom ykaxute pasmep B Merabantax (no ymonyanuto 200).

Ecnm cyMmapHbIvi pa3mep nuceM, NoA/iexallmx apXmBaL iy, NPeBbILLAeT 3ajaHHbIi
MaKCMManbHbI pa3Mep apxuBa, To ByaeT CO3AaHO HECKONbKO apX1BOB NuceM. Pasmep Kaxaoro
3 HUX ByAeT MeHbLUe 3alaHHOTO 3HAYEHWS.

5 Haxmure MpumeHnts.
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HacTtporka napamMeTpoB pPaboThl C
MMCbMamMm

1 B okHe nporpammel ViPNet JlenoBas nouta (cm. ViHTepdeiic nporpammel) Beibepute MHCTpYMEHTHI
> Hactpoiika > Mucbmo.

Hacrpoiika @

- OBlyme Muceme

PErMCTPELMOHHEI HOMED
HELHWE MPorpamMHs!

o
BTOnpoLECTHT MocTosHHaA YacTe N2 %hd

-;----Apxmsaum‘-l TeryLLMii HOMED 10

A

BesonaHocTs

AETOMATHUECKM WHPPOBTE MMCEMO MPW OTMPEBKE
ABTOMETHYECKM NOANMCATE MUCEMO MPU OTMPEEKE

[ 3anpawnsaTs MsEELEHA 0 AOCTEEKE W MPOYTEHMM BCEX MCEM
MpoEEPATE NOAMMCH MPK MOAYHEHIIA MMCEME

MpeaynpexaseHua
MpenyNpexaeHte MpH NPOCMOTPE BNOKEHWA
MpeaynpexaeHke Np1 oTNPSBKE NMCbME

Mpoyee
[ CrumaTs coobuermns

[ ABTocoxpanerme kawase | 1 MAHYT

[ OK ] I OTMeHa I l MPUMEHKMTE I I Cnpaeka

PucyHok 52. MNapamempel pabomel ¢ hucemMamu
2 B cnyyae HeobxoamMMOCTM HacTpoiTe dopMaT permcTpauMoHHOro HoMepa.

PervcTpaumoHHbIl HOMepP NMPYCBaMBaETCs KaxaoMy NUCbMY MU co3faHun. Bxogslme nucbMa
MMEIT pPerncTpaLMoHHbie HOMEepPa, KOTOpble MPUCBOEHBI OTNPaBUTENAMU. PerncrpauoHHble
HOMepa 0TObpaxkatoTCs B CNMCKE Ha NaHenan nucem (cMm. ViHTepdelic mporpaMmsl).

Yt0bbl M3MEHUTb GOPMaT PErncTPaLMOHHOIO HOMEPa, B rpynne PerncrpauyoHHbii HoMep:

o B none MocTosiHHasA YacTb yKaXnTe MOCTOAHHYIO YacTb perncTpaLMoHHOro Homepa. lNocroaHHas
4acTb He JO/KHa bbITb ANMHHEe 12 CMMBOJOB 1 AO/KHa 0b643aTeNbHO cofep>KaTb CUMBOIbI
«%d>», BMECTO KOTOPbIX NMOACTaBAAETCA TEKYLLMIA HOMEP.

o YTO6bl M3MEHUTL TEKYLLMA HOMEP, B Nosie TekyLwuii HoMep yKaxxuTte aroboe umcno, kKotopoe
60/bLUEe YKa3aHHOTO B JaHHbI MOMEHT HOMepa, HO MeHbLle 999999999.

3 B rpynne besonacHocTb 3asaliTe HAaCTPOVKM WMOPOBAHNA U INEKTPOHHOW MNOAMNUCY:
o ABTOMaTUuecku wndposaTb NMCbMO NPU OTNpPaBKe.

o ABTOMaTMUeCKn noanncatb NMCbMO MpPu oTnpasBke.

Ecnun BbIBpaHO, TEKCT NMCbMa 1 BCE BAIOXKEHUS BYyAyT aBTOMaTUUYECKM MOANMCaHbl TEKYLLUM
cepTudukaTom (CM. dnekTpoHHas noanuck B nporpamme ViPNet lenosas nouTa).
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o 3anpawwuBaTtb M3BELLEHNS O JOCTaBKE U NMPOYTEHUM BCeX NuceM (CM. 3armpoc M3BELLEHNI O
[OCTaBKe W MPOYTEHUM B BUAE OTAENbHOTO NM1cbMa).

o [poBepATb NOANWCL NPU NOJNYYEHUN NUCbMA.

4 B rpynne MpegynpexgeHus 3ajante napameTpbl yBeAOMIEHNS MPU MPOCMOTPE BAOXKEHWN U
OTrnpaBke NMncem:

o [lpeaynpexaeHue Npu NPOCMOTPE BAOXKEHUSA.
Ecav BbIGpaHo, Nepes NpOCMOTPOM BIOXEHMS NPOrpaMMa BbiAacT NpeaynpexaeHve.
o [lpeaynpexgaeHue npu oTnpasBke N1CbMa.
Ecav BbIBpaHo, Npu oTnpaeke NcbMa NporpaMMa 3anpoCcuT NOATBEPXKAEHNE.,
5 B rpynne MNpouee 3asaiite HaCTPOMNKW:
o OXnmatb coobLyeHMS.

Ecav BbIGpaHo, Nepey oTnpaskon NMcbMa byayT o6pabatbiBaThCs aNrOpUTMOM COKaTus. 3ajanTe
3Ty HaCTPOWKY, YTOObI YMEHbLUWTL pa3Mep nepeAaBaeMbiX KOHBEPTOB.

o ABTOCOXpaHeHI/Ie KaXkable.

Ecnan BbIGpaHoO, pejakTvpyemMble NMcbMa byAyT aBTOMaTUYECKN COXPaHATLCSA Yepe3 3afaHHbI
WHTepBas BPEMEHMW.
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HacTpoyka neyatm

1 B okHe nporpammsbl ViPNet JlenoBas nouta (cm. HTepdelic nporpammbl) Boibepute MHCTPYMEHTBI
> Hactpoiika > lMNeuatb.

HacTpoiika @

Ofiwne Meuate

|-||Jl‘1 MEYETH NMCBMa NEYETAaTE

BHeluHye MporpanMel
+]- ABTOMPOLECCHT
+- ApXVBaLMA [7] Ceoiicrea BnoweHMii

] Ceviicrea nmasma

Dﬁnomemq

7] ceoiicrea ceprudmkaTos

LUpwchT

2aronosKM | 11 pt. Calibri BLiBpaTE WRMAT. ..
Texcr | 11 pt. Calibri B

Ok ] I OTmeHa ‘ l MpuMeHUTE I I Cnpaska

PucyHok 53. Hacmpodliku ne4yamu

2 B rpynne Mpu neuat nucbMa neyvataTb yKaXxuTe, Kakyro JOMOAHUTENbHYIO MHOOPMaLMIO
TpebyeTcs 406aBAATb K TEKCTY NMUCbMa (MO YMOAYaHNIO BCe GaaxKu CHATbI):

o CeolicTBa NncbMa.

o CBoWCTBa BJIOXKEHUIA.

o BnoxeHus.

o CaoWcTtBa cepTUdUKaTOB.

e YT06bI NeyaTath CBONCTBA CEPTUHMKATOB MUCEM JOMOJHUTENBHO YCTaHOBUTE (1adKoK
CBoicTBa NncbMa.

e YT06bI NeyaTaTh CBONCTBA CEPTUHUKATOB BAOXKEHUI LOMOJHUTENBLHO YCTaHOBUTE GAaXKOK
CBOWCTBA BJIOXKEHUMN.

3 Y706bI M3MEHUTL LWPUGT 3aroNIOBKOB 1 TeKCTa NPW Nevatn NMceM, Co3faHHbIX 6e3 NpuMeHeHns
dbopmaTnpoBaHus, N ONMCAHHOM Bbille AOMOAHUTENBHOW MHPOPMaLMK, HaxmuTe BeibpaTb wpueT
HanpoTuB nons 3aronoBku nau Tekct 1 B okHe WpndT 3agante napameTtpbl wWpudTa.

4 Haxmute MNMprUmMeHUTb.
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HacTporka BHELLHWMX NPOrpamm

B nporpamme ViPNet [lesnoBas nouta cyLiecTByeT BO3MOXHOCTb BbI30Ba BHELUHWUX Nporpamm. s 3toro

BbIMOJIHUTE OZHO U3 JeCTBUI:
e B MeHto VIHCTpyMeHTbI BbibepuTe 3anyck BHELHMX MPOrpPaMmM 1 3aTeM HY>KHYHO MporpaMmMy 13
CNNCKa;

® Ha naHeJn NHCTPYMEHTOB HaXXMuUte BHewHwe n Bbl6€pVITe HY>KHYH nporpamMmmy m3 cnncka.

YT06bI U3MEHUTbL CMMCOK AOCTYMHBIX AJS1 BbI30OBa MPOrpamm:

1 B okHe nporpammbl ViPNet JlenoBas nouta (cM. VIHTepdelic nporpammbl) Boibepute IHCTPYMEHTBI
> Hactpoiika > BHelwlHMe nporpaMmmbil.

HacTpoiika @
Ofiwne BHelLHNE nporpammel
Nucbmo
MNe4atb
Brewnan nporparmma
BHElWH1e Mporpamtsl N
ABTOMPOLLECCHHT :(/_: KOHTPO ML NPUADHEHMA
- ABTOMETMHECKER DXME
¥nanutb
4 1 3
I OK ‘ I OTMeHa ‘ l MpUMEHMTE I I Cnpaska

PucyHok 54. Hacmpolika sHewHuUx npo2pamm

2 Ytobbl 406aBUTL NPOrpaMMy B CMIMCOK NPOrpamMm, AOCTYMNHbIX 415 Bbi3oBa 13 nporpammbl ViPNet
Jenosasa noura:

o Haxmute JobaButhb.

o B okHe BHewHAs nporpamma ykaxuTe nyTb K UCNoaHAeMOMYy daliny NporpaMMbl U HaXXmuTe
Janee.

o B okHe Nms BHelwHel nporpamMmbl ykaxuTe nms, kotopoe byaet otobpaxatbcs B HTEpdence
nporpammebl ViPNet Jlenosas nouta n Haxxmute FoToBo.

3 Y706bI M3MEHUTbL NYTb K NPOrpamMme UM UM NPorpaMMbl, Bbibepute Nporpammy 13 cnmncka u

HaxXmunTte M3mMeHunTb.
4 Y106bl yaanMTb NporpaMmMy n3 cnucka, Bbibepute nporpaMmmy 1 Haxmute Yaanuto.

5 Haxmure MNpumeHUTs.
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PaboTta B mporpamme ¢ npaBamm
AAMUHUCTPATOPA

B nporpamme ViPNet [lenoBas nouta MoXHO paboTaTb C NpaBamMu agMUHUCTpPaTopa. B pexxume
aAMWHNCTPATOPa CTAHOBATCA JOCTYMHbI HACTPONKM:

. ,ﬂ,OI'IOJ'IHI/ITe}'IbeIe HaCTpOI‘/IIKI/I N BO3MOXHOCTU NpOorpamMmmbl.
. ,ﬂ,OI'IOJ'IHI/ITe}'IbeIe HaCTpOI‘/IIKI/I napameTposB 6e3onacHoCTL.

e lI3meHeHune cnocoba ayTeHTUMKALIMM NONb30OBATENA.

Mpw paboTe B pexvMe ajMUHUCTPATOPa BCe OrpaHNYeHUs, HaknadblBaeMble YPOBHEM MOJIHOMOYMI
Noab30BaTeNs, CHAMakOTCA.

Yt06bl BONTU B NpOrpamMmy B KayecTBe agMUHUCTpaTopa:

1 B okHe nporpammbl ViPNet JlenoBas nouta (cM. VIHTepdelic nporpammbl) Boibepute IHCTPYMEHTBI
> HacTpoiika napametpoB 6e3onacHocTn > AaMuHucTpaTop > Bxog agmuHucTpatopa.

2 Beeawute naposb agMuHUcTpaTopa ceTeBoro y3na ViPNet.

Bxoa B pesnm aaMUHNCTRaTOpa (==

[apons aAMMHUCTPaTOpa:

e

[ QK ][ OTMerHa ]

PucyHok 55. Beod napoas adMuHucmpamopa cemeeozo y3/1a

3 Haxmute OK. CTaHyT AOCTYMHbI JONONHUTENbHbIE HACTPOKMN.

[lononHUTENbHbBIE HACTPOWKM 1 BO3MOXHOCTH/
MPOrpaMmb|

Mpwv paboTe B pexunmMe agMUHUCTPATOPa MOXHO yAansaTb U3 nanku AyauT nHGopmaumto o6 yaanéHHbIX
nvcbMax. B itobbix nankax nporpammel ViPNet [lenoBas noyta B KOHTEKCTHOM MEHH MWCbMa AOCTYMeEH
nyHKT MonHoe yaaneHue. MNpv NOJAHOM yAaneHUN MMCbMO YAANAETCA U3 XpaHWUaWLLa 6e3
COOTBETCTBYHOLLEN 3aNnCK B nanke AyauT.

Ecnv nosHomouns nonb3osatens B nporpamme ViPNet [lesoBas noyta orpaHuyeHbl, TO B peXxvnmMe
aAMVHMUCTPaTopa BCe OrpaHNYeHNs CHMAtOTCA.
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B pexwumMe agMUHUCTPATOPa MOXHO OTKIHOUNTL COXPAaHEHNE UCTOPUM YAANEHHBIX MUCEM B nanke AyauT:

1 Bonawute B nporpammy ViPNet lenoBas nouta B KauectBe agMuHucTpatopa (cm. PaboTa B

nporpamMmMe ¢ npaBamun agMUHUCTPaToOpPa).

2 Bbibepute NHcTpymeHTbl > HacTpolika > AgMuHUcTpaTop.

AppavHnctpatop

[¥] CoxpaHaT McTopMio B nanke “Ayaut™

- BHELUHWE NParPaMHE!
+]- ABTOMPOLECTHHT
ApxHBaALAA

+

Hacrpoiika (=53]

[ OK ] l OTMEHS I MPUMEHKTE m

PucyHok 56. [lonosHumesbHble Hacmpolku 8 pazdene «AOMUHUCMPamop»

3 CHumute pnaxok CoxpaHATb UCTOPUIO B Nanke «Ayant» (N0 yMOAYAHUIO YCTaHOBJIEH).

4 Haxmute NpumMeHnTsb.

/lononHUTENbHbBIE HACTPOWKM MapamMeTpoB

6e30MnacHoOCTH

MNMoMWUMO AOMOHUTENbHBIX NapPaMeTPOB HACTPOWMKK B pasgene ALMUHUCTPATOP, BO BpeMs paboTsl B

pexxnmMme agMUMHNUCTpPaTOopa CETEBOIO y3aa AOCTYMNHbI caejyrolme napamMeTpbl Ha BKaajke

AAMUHWCTpaTOp B OkHe HacTpoiika napameTpoB 6e30nacHOCTM:

¢ PaspelunTtb coxpaHeHMe Naponas B peecTpe — No3BO/AET NONb30BaTeN0 CETEBOro y3/1a yCTaHOBUTb
dnaxok CoxpaHutb napob npwu Bxoge B nporpammy ViPNet Jenosaa nouta. Ecam atoT dhaaxok
yCTaHOBJIEH, NapoJib NOAb30BaTeNa XxpaHUTCA B peectpe Windows 1 aBTOMaTMyecKu NoACTaBAAETCA B

noJsie BBoZa NapoAaa npu 3anycke nporpammbl ViPNet lenosas nouta.
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MpumeuaHue. [laHHbI NapaMeTp 3afaétca agMuHucTpatopom cetn ViPNet B
nporpamme ViPNet Administrator n nepepaércs Ha y3en B coctaBe AUCTpubyTUBa
KArOYEl MK B COCTaBe OBHOB/EHWS CMPABOYHMKOB W KtoUel. AMUHUCTPATOP
CeTeBOrO y3/1a MOXeT U3MEHUTb COCTOAHME daaxkka PaspelunTb coxpaHeHWe napons B
peectpe, 37O N3MeHeHue ByaeT AeNCTBUTENBHO A0 CefytoLLero obHoBIeHNA
CNpaBOYHMKOB W Kntoyel. [ocne cnepyroliero obHOBAEHMSA COCTOsIHNE daxkka byaeTt
COOTBETCTBOBATb HACTPOMKaM, 3ajaHHbIM agMuHmcTpaTopoMm cetn ViPNet.

ABTomaTnuecku Bxoautb B ViPNet — nossonset BoinosHATb Bxog B 10 ViPNet lenosas nouta 6e3
HeobxoaMMOCTV NoATBEPXAeHMA Napoaa nosib3oBaTensa ViPNet B okHe Bxoga B nporpammy. Ecam
dnaxok ycTaHOBJIEH, NPW 3anycke NPOrpaMMbl Ha TeKyLLleM CETEBOM Yy3/1e OKHO BXOAa B Nporpammy
He nossnsetcsa u Bxog B N0 ViPNet [lenoBas noyta BbINOJHAETCA aBTOMaTUYECKN. ITO MPONCXOANT
B C/IAYHOLLNX CAyYanx:

o MpW MCNONb30BaHUM cnocoba ayTeHTudurkauum Mapoab — ecan Naposb COXpaHeH B peecTpe, To
€CTb yCTaHOBAeH Gaaxkok PaspelunTb coxpaHeHue Napos B peecTpe, a B OKHE BXOAA B
nporpaMMmy ykasaH BepHbI/ Naposb 1 ycTaHoBAeH diaxok COXpaHUTb Napoib;

o MpuV UCnonb3oBaHUK cnocoboB ayteHTUdMKauum Maposb Ha ycTpoicTBe 1 YCTPOCTBO — eCin
BHELLUHee YCTPOMCTBO MOAK/IOUEHO K KOMMbIOTEPY W B OKHE BXOAA B MPOrpamMmy ykasaH BepHbI
MNH-koga n yctaHoBaeH dnaxok Coxpanntb MUH-kopa,.

PazpewnTb ncnonbsoBaHne ceptudpurkatoB ns xpaHmanwa OC — no3BosseT NCNOAb30BaTb
cepTndurKaTbl He TONBKO U3 IMYHOTO XPaHWAMLLA (XpaHWaMLLA NPOrpaMMbl), HO Takxke 13
XpaHuavLLa onepaLMoHHON CUCTEMBI. ITO MOXET NOHaA0bUTbCA B TOM caydae, ecam B [0 ViPNet
npeAnoaaraeTcs UCNoib3oBaTbh KPMNTONPOBaNAep 4PYroro Npomn3BoAnTens (Hanpumep,
KpunTollpo), a Takxe cepTudurkaTbl, N34aHHble BHELUIHUMW YA0CTOBEPAIOLLMMM LIeHTPaMK (BHE CETH
ViPNet).

[oBepaTb Tonbko cepTudukatam agMmuHuctpatopoB YL, ViPNet — ecaun 3toT dnaxok cHAT, npu
nposepke cepTudurkaTa MONCK KOPHEBOTO cepTUPUKaTa BbIMOJHAETCA HE TONbKO BO BHYTPEHHEM
xpaHuaue MO ViPNet, HO 1 B c1CTEeMHbIX XpaHuauLax JloBepeHHble KOPHEBbIE LIEHTPbI
ceptudurkauunm v NMpomexxyTouHble LLeHTpbl cepTuduKkaLmnm.

NrHopurpoBaTb OTCYTCTBUE CMNCKOB aHHY/IMPOBaHHbIX cepTUPMKaTOB — 3TOT GaXKOK cresyeT
YCTaHOBWTb, €C/IN B CUCTEME UCMONb3YIOTCA CepTUdMKaThI, U3faHHbIE BHELUHUMUW YAOCTOBEPSAOLLMMM
LileHTpaMu, Tak KakK B Takmx cepTudurkaTax MHGOpMaLmMa O CIMCKax aHHYAMPOBaHHbIX cepTndrKaToB
MO>ET OTCYTCTBOBATb.

13MeHeHre cnocoba ayTeHTUOUKaLmm
MNOMb30BaATESA

Cnocob ayTeHTUGMKaLUN ONpesenseT, Kakne AaHHble JONXKEH NPEeAOCTaBUTb NOJb30BaTeNb A5 BXOAa B

1

nporpammy. Ytobbl N3MeHNTb cnocob ayTeHTUdUKaLMK:

BbinonHuTe BXOA B MpOrpammy B pexunme agMUHUCTpaTopa.

2 Bbibepute CepBuc > Hactpoiika napameTpoB 6e3onacHoctu > Kntoum n Haxxmute MI3meHuUTb.
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3 B okHe Cnocob ayteHTUdMKaLMKM Bbibepute oamH M3 cnocoboB ayTeHTUdMKaLmm. OnncaHve
BO3MOXHbIX CMOCOBOB ayTeHTMbMKaLumM Nosib3oBaTeNs NpuBeaeHo B pasgene Crnocobbi
ayTeHTMdMKaLMM Nonb3oBaTens.

Mpumeyanue. Cnocob Maposb Ha ycTponcTBe BbIOpaTh Hesb3s, MOCKO/bKY OH
nepectan otBeyatb TpeboOBaHNAM He3onacHOCTL.

Mpw BbIBOpPE cnocoba ayTeHTUdUKaLUK Mo cepTUdUKaTy MOAKNHOUNTE BHELLHEE YCTPOMCTBO U
YKaXKnTe Hy>XHbIV cepTndumKaT B crncke cepTndrKaToB, 06Hapy>KEHHBIX Ha ycTpoicTae. Mpu
BO3HVKHOBEHUW 3aTPyAHEHU B BbIbOpe cepTudumkaTta cM. pasgen He yaaércs BbINOAHNUTb
ayTeHTMOUKALMIO C MOMOLLBIO cepTudumKaTa.

Mpw BbIBOpe cnocoba ayTeHTUdMKaLMM MO NePCOHaIbHOMY KUY NMOAKAIOUMTE BHELLHee
YCTPOWMCTBO A/1 COXPaHEHWUA Ha HEM MepPCOHabHOTO K/toYa Nosb3oBaTens. Ecav Bl Boibpanu
Cnocob ayTeHTUPMKaLUM MO NepPCoHaNbHOMY K/IKOUY, TakxKe HeOBXO4MMO NepeHecTn Ha 3TO Xe
BHeLLHee YCTPOMCTBO KAKOUM MOAMMUCK NONb30BaTeNs (KOHTEMHep katoyeit). KoHTeliHep katoyein
MO>HO TakXe NMepeHecTu 13 TekyLLen nanku B Apyryto nanky Ha AUCKe, HO B 3TOM Ciyyvae Kaxzbll
pa3 npwv NognucaHnm 1 LWMGPOBaHNK B CTOPOHHEM MPUIOXKEHUN BaM NOTPebyeTCs BBOAWTL Napoib.

BHumaHme! Ecav npu ncnonb3oBaHum cnocoba ayteHTUdMKaLMM YCTPONCTBO BHELLIHEE
YCTPOMCTBO ByAeT OTKNHOUEHO, KOMMbIOTEP MOXET BbITb aBTOMaTUYECKMN 3a6N10KMPOBaH

/A\ — B COOTBETCTBMM C HAaCTPOMKaMW, 3ajlaHHbIMU B PeXMUMe agMUHUCTpaTopa. Ans
NPOAOAXKEHNA PaboTbl HEOBXOAMMO BHOBb MOAKAOUNTL 3TO BHELLHee YCTPOMCTBO. pu
HeobXOAMMOCTM NapaMeTpbl aBTOMaTMUECKOW 6AOKMPOBKM KOMMbloTepa 1 IP-Tpaduika
MOTYT 6bITb U3MEHEHDI.

4 Haxmwute kHonky OK.

Ha Bknazke Kntoum B rpynne AyteHTudukauma 3HayeHuns nonei Cnocob ayteHTudpukauum n Tun
HOCUTENA N3MEHATCA B COOTBETCTBMM C BbIOPaHHbIM PEXMMOM.

B ceTax ViPNet, ynpasasembix ¢ nomotysto MO ViPNet Administrator, cnoco6 ayteHTudukaLmm Takxe
MOXET M3MEHUTb aAMUHUCTPaTop ceTn B Nporpamme ViPNet YgoctoBepstoLwmii n kntoueBow LeHTp. Ecan
aAAMWHNCTPATOP Ha3HayvaeT Nosib3oBaTeNto cnocob ayTeHTUdMKaL MM No ceptTndumkaTy, To Nonb30BaTeNb B
AAHHOM Cyyae AOMKeH NPejoCTaBUTb aAMUHUCTPATOPY BHELLHEE YCTPOMCTBO C CePTUPUKATOM U
3aKpbITbIM KNHOUOM ANs pernctpaumm. [py 3ToM AoMKHbI ObITb COBIOAEHbI YCN0BUS, ONUCaHHbIE B
npuMeYaHun B pasgene YcrtpoicTeo. [ocne Ha3HaueHna noab3oBaTento HOBOro cnocoba
ayTeHTUdUKaL M agMUHUCTPATOP BbllLeT ObHOBeHMe Katouel y3na. [prHAB faHHOe 06HOBAEHWE
KJtOYel, NONb30BaTENlb CMOXET BbINOJHUTL ayTEHTUOUKALMIO Ha Y3/1e TONbKO Bbl6paHHbIM CNOCOBoM.
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HacTporika napamMeTpoB
6e30MnacHOCTU

CmeHa napona noab3osatens 148
HacTpowika napameTpoB wndpoBaHma 150
Hactpoika napametpoB kpuntonpoarigepa ViPNet CSP 151
HacTpoiika aBToMaTnyeckour yCTaHOBKN CEPTUPUKATOB B CUCTEMHOE XPaHUAULLE 153
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CMeHa napoaa nosib3oBaTesns

Maponb Noab3oBaTeNs PeKOMeHAyeTCs MeHsATb pa3 B 3 Mecsua. Kak npaBuio, YactoTa CMeHbl Naposs
noJsib30BaTeNs ONpeaensieTcs periaMeHToM 6e30nacHOCTM opraHm3aLmm.

CmeHa Tekyllero napond nojibsoBarend Tpe6yeTc;| B Caejgyroumnx cayyaax:
e [lo ncreuerHum CpoOKa AEI‘/’ICTBVIH Tekyuiero naponsa (B cnydae, ecam 3TOT CPpOoK AeﬁCTBMﬂ OFpaHI/ILIeH).

e Ecnn n3 nporpammel ViPNet YgocToBepsatoLWwmin n K1toUeBOW LEeHTP OTNpaBAeHo OBHOB/EHME C
ornoBelLLeHNEM O CMeHe Napois. B aTom cayuyae npu BxoAe B Mporpammy nosBUTCA coobLieHne
«PekoMeHayeTca CMeHUTb Mapob NOJb30BaTeNs», MPU 3TOM Naposib HEOOXOANMO CMEHUTb
BPYYHYHO.

e Ecan KoHTelHep KtoYen 3almLLéH C CMOob30BaHNeM MepCcoHaNbHOrO KtoYa MoJjib3oBaTens,
naposib K KOHTeHepy Katouen bygeT coBnagaTb € napoJieM noJb3osartens. [10aTomMy Npu cmeHe
napons K KOHTenHepy kaouveln (cM. CMeHa napons K KOHTelHepy), cneAyeT CMeHUTb NapoJib
nosib3oBaTens.

Kpome Toro, pekoMeHayeTcst MeHsTb NMaposib NOJb30BaTeNs NPY NEPBOM BXOJE B NPOrpamMmy nocae
YCTaHOBKW CMPaBOYHMKOB U KJAFOUEN. 3TO NOBBLICUT HaAEXHOCTb Napois, MOCKO/IbKY OH He byaeT
N3BECTEH aZMWHUCTPATOPY.

s Toro UToBbI CMEHWTL NapoJib NMOAb30BaTENS:
1 Ortkpovite MHcTpyMeHTbl > HacTpoiika napameTpoB 6e3onacHoctu > Maposb.
2 B rpynne Tvn napons BbibepuTe TOT TUM, KOTOPOMY JOJIXKEH COOTBETCTBOBATb HOBbIV MapPOJib:
o CobCTBeHHbI — MapoJib, ONpeAeNSeMbI NMONb30BaTENEM;

o CnyyaiiHbl/i Ha OCHOBE NapoJibHOM ¢ pasbl — Naposb, GOPMUPYEMbIV aBTOMATUYECKU Ha
OCHOBe MapoJIbHON dpasbl MO 3ajaHHLIM NapaMeTpam;

o CnyvaiiHbii uudppoBoii — Napob, OpMMPyeMbIi aBTOMATUUECKM U3 3aJaHHOTO Yncaa Lndp.
3 Haxmute kHonky CMeHUTb Naponb.

o Ecnm 6bin BbIBpaH TMN napons CobcTBEHHBIN, 3ajaiTe 1 noaTBEpAMTe Naposb. OH AOAXeH
cosepKatb:
e 078 p0 31 cumBona,
®  POMNUCHbIE N CTPOUHblE BYKBbI aHranckoro andasuta (A-Z, a-z),
«  unops (0-9)
e crneucumBobl ({@#$%AR*()-_+=;"",.<>/?\

~0.

o Ecan 6bin BeibpaH TMN naposs CayvaHbIN Ha OCHOBE Napo/ibHOW ¢ppasbl nan CayyaiiHbli
LMPppoBON, NOABUTCA aBTOMaTMUECKN CHOPMUPOBaHHbIN Napob C MapoabHON Gpasomn uam

CcNy4YanHbln LdpoBoK Naposb. Mpu HEOBXOAMMOCTU Bbl MOXETE CO34aTb HOBbIW ClyYanHbIn
napo/ib C MOMOLLbIO KHOMKW [lpyroi naponb.
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4 Y106bl OrpaHNUNTb CPOK AENCTBMSA HOBOIO Napois ycTaHoBUTe daxkok OrpaHNUmMTb CPOK AeNCTBUA
Napons 1 yKaxute CPoK AenCTBUA.

5 Haxmure kHonky OK.
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HacTtpomka napamMeTpoB
LINPPOBaAHMA

1

Ortkpolite MHcTpyMmeHThl > HacTpolika napameTtpoB 6e3onacHoctu > LLinpposaHue.

HacTpoiika napametpos BesonacHocTv @I
Kntouqmn I AAMUHWCTPETOP I KpunTonpoeaigep
MNonbsoBaTEND | Moanuce | LLncpposaHue Mapons

MapaMeTpe! WihposaHA
ANropuTH WHDPOSaHHA:
[rocT 28147-89 -
KNt Ha KOTOPOM BLINONHASTCH WHAPOSEHKE M0 YMONHEHWI:
[CBHTMH Anexcel leoHUL0BMY V]
[ 0K ] [ OTmena ] [ MpHMEHMTE ] [ Crnpaexa ]

PucyHok 57. Hacmpolika napamempos wugpposaHus

WNcnonb3yetca Anroputm wmndposaHusa NOCT 28147-89. B cooTBeTcTBMM C HUM ByaeT
OCyLLEeCTBAATLCA 3alndpoBaHme NCXoaaLmx nuceM. PaclumndposaHme BXOAALLUX NMCEM
NPOV3BOAMNTCA B COOTBETCTBUM C TEM airOPUTMOM, KOTOPbIN 6bia 3ajaH Npu UX 3awmndpoBaHm
oTnpasuTenem.

BbibepuTe Kntou, Ha KOTOPOM BbINOJIHAETCA WKdPOBaHME MO yMonyaHuto. Jns wmdbposaHus
MO>HO BbIBpaTh KJIHOUW, LOCTYMN K KOTOPbIM MMEETE TOJIbKO Bbl, U KAKOUW, JOCTYMHbIE APYTUM
noJib30BaTeNsIM BaLLEro y3/1a (eciv Takue ectb). [poCcMOTpeTb CMMCOK MOJIb30BaTENEN, MMEOLLUX
J4OCTYN K KaknM-Anbo kitouam WwindpoBaHus, Bbl MOXeTe Ha Bknaske MNMonb3oBaTtesnb.

Bbibop kntoyein WnppoBaHMA NO3BOASET Pa3rpaHUUNTL AOCTYN MoJib3oBaTenen, paboTatoWwmx Ha
OZHOM CeTeBOM Y3/€, K 3alimdbpoBaHHol nepenucke B nporpamme ViPNet lenosas nouta. Ecan
ncxogsllee NMcbMo 6bino 3awmMdpPoBaHO Ha KatoUax, JOCTYMHBIX TOJbKO BaM, TO Apyrue
noJsib30BaTeNu, 3aperncTpUpoBaHHbIe Ha BalleM y3Jie, ero npoynTaTb He CMOryT.

3 Haxwmute OK.
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HacTtpomka napamMeTpoB
KpmntonpoBanaepa ViPNet CSP

B coctae ViPNet [lenoBas nouta BkAtoueHa nporpamma ViPNet CSP. 31o kpuntonpoBaiaep, KOTopblii
MO3BO/IAET UCMOb30BaTh POCCMICKME KpunTorpaduyeckme anroputMel B npuaoxeHuax Microsoft un
ApYyrvx nporpammax, ncnoabsyrowmx nHtepderic Microsoft CryptoAPI 2.0. Kpome atoro, ViPNet CSP
obecneunBaet paboTy C KOHTENHEpPaMU KatoUel 1 NOAAEPKKY Pa3NUHbIX BHELLHWX YCTPOWCTB XpaHeHWs

Kntoyen (cM. BHellHWe ycTponcTBa).

Y106kl HacTpouTb Nporpammy ViPNet CSP:

1 Ortkpovite MHCTpyMeHTbI > HacTpoiika napameTpoB 6e3onacHoctu > KpuntonpoBaligep.

Hactpoiika napameTpos GesonacHocTi @
MonssoBaTens I 3NEeKTPOHHEA NOANHCE: | LWndposaHie
Maponb I Konro-m | AAMMHWCTPATOD | KpunTonposaiaep

KpunTonpoBaiaep ViPNet CSP nozeonaeT ofMEHMBATECA 3ELUMULEHHEIMIA
MOHTOBLIMKM COOBLLEHHAMN BHELUHMM MPMACKEHWAM, MCMIONBIYIOLMM
wHTEpheice Microsoft CryptoAPI (Microsoft Outlook n gp.).

[ Hacrpoiika ViPNet CSP... |

ABTOMATWJECKW YCTEHAENMEATE B CUCTEMHOE XPaHWIMILE:
TEKYLMI CENTMDOMKET NONBZ0BATENA
CEPTMDMKATE ¥ AOCTOBEPAIOWLETD LEHTPE CETH ViPNet

CMMCKK 3HHYNWPOBEHHEIX CepTHMKATOE CaTH ViPMNet

[ QK ] [ OTmMeHa ] [ MpUMEHKMTE ] [ Cnpaeka ]

PucyHok 58. Hacmpolika napamempog kpunmonpogatidepa ViPNet CSP

2 Haxmwute Hactpoiika ViPNet CSP. Otkpoetca okHo ViPNet CSP, B koTOpom Bbl MOXeTe:
o 3apatb HeobxoauMMble NapameTpbl Kpuntonposangepa ViPNet CSP.
o BbINOAHWTL ONepaLun C KOHTEMHEPaMUN KNHOUEN.

o HactpouTtb NapameTpbl NCMOAb30OBAHWNA BHELLIHWX YCTPOWUCTB — 3aAaTb TWMbl YCTPOWCTB, KOTOPbIe
MOTYT MCMOAb30BaTbCA, BbIMOAHUTb NHULIMANN3ALMNIO UK n3MeHnTb TTNH-koga,

MoapobHee cm. gokymeHT «ViPNet CSP. PykoBOACTBO MoJ/ib30BaTENSA».
3 HacTtpowiTte aBTOMaTUUECKYHO YCTaHOBKY CEPTUHUNKATOB B XpaHWUANLLE:

o TeKywWwmi cepTuduKaT nonb3oBaTenss — A/ YCTaHOBKMN B cUCTeMHOe xpaHuauie Windows
cepTudmKaTa, KOTopbI Hbl Ha3HaUYeH TeKyLNM;
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o ceptudukatbl YaoctoBepstowero ueHtpa cetu ViPNet — a5 ycTaHOBKM B CUCTEMHOE
xpaHununie Windows ceptudukaTtoB ngatenet (KOpHeEBbIX CePTUPUKATOB), MNOJNyYaEMbIX U3
nporpammebl ViPNet YaocToBepsatoLwmin n K1H0UeBOW LEHTP B COCTaBe OOHOB/IEHUS KAHOUEN;

o  CMUCKW aHHYAnpoBaHHbIX cepTudukatoB cetn ViPNet — ana yctaHoBKM B cucTeMHoe
XpaHWANLLE CINCKOB aHHYNMPOBaHHbIX CEPTUPUKATOB, MONyYaeMbix U3 nporpammel ViPNet
YA0CTOBEPSIOLWMNIA U KNHOUEBOW LIEHTP B COCTaBe OOHOB/IEHNS KNKOUEN.

4 Haxmute OK.
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HacTporka aBTOMaTMUYeCKOM
YCTAHOBKW CEPTUDKMKATOB B
CUCTEMHOE XPaHUANLLE

1 Bbibepute UHcTpymeHTbl > HacTpoiika napametpoB 6e3onacHoctn > Kpuntonposaingep.

2 YKaxuTe, Kakune CepTI/I(I)I/IKaTbI N CMNCKUN aHHYIMPOBAaHHbIX CepTI/ICI)I/IKaTOB cnepyet yCtaHaB/iMBaTh B
CNCTEMHOE XpaHUAnLe aBToMaTn4yeCckun (CM. YcTaHoOBKa B XpaHunauiie aBTOMaTI/IbIeCKI/I)I

o TeKyLLI.I/II?I CepTI/Iq)MKaT nosib3oBartena — CepTI/ICI)I/IKaT, KOTOprI;I Obl1 Ha3HaueH TeKywunm;

o ceptudukatbl YaoctoBepstouero ueHTpa cetu ViPNet — cepTtudukatsl nsgatenein (KopHeBbIX
cepTudumkaToB), noayyaembix n3 nporpammel ViPNet YgoctoBepatoLmin n K1o4eBon LIEHTP B
coctaBe OB6HOBAEHUSA KAKOUel;

o  CMUCKW aHHYAnpoBaHHbIX cepTudukatoB cetn ViPNet — cnncok aHHyAMpoBaHHbIX
cepTMdmMKaToB, Nosydyaembix 13 nporpammel ViPNet YaoctoBepstowmii n K1OUEBON LEHTP B
cocTaBe OOHOBJIEHUSA KAOYEN.

3 Haxwmute OK.

I'Iop,po6Hee 06 aBTOMaTUYECKOWN YyCTaHOBKE CepTVIq)VIKaTOB B XpaHuauwe CM. pasaen YcTaHOBKa B
XpaHuaunuie aBToMmaTn4eckun.
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BO3MOXHblE HEMOIaAKM
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He yaaéTtca BbIMOAHNUTD
AYyTEHTUOMKALMIO C MOMOLLBHO
ceptmoukara

Ecav Bam He ypaétca Boiitn B nporpammy ViPNet [lenosas nouta, Mcnoab3ys ana ayTeHTUduKauum
cepTUdMKaT 1 COOTBETCTBYHOLLMI eMy KAHOY INEKTPOHHOW NMOAMUCK, KOTOPbIE XPaHATCA Ha BHELIHEM
YCTPOWCTBE, 3TO MOXET ObITb BbI3BAHO OAHOW W3 CEAyHOLLUX MPUYNH:

e BHelHee ycTpoNcTBO He 0becrneunBaeT annapaTHyto noaaepxky anroputmos FOCT.

e BHelllHee yCTPONCTBO XpaHEHWSA JaHHbIX He noagepxunsaeT ctaHaapT PKCS#11. MposepuTs,
noaAep>X1BaeT v Balle YCTPOWCTBO 3TOT CTaHAAPT, MOXHO B pasgene BHellHve ycTpolicTaa.

o Cpok gelicTBus BbibpaHHOro ceptudurkaTa UCTEK. Mpu Bbibope HeAeNCTBUTENBHOTO cepTudukara
NosBUTCA COOTBETCTBYIOLLee coobLueHmne. B aTom cnyuae cnegyeT nepegats ceptudukar
aZIMVHMCTPaTOpPY Ballero y40CTOBEPAIOLLEro LieHTpa A1 O6HOBAEHMS.

e BbIbpaHHbIN cepTUdMKaT MPUCYTCTBYET B CNIMCKE aHHYIMPOBaHHbIX CEPTUHUKATOB, KOTOPbIN
YCTaHOBJIEH B XpaHW/VLLE AaHHOTO y3na. MNpu Bbibope aHHYIMPOBaHHOTO cepTudurKaTa NosBUTCS
CooTBeTCTBYtOLLEe coobLleHue. B 3Tom ciyyae cnegyet obpaTuTbCa K adMUHUCTPATOPY Ballero
YAOCTOBEPAIOLLEro LieHTpa.

e BbibpaHHbI cepTUdMKaT He UMeeT HazHaueHus «LLlndpoBaHue ktoueli». 3TO paclunpeHre AOMKHO

OTO6pa)KaTbCFI B OKHEe CepTVI(I)I/IKaT, Ha BKnajke Cocras, B nose Ncnosb3oBaHue Katoua. B stom
cny4vae cnepyer O6paTVITbCFI K aAMWHNCTPATOPY Ballero yaoCtoBepAroLWero LeHTpa A4
nepensgaHunA cepTqulKaTa.

e Bbl ncnonbsyete BHellHee ycTponctso JaCarta ¢ annietom PKI. 3anpoc Ha cepTudukar ans 3toro
ycTpoinctBa cnegyet cozgaBaTb B 10 «EanHbIn kaneHT JaCarta» Bepcum 2.12 1 Bbile, MOCKOAbKY
TONbKO B 3TOM 10 BO3MOXHa 3anncb OTKPbLITOroO K/to4a Ha yCTpoicTeo. Ecin ncnosnb3oBaHmne
«EAVHOro knneHTa» HEBO3MOXHO, NepejariTe yCTPONCTBO NPOV3BOAUTENIO A1 3aNNCU Ha Hero
OTKPbITOrO Kato4a.
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HeBO3MOXHa OTrpaBka MUCeEM M3
ViPNet [lenoBada noyra

O tom, uto nucbMo nporpammsbl ViPNet [lenoas noyta He 40CTaB/eHO agpecaty, CBUAETEIbCTBYET
Ha/sMume y 3TOro NUcbMa CnesyroLLmMx aTpubyTos:

. — yNakoBaHO — MUCbMO NOArOTOBNEHO K OTMNPaBKe, HO He nepesjaHo Ha KOOpAMHaTop
(koopanHaTop, Ha KOTOPOM AaHHbIV KJMEHT 3apernctpupoBaH B nporpamme ViPNet LieHTp
yrnpaBieHus CeTblo).

« W _ OTNnpaBaeHO — NMCbMO nepegaHo Ha KoopaunHaTtop, HO He nepejaHo Ha ceTeBom y3en
nojsiydartens.

BHumaHme! Ecniv npu otnpaske nucbMa He YCTaHOBAEHO COeAMHEHNE C KOOPAMHATOPOM,
nMcbMO BYAET OTNPaB/EHO, KOr4a COeJMHEHNE BOCCTaHOBUTCA. ECiv 3a 3TO Bpems Bbl yaanvam
nMcbmo M3 nanok Mcxoaswme v YaaneHHole nan Haxann MoaHoe yaaneHne, NnMCbMo BCe
paBHO bByJeT oTnpaBAeHo, Korja coeAnHeHne BOCCTaHOBUTCA.

>

[ 1MCbMO yrakoBaHO, HO He OTMNPaB/AeHO

B cnyuae ecam otnpaBaeHHoOe NMCbMO MMeeT aTpmbyT ', Ha kaneHTe B nporpamme ViPNet Client:

. I"IpOBepre coegnHeHne C KoopanHaTtopoM KaneHTa.

MpuMeuaHue. YTobbl y3HaTb MMA KOopaMHaTOpa, B Nporpamme ViPNet MFTP B okHe
Hactpoiikn oTkpoinTe Bknagky KaHanbl. KoopgrHaTtop ByaeT yka3aH B NepBOW CTPOKe
cnmeka.

e [IpocmoTpuTte nHbopmauuto B XypHane IP-nakeTtos.

[poBepka coeAnHEHMA C KOOPAMHATOPOM

1 B pa3gene 3awumwéHHan ceTb BbiIbepUTE KOOPAUHATOP, 32 KOTOPbIM HAXOAUTCA AaHHbINA KANEHT.

2 HaxmwuTe NpoBepuTb Ha NaHe N MHCTPYMEHTOB UK KaaBuuy F5.

3 [oxawnTech, noka B okHe MNpoBepka coeanHeHus B ctonbLe Ctatyc 0Tob6pasmnTcs coobLueHne o
JAOCTYMHOCTW KoopauHaTopa. MNpoBepka coeanHEHNA MOXET AJNTbCA A0 OAHOW MUHYTHI.
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Cosert. BbinosHaAnNTe NPOBEPKY HECKOJIbKO pa3 C UHTepPBaJIOM B 1-2 MUWHYTbI.
KOOpAMHaTOp HEeAOCTyNneH, NokKa Ha HEM BbINOJIHAETCA yCTaHOBKa obHoBNEHUSA
CNpPaBOYHNKOB U KJrOYen.

Ecnu cBs3b € KOOPAMHATOPOM He BOCCTaHOBJ/IeHa U B okHe MpoBepka coegnHeHUs 418 KOOpAMHaTopa
oTobpaxaeTcs ctaTyc HepoctyneH, npocMoTpute MHPOPMaLMIo B XypHase IP-nakeTos.

[NpocMoTp nHPopmaumu B XxypHane IP-nakeTtos

Ans npocmotpa nHdopmaumm B xxypHane IP-naketos B nporpamme ViPNet Client BeinoaHnTe ogHO 13
JeCTBUIA:

e Bbibepute XypHan IP-naketoB > Mowck.
e B pa3zene 3awuniéHHasn ceTb LLENTKHUTE MNPaBOM KHOMKOM MbILN KOOPANHATOP, 33 KOTOPbIM

HaXoAMTCA AaHHbIA KINEHT, U B KOHTEKCTHOM MeHo BblbepuTe XKypHan perunctpauum IP-naketos >
Mownck.

O3HakoMbTeCh € MHGOPMaLMEN O BXOAALLMUX N ucxoaalmx IP-nakertax:

AT, nuT,

e B KypHane IP-naketoB He 3aperncTtpupoBaHbl ucxogdawme IP-naketsl (7, ﬁb) B agpec
KoopaunHaTopa.

JTO MOXET CBMAETENbCTBOBATL O TOM, UTO Ha UCMOJIb3yeMOM KOMMblOTepe He 3ajaH IP-agpec
wito3a. Ans pelweHus gaHHoW npobaembl B ceTeBbIX HacTponkax OC Windows ykaxuTe IP-agpec
wito3a (OcHoBHOM w03 uauv WWnto3 no ymonuaHuio).
e B xypHane IP-nakeToB 3apernctpuposaHbl ucxogaime IP-naketbl Ha agpec KoopauHaTopa (C KoAoM
I IH
40), HO He 3aperncTprUpoOBaHbl OTBETHbIE BXOAALLME IP-nakeTbl (<1‘=', dﬁ).

B 3TOM C/lyyae Ha KaveHTe B KOMaHZAHOW CTPOKE BbIMOJHUTE KOMaHAy ping <ip>, rge <ip> — IP-
ajpec BUAMMOCTM KOOpAUHATOpa.

MprmeyaHwue. IP-agpeca BUAMMOCTM KOOPANHATOPa (peanbHbie AN BUPTYyasbHbIE)
MO>HO MOCMOTPETb B OKHE CBONCTB KOOpAMHaTopa Ha Bkiaake IP-agpeca. OHu
BblAENEHbI MONY>XXNPHBIM WPUHTOM.

Ecan nocne BbinosiHeHNA KOMaHAbl ping B )KypHane IP-nakeToB He 3apernctpmpoBaHbl BXogsLme
oTBeTHble |P-MakeTbl OT KOOPAMHATOPA, @ B OKHe KOHCOAW oTobpakatoTcs coobuyeHmns MpeBbieH
WHTepBan oXxunaaHusa ans 3anpoca (Request time out):

o [poBepbTe MapLpyTbl NepeAayn AaHHbIX OT KJIVEHTa 40 KOopauHaTopa (Hanpvmep, 3
KOMaHZHOW CTPOKM C MOMOLLbIO KOMaHAbl route print).

o [poBepbTe, UTO Ha KIMeHTe B ceTeBbIX HacTpolikax OC Windows oTobpakaeTcs KOppeKTHbIN IP-
aapec.

¢} Bbinoanute KOMaHAy ping Ha KOOpAunHaTope ANd NPOBEPKU CBA3M C AaHHbIM KNIMEHTOM.
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Ecan nocne BbINOAHEHMA KOMaHAbl ping MOJYy4Y€HbI OTBETbI OT KOOPAMHATOpPAa, HO NPWM 3TOM NNUCbMa
No-npeXHemMy He OTNPaBAAOTCA:

o YbeauTtech, UTO Ha KoopamMHaTope 3anyuieHa nporpamma ViPNet Client n TpaHcnopTHbIM MOAyAb
MFTP.

o [poBepbTe, 3aperncTpupoBaHbl 1M B XypHane IP-nakeToB nakeTbl TPaHCNOPTHOro Mmoayna MFTP:
B konoHKe MopT nctouHnka nam MopTt Ha3HaUeHUA ANA STUX NaKeTOB AOJIKHO OTobpaxaTbes
3HaueHwue 5000, 5001 nan 5002. B npoTMBHOM Cyyae ybeamTech B TOM, YTO Ha UCMOJ/b3yeMOM
KOMMbIOTEPE 3anyLLeH TPaHCNOPTHbIN Moayab MFTP.

o Y6eputechb, UTO B HaCTpOKiKax TPaHCMOPTHOTO MOAYASA Ha KNMEHTe BKAOYEH KaHan CBA3N C
koopanHaTopoMm. [lns storo B nporpamme ViPNet MFTP B okHe HacTpoiiku oTkpoiTe Bkaaaky
KaHanbl. B cTpoke koopamHaTopa (nepBas CTpoka) A0XeH 6bITb yka3saH Tin kaHana MFTP.

e B xypHane IP-nakeToB Ha KNMEHTE U Ha KOOPAMHATOPE 3aperncTpmpoBaHbl 610KMpoBaHHbIe IP-
naketbl ¢ cobbiTnem 1.

JTO MOXET ObITb CBA3@HO C TEM, UTO Ha KJIMEHT He MOCTYNWUI0 OBHOBAEHWE K/ItOYEN NOC/e CMeHbI
mMacTep-kntoder cetu ViPNet nan nocne npoueaypbl KOMNpoMeTaLmnn (3TOro KaveHTa nuim
KoopauHaTopa). [nsa peweHuns gaHHon npobaemMbl noayunTe y agMuHuUCTpaTopa Bawwel cetn ViPNet
HOBbIV ANCTPUOYTMB KNtOUEl N OBHOBUTE KIHOUW BPYUHY!HO.

[TnCcbMO OTMPaBAEHO, HO HE AOCTaB/IEHO

B clydae ecan nncbMo nMmeet anVI6yT *Z

1 Y6eauTechb B TOM, UTO CETEBOW y3ea MOJyYaTeNs BKAKOUYEH 1 Ha HeM 3anyLieHbl nporpammbl ViPNet
Client n ViPNet MFTP.

2 ObpatnTechb Kk agMUHUCTpaTopy Bawel cetn ViPNet a8 npoBeAeHWs aHaOrMUYHONM NPOBEPKY Ha
BCEX KOMTMbIOTEPAX, COCTABAIOLLMX MapLUPYT Nepejayun faHHbIX OT BalLEro KJineHTa o y3/a
nosyuarens.

Bxoadllee nMcbMO NepemMeLLeHo B nanky
[IpobnemHble nan [oBpeXaeHHble

Ecnv npu obpaboTke Bxogsauero nucbMa nporpammon ViPNet lenosasi nouta npounsolsia ownbka, B
3aBUCMMOCTM OT TMMNa OLWMOKM BXOAsALLEee NUCbMO ByAeT aBTOMaTUUECKM NOMELLLEHO B OfHY U3 ABYX
OCHOBHbIX nognanok (cM. OcHOBHbIe nanku) B nanke AyAuT, a Ha 3KpaHe NOSBUTCA COOTBETCTBYHOLLee
npegynpexaexve. Echn BeibpaTtb Takoe NMCbMO, BMECTO TEKCTa NMUCbMa Ha NaHenn YteHms

(cMm. NHTepdelic nporpammbl) byaeT oTobpaxaTtbca MHGOpPMaLMsa 0 HOMepe, TeMe, OTNpaBuUTeNe NMcbMa
N KoAe oWmnbKN.
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ViPMNet Client [[lenosan noutal — O re

Tain  Mueemo  WMuctpymenter  Cozgate  Bug  Cnpaeka

>
4
Mueemo  Medate YaanuTe LWndposate Pacwwngp... OteeTTe * OTe. Brem ~ [lepewate  TpadonopT Mognucate -
.ﬂEﬂDEER no4Ta Tema OTnpaeuTens Maonyuarens Jata noayye.. ©  [flata cozgaHua
" Bxogawmne
----- #, Worogawpme
Q.-QA}r,qMT
P MoepexaeHHEBIE
MpoGnemHeie
Wrnopt

Apyroi kanent Client 1-1 Client 1-3 05.08.2025 19:13:33  05.08.2025 19:13:13

‘
-0 Yaanenwsie
WMHbopMaLMA 0 Nuceme

1l WWaBnone PervcTpaunoHHbIi Homep: No 6
Tema: Apyroi KIMeHT
OT koro: [Client 1-1/Client 1-1/Client 1-1]
Mupopmaumna ob ownbre
Kop owwuBru: 32 | Knou He HalaeH )
Jononnutenssan uHdopmauua: C:\ProgramData\Infotecs\5595000E0\in\@51WZ_42.C5R

Bcero anemenToe: 1 126 MUM

PucyHok 59. lMpocmomp nucema 8 nanke lNpo6iemHele

B nanky nOBpe)KAEHHbIe nepemMeLwarTca sxoadlimne nmcbMa, ecnun:
e npwu o6pa60TKe NMcbMa npousoLwna Kpntnyeckasn oLwwmnbKa;

® nUCcbMO 6b110 oTrnpaeneHo 30 AHel Ha3agd, HO He JOCTaB/eHo, NOTOMY YTo nporpamma ViPNet
[JenoBas nouta He 3anyckanacb B TeueHune 30 gHeW.

MucbMmo B narnke MoBpeXaeHHble HEBO3MOXHO BOCCTaHOBUTL. Ecin B nanke MoBpeXxxaeHHbIe
nosiBMiacb HOBas 3anuncb, COOBLUTE O Hell agMuHucTpatopy cetn ViPNet.

B nanky I'Ipo6neMHb|e nepemMeLlarTca Bxogdumne nnmcbMa, KOToOpble HE YAal0Cb paCLIJI/I(prBaTb. Echn s
nanke I'Ipo6.neMHb|e noasuaacb HOBaA 3anCb, BbIMOJIHNTE OAHO NN HECKONIbKO CNEAYHOLNX AEVICTBMVIZ

o [lepesanyctute nporpammy ViPNet [lenoaa nouta. [locsie MOBTOPHOrO 3anycka NnporpaMmma
BbIMOJIHUT NOBTOPHYH 06paboTky NpobaeMHoro nncbma. B cnyvae ycnewwHo o6pabotkm nucbma B
nanke BxogAwme noasuntca HoBoe NUcbMo. Mpu 3ToM NpobaeMHOe NMUCbMO TakXe OCTaHeTCs B
nanke Mpo6siemHble.

e ECin Ha O4HOM CeTEeBOM Yy3/1e 3aperncTpMpoBaHO HECKOIbKO NOJib30BaTesiel, BO3MOXHO,
npobaemMHoe BxogsLee NMCbMO afpecoBaHo ApyroMy noJb3osaTtento. Coobwute gpyromy
NoJib30BaTeNto, KOTOPbIN 3apermcTpMpoBaH Ha 3TOM Yy3/e, YTOHbl OH MOMbITaAca OTKPbITh
npobaemMHoe NMCbMO, Koraa BoaéT B nporpammy ViPNet [lenoBas nouta nog CBOMM MMEHEM
(cm. CmeHa nonb3oBarens).
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e EC/IM MMCbMO BCe Xe He yAanoCh OTKPbITb, BO3MOXHO, Ha BalleM CETEBOM y3/ie HEOH6XOANMO
OBHOBUTbL CNPaBOYHNKM K KAtoUK. CoobLmTe 0 NPOBAEMHOM NUCbME U TUME OLNBKN
agMuHucTpaTopy cetn ViPNet 1 crneayiite ero pekoMeHaaLmsMm.

He yaaéTca 3almndpoBaTh BJIOXEHME

Mpwn NonbITke OTNPaBUTb MUCbMO C BJAOXKEHMEM BO3HMKaeT coobuieHne 06 owmnbke: «Knoum ana cBasm ¢
CeTb0 <HOMep ceTn> ycTapesnun. [ns H1X He gonyckaeTtcs wudposaHue dalinos pasmepom b6onee 4
M6ainT. Obpatutech K agMuHucTpatopy cetu ViPNet».

MpuYMHa BO3HUKHOBEHWS AaHHOM OWMNOKM B TOM, YTO AJSl CBA3U C CETbHO, HOMEP KOTOPOW yKasaH B
COOBLLLEeHMM, NCMOIb3YeTCs KoY cTaporo dopmata. C MOMOLLBO TaKMX KAHOUed HEBO3MOXHO
3awmndpoBaTh BAOXKEHME pazMmepoM bonblue 4 Mbait. Ans peweHus npobaemMbl cooblmTe
agMuHuUcTpaTopy Bawen cetn ViPNet 0 He06Xx0AMMOCTM OBGHOBUTL MEXXCETEBOM MacTep-K/toY As
yKa3aHHOW ceTu.

Owwbka oTnpasky N1cbMa: Knroy He HanaeH

Mpwv NonbITKe OTAPaBUTb MUCbMO C 3JIEKTPOHHOW MNOAMNMWCHIO MOSABSAETCS COOBLLEHNE:

Jencean nouta EI = || EZ

w Owmbra oTrpaski nucema N2 3
MpuumHa: Koy He HaltgeH, OBpPaTUTE: K 3AMWHWUCTPaToPY Bawe ViPNet CeTn

Pucyrok 60. CoobujeHue 06 owubke npu omnpaske nucema

[JaHHas owmnbka MOXEeT BO3HMKATb NOC/Ae CMEHblI MacTep-kitoden B Bawen cetn ViPNet. Ans pelueHus
npo6saembl Bbibepute B kKavecTBe TekyLlero ceptuomkat (cM. CMeHa TekyLero ceptudukara),
BbIMYLLLEHHbIN BMeCTe C HOBbIMW KatoYaMu. Kak npaBuao, 3To ceptudumkat c caMol No3aHel gaTton
BbiNycka. Ecin noaxoasiiero ceptudukata HeT, obpaTuTech K agMuHUCTpaTopy Bawen cetn ViPNet.
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HEeBO3MOXHO BbIMONHUTL NPABUIO
aBTOMPOLLECCUHTa

I'Ip|/| OoTnpaBkKe NMcbMa C NOMOLLBIHO aBTOMPOL,eCCUHIa NMOABAAETCA coo6u.|,eH|/|e:

I

Jencean nouta (Octanccs: 4 cex.)

HeBo3MOMHD BRINCAHUTE NPEEMAG SETONPALECCMHTE,

e Mpaeuno: Tipaeuno ana ofpaboTiy dalinos N20™
Pain: "Ciftemp fAdapterTroubleshooter exe™
Mpu4mHa: Moanuce sanpeleda

OTKMMIYMTE MPEEMND B TEKYWEN ceccim [Jenosoi noqter?

PucyHok 61. Owubka npu 8elnoJIHeHUU NpAasuaa asmonpoyeccuHaa

,ﬂ,aHHOG COO6LL|,€HI/Ie O3Ha4aeT, yUToO Ball CepTMq)I/IKaT He NMO3BONAET 3aBepATb NNCbMa C MOMOLbHO
3J'|eKTp0HHOI7I noanncu. ,ﬂ,]’lﬂ npoAao/KeHnA pa6OTbI BbINOJHNTE OAHO N3 Ael;ICTBI/IVII

e Ecan nognuch He HYXKHa, U3MeHUTe NpaBuao asTonpoLeccnHra (cm. Cosganune npasuaa Ans
nexozAwmx Garinos), cHaB Gaaxkok MNoagnucbiBaTb MMCbMO NPU OTNPaBKe.

e Ecam nognuck HyxHa, obpaTuTech K agmuHUcTpatopy ceth ViPNet 3a 06HOBeHNEM cepTudmKaTa.

ViPNet [lenoBas nouta 4. PyKkoBOACTBO NOAb30BaTENA
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CpoK AeNCTBMA TNLEH3NM Ha
MPOrpamMmMy 3akaHuUMBaETCA MM
3aKOHYMACH

Mpw nosBaeHUN Takoro coobleHns obpatntecs K agMuHUCcTpaTopy Bawwel cetu ViPNet ans obHoBaeHMA
nnuensuun. MoapobHee cM. pasgen JlvueHsnposaHme nporpammsl ViPNet [lenoas nouta
(cm. JlvueH3mpoBaHue NporpamMmbl).
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OWwnbkn Npw OTrNpPaBke Mam
NOJYYEHUM MO MoYTE DObLLMX
Gannos

Mpw oTnpaBke Wan Npruéme NMcbma NoABAsETCA cooblyeHune ¢ ownbkor «OBHapy>KeHa NCKAoUUTEeNbHAsA
cnTyaumsa B Mogyne..» uam «Owmnbka nepenmeHoBaHnsa darna..».

Ans yctpaHeHus ownbkn BHecute darinbl 1 nankm nporpamm ViPNet B uckntoueHms aHTMBMpyca Ha
BalLeM KOMMbIOTEpE.
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ObLpme ceeaeHms o
cepTmduKkaTax Karouen
MPOBEPKM NEKTPOHHOM
NOAMMCA

ViPNet JlenoBas nouta 4. PyKkoBOACTBO Nosb3oBaTeNs
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OnpeaeneHre 1 HasHayeHue

CepTtndukaT KtOYa MPOBEPKY INEKTPOHHOM MOAMNCY ABASETCA OAHUM 13 06BEKTOB Kpuntorpadum ¢
KJIFOUOM NMPOBEPKM 3/1EKTPOHHON NOAMUCHK, B KOTOPOW ANs NPSMOro n obpaTHOro npeobpasoBaHuii
NCMONb3YHOTCS PasHble KIOYM:

e K/tou 3/1eKTPOHHOM NoANUCU — A5 GOPMUPOBAHUSA 31EKTPOHHON MOAMMUCA U paclindpoBaHms
coobuieHmns. Kntoy 31eKTPOHHON NOANMCY XPaHUTCA B TaHE W He NOAJIEXUT PacnpoOCTPaHeHMHO.

e K/tou NpoBepKu 3NEKTPOHHOW NMOAMNUCK — A5 MTPOBEPKMN 3/IEKTPOHHON MOANVCH 1 3awmndpoBaHus
coobuueHms. Kntou npoBepKy 3N1EKTPOHHOM NMOAMNCY U3BECTEH BCEM YYaCTHUKAM
MHGOPMaLMOHHOTO OBMeHa 1 MOXKET NnepeAaBaTbCsl MO HE3ALWMLLEHHBIM KaHanaM CBSA3M.

Taknm o6pa30M, KpI/II'ITOFpaCI)I/IFI C KJIDYOM NPOBEPKU 3ﬂeKTpOHHOI7I noAanncum NO3BONAET BbIMOJHATb
aiegyrowmne onepauyunn:

e [loanvcaHne cooblieHns — GopMmUpPOBaHMEe 3NEKTPOHHOW NOANUCK, NPUKPeNeHne eé K
CoO0bLLEeHMIO 1 NPOBepKa NEKTPOHHOM MOAMUCK Ha CTOPOHe Nojy4aTens;

o LlinppoBaHne — 3awmndpoBaHme JOKYMEHTa C BO3MOXHOCTbIO paclundpoBaHma Ha CTOPOHe
nosyyatens.

Kntoum anekTpoHHOM NoANMCK 1 NPOBEPKMN 3/1€KTPOHHON MNOANUCH ABAAIOTCA KOMMEMEHTapHbIMU NO
OTHOLLEHWIO APYT K APYrY — TOJIbKO BAajeneL, KAtoua 3NeKTPOHHOM NMOAMUCK MOXKET NOANMNCATb JaHHbIe,
a Takxe paclumdpoBaTh JaHHble, KOTOPble BblAN 3alMPPOBaHbI KIHOUYOM NPOBEPKN 3NEKTPOHHOW
NoAnucK, COOTBETCTBYHOLLUM KIFOUY INEKTPOHHOM nognuncn BaagenbLa. MpocTtoin aHanormen Moxer
CNY>KNTb MOYTOBBIV ALLMK: OO0 MOXET KUHYTb MUCbMO B MOYTOBBIN ALLMK («3awndpoBaTh»), HO TONBKO
B/aJeNeL, CEKPETHOTO KtoUa (KtoYa SNEKTPOHHOM NOANUCK) MOXKET M3B/EeUYb MUCbMa U3 fALLMKa
(«pacwmndppoBaTb»).

MockoabKy KoY MPOBEPKM 3NEeKTPOHHOM MOANNCK pacrnpocTpaHaeTca NybanyHo, cyLllecTByeT OnacHoOCTb
TOrO, YTO 3/I0YMBILUNEHHNK, MOAMEHMB KAHOY NPOBEPKMN 31EKTPOHHON MOAMUCH OAHOTO 13
nonb3oBaTenen, MoXeT BbICTynaTb OT ero umeHu. [ina obecneyeHna josepusa K Karo4am NpoBepku
3NeKTPOHHOW MOAMNUCK CO3Jat0TCA YA0CTOBEPAIOLLME LIeHTpPbI (cornacHo PegepanbHoMy 3akoHy PO N2 63
«O6 3neKTpoHHOM nognuncu» ot 6 anpens 2011 roga), KOTopble UrpatoT Posb AOBEPEHHOM TPETLEN
CTOPOHbI Y 3aBEPAIOT KAHOUM MPOBEPKN INEKTPOHHOM NOAMNCK KaXKAOro M3 NoJib30BaTesIe CBOUMMU
31EKTPOHHbBIMWN NOANUCAMN — NUHAYe roBops, CepPTUOULMNPYIOT 3TN KAHOUW.

CepTudukaT kntoUa NPOBEPKUN 3NEKTPOHHOW Noanvcy (fanee — cepTndukat) npescraBaseT cobov
LndPOBOI JOKYMEHT, 3aBEPEHHbIA 3N1EKTPOHHON MOAMUCHIO YAO0CTOBEPSHOLLETO LIEHTPA Y NMPU3BaHHBbIN
MOATBEPXAaTb MPUHAAIEXHOCTb K/IH0UYa MPOBEPKM 3/1eKTPOHHON MNOANUCK OnpeseseHHOMY
rMoJib30BaTenNto.

MpumeyaHune. HecMoTps Ha TO, YTO 3aLUMTa COOBLLEHMI BbIMONHAETCA BaKTUYECKM C

MOMOLLbIO K/kOUa MPOBEPKM NEKTPOHHON NognuncK, B NpodeccMoHanbHoM peun
NCMONb3YHOTCA BbIPaXKEHUA «NoANncaTb cepTmdurKaTtom (C NOMOLLLIO cepTudurKaTa)»,
«3awmndposaTb Ha cepTUdrKaTe (C NOMOLLbLIO cepTudmKaTa)».
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CepTtndukaT BKIOYAET KUY MPOBEPKU 3IEKTPOHHOW MOAMMUCK U CMUCOK AOMONHUTE/IbHBIX aTpUOyYTOB,

npuHaaaexallmx noab3oBatento (Bnagensuy ceptupurkara). K takum atpmbytam OTHOCATCA: MMeHa

BAaZenbla 1 n3gatens ceptudukata, HoMep cepTudukata, Bpems fencteums ceptudumkara,

npesHa3HayeHune Karua NPOBEPKM 3JIEKTPOHHOM NOAMMUCY (3/1EKTPOHHAs MOAMNCH, LUIMGPOBaHMe) 1 Tak

Aanee. CTpykTypa 1 NPOTOKOJIbl UCMONb30BaHNA CepTUHNKATOB ONPeAensatoTca MeXAyHapOoaHbIMM
ctaHgaptamu (cM. CTpykTypa).

Pa3znnuatotca cnegytowme Buapl ceptmdukaTtos:

CepTndukat nonb3osaTtens — /s 3aWMPOBaAHNA NCXOAALLMX COOBLLEHUN U 418 NPOBEPKU
3NEeKTPOHHON MOAMNCK Ha CTOPOHE MoJlyyaTesns.

Ceptndukat nsgatens — ceptmdumkat, C NOMOLLbH KOTOPOro Obi M3zaH TekyLWwmnin cepTnudukat
nosib3oBatens. [TOMUMO OCHOBHbIX BO3MOXHOCTEN, KOTOpble NpesocTaBaseT cepTudumkar
noJsib3oBatens, cepTudumkat nsgatens No3BoaseT TakKe NPOBEPUTbL BCe cepTUdMKaTbl, MOAMUCAHHbIE
C MOMOLLBHO KKOYa 3NEKTPOHHOM NMOAMMNCK, COOTBETCTBYHOLLIETO 3TOMY cepTudmKaTy.

KopHeBoli ceptndurkKaT — camMONOANMCaHHbIV cepTUdUKAT N3aaTeNs, ABASIOLLMIACA FIaBHbIM U3
BbILeCTOALWMX cepTudukaToB. KopHeBOW cepTudurKaT He MOXKET BbiTb MPOBEPEH C MOMOLLLHO
apyroro ceptudukata, NO3TOMY MOJIb30BaTeNb JO/KEH HE3YCNOBHO A0OBEPATb UCTOUHNUKY, U3
KOTOPOro MOJyYeH JaHHbIN cepTdUKarT.

Kpocc-ceptudukar — 310 cepTudurkaTt agMMHUCTPaTOPa YAOCTOBEPSAIOLLErO LIEHTPA, N3aHHbIN
aAMUHNCTPATOPOM APYroro yAOCTOBEPSAIOLLEro LeHTpa. Takum obpasom, ans kpocc-cepTudukarta
3HaueHus nonen «M3gatenb» N «CyobekT» PasnyHbl U ONPEAENSOT pasHble YA0CTOBEPsOLLME
ueHTpbl. C NoOMOLLbHO Kpocc-cepTUdUKATOB YCTaHaBAMBAOTCA AOBEPUTENbHbIE OTHOLLEHUSA MEXAY
pas/IMYHbIMUN YAOCTOBEPAIOLLMMN LeHTpaMu. B 3aBUCMMOCTM OT MoAenn J0BepUTENbHbIX
OTHOLLIEHWI, YCTAHOBAEHHOM MeXAY YAOCTOBepsoWMMM LeHTpamum (cM. PKI 1 acummeTpuryHas
Kpuntorpadus), MOXeT NCMONb30BaTbCA MO0 Kak cepTudmKaT nsgatens (B nepapxmueckom
Mozenu), iMbo ans NPoBepKn cepTUdUKATOB NOJIb30BATENEN APYron ceTu (B pacnpeaenéHHom
Moaenn).
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lonoBHble YAOCTORBE PAKLLWE LEHTR B

MogYMHeHHHe
YAOCTOBERAKILIME i
LIEHTPR =

Pabouwe mecTta
nonkIoBRaTenaiA

@ — KO BSIE CERTHGNHETE @ — CEpTMUKATE MEgaTENe
[npocc-CepTUgMKaTE)
@ — KpOCC-CapTIhUKATH @ — cepTAdIKaTH NONbAnDATENER

PucyHok 62. Tunsl cepmugbukamos

Mcnonb3ys KOpHEBOW cepTUdMKaT, KaXK bl NMONb30BaTe/Ib MOXET MPOBEPUTL AOCTOBEPHOCTb
cepTudwmKaTa, BbiMyLEHHOTO YAOCTOBEPAIOLLMM LLEHTPOM, ¥ BOCMOJb30BaThLCA €10 COAEP>XUMbIM. Ecan
npoBepka cepTudukaTta No Lenouke cepTMhUKaToB, HauMHas C KOPHEBOTO, MOKa3ana, UTo OH SB/ISETCA
3aKOHHbIM, AeNCTBYOLMM, He BblJ MPOCPOUEH WM aHHYJIMPOBaH, TO cepTUdMKaT cumMTaeTcs
LeNCcTBUTE/IbHBIM. JJOKYMEHTBI, MOAMNMCaHHbIE AEACTBUTENbHBIM CEPTUOUKATOM U HE N3MEHSBLLMECS C
MOMEHTa VX MNOAMMCaHNSA, TaKKe CUMUTAOTCS AeACTBUTENbHBIMU.

Takvnm o6pazom, KpunTorpadus ¢ KAHOYOM NPOBEPKM INEKTPOHHOM NOANNCK U MHOPaCTPyKTypa obMeHa
cepTudmKaTamu KaoUel NPoBePKU 31eKTPOHHOM nognucy (cMm. PKI 1 acummeTpuryHas kpuntorpadus)
MO3BOJIAOT BbINOHATL LWNDPOBaHME COOBLLEHNN, a TakxKe NPesoCTaBAfOT BO3MOXHOCTb NOAMMUCHIBATb
COObLLEeHNA C MOMOLLbIO 3/1EKTPOHHON MNOANUCH.

MocpescTBOM WndpoBaHNs KoHdUAEHUMaNbHAs NHbOPMaLMA MOXET BbITb NepeAaHa no
He3alMLWEHHbIM KaHanaM CBA3U. B cBOto ouepesb, 31eKTPOHHas NoAgnncb NO3BO/IAET obecneymnTb:

e [logMHHOCTL (ayTeHTUdMKaLmMa) — BO3MOXHOCTb OJHO3HAYHO UAEHTUPULMPOBATL OTNPaBUTENS.
Ecan cpaBHMBaTL ¢ HByMarkHbIM JOKYMEHTOOHOPOTOM, TO 3TO aHaNOTMUYHO COHCTBEHHOPYYHOW
NoANUCK OTNpasnTens.

e LlenoctHocTb — 3awmTy nHGopMaumm OT HeECaHKLIMOHMPOBAHHOW MOAUDUKaLIMN KaK NPU XpaHEeHUY,
Tak 1 Npu nepegave.

o HeOTpeKaeMOCTb — HEBO3MOXHOCTb AN4 OTNpaBUTeENAa OTKasaTbCA OT COBepLIEHHOIO AGI;ICTBI/IFL
Ecan CpaBHMBaThH C 6yMa)KHbIM AOKyMeHTOO60pOTOM, TO 3TO aHaNOTNM4YHO NpeabABNEHUNIO
oTnpasuTeneM nacnopTa nepes BbiNOJHEHNEM AGVICTBVIFI.
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CTpYKTYpa

Y106bI CEpPTUPMKAT MOXKHO BbINO MCMONB30BATb, OH AO/IKEH 061a4aTh AOCTYNHON YHMBEPCAAbHOM
CTPYKTYPOW, MO3BOJISIOLLEN M3BEUYL U3 HEFO HY>KHYHO MHbOPMaLUIO 1 Ierko eé NoHsTb. Hanpumep,

6n

arozlaps TOMy, UTO NnacropTa UMET NPOCTY OAHOTUMHYHO CTPYKTYPY, MOXHO IErKO MOHATb

nHbOPMaL IO, N30XKEHHYHO B NacnopTe Jitoboro rocysapctea, AaxKe eC/in Bbl HUKOTAA HE BUAENN

pa

Hblle TakMX NacnopToB. Tak Xe Aeno 06CTouT 1 ¢ cepTudukaTamu: CTaHZapTM3auns Gpopmatos

CepTVIq)VIKaTOB NMO3BOJIAET YNTATb M MOHNUMATb UX HE3AaBMCUMO OT TOrO, KEM OHW BblN n3aaHbl.

OavnH 13 popmatoB cepTudurkaTta onpesenéH B pekomeHgaumax MexgyHapogHoro Coto3a no

TenekoMMyHuKauuam (International Telecommuncations Union, ITU) X.509 | ISO/IEC 9594-8 n gokymeHTe

RFC 3280 Certificate & CRL Profile OpraHusauunm nHxeHepHOM noaaep>xkn nHtepHeta (Internet

En

gineering Task Force, IETF). B HacTosLee BpeMs Hanbonee pacnpoctpaHéHHoM Bepcmenn X.509

ABNAETCA BEepCua 3, no3BoJiAoLWan 3aaatb ANA CepTMq)I/IKaTa pacwmnpeHnd, C NOMOLWbH KOTOPbIX MOXHO

pa
nc

3MeCTuTb B cepTudmKaTe AOMOJAHUTENbHYO MHbOPMaLMIO (O NOAUTUKaX 6€30MacHOCTy,
MOJIb30BaHWU KAtOYa, COBMECTMMOCTU U Tak Jasee).

CepTI/Iq)MKaT COAEPXKNT SNEMEHTHI AaHHbIX, CONPOBOXAaeMble 3ﬂeKTpOHHOI7I noanuncbro nspatena

CepTMq)I/IKaTa. B CepTI/Iq)I/IKaTe MMeroTcs obs3aTesibHble U AONOJIHNTENbHbIE NOAA.

K 06s3aTesibHbIM NOASIM OTHOCATCS:

HOMep Bepcum cTaHgapTa X.509,

CEepUINHbIA HOMep cepTudukaTa,

naeHTMdrKaToOp anropuTMa NoANUCK n3gaTtens,
naeHTndrKaTop anropmuTMa NoANUCK BRagenbLa,
UM nsgatens,

nepuoz JencTeums,

KJIIOY NPOBEPKW 31eKTPOHHON NoANUCK BAajenbLa,

nMAa Baajgenbla CepTVI(I)VIKaTa.

Mpumeuanue. MNog BragenbLiemM NOHMMAETCA CTOPOHA, KOHTPOAMPYHOLLLEAA KAFOY

3NEKTPOHHOM MOAMMUCY, COOTBETCTBYIOLLIMIA AHHOMY KJHOUY MPOBEPKU 3NEKTPOHHOM
noanucy. BnagenblLem ceptrdmkata MOXKET OblTb KOHEYUHBIV MOJIb30BaTENb UK
YAOCTOBEPAOLMNIA LIEeHTP.

K Heobs3aTe/ibHbIM MNOIAM OTHOCATCS:

YHVKa/bHbIA NAEHTUPMKATOP M3aaTens,
YHVKa/bHbIA NAEHTUPMKATOP BAajeN b3,

paclumpeHuns ceptudmkara.
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CepTuUdUKaT KNoYa NpoBepKU 3MEeKTPOHHON NnognucK

Komy ewigan: Client 2

Kem ewigan: Kyzneuoe Bukrop MNetpoeuny

NedctedTensad ¢ 19 wiona 2014 . no 19 voua 2019 .

HazHauenwe:

Bepcua:
CepuiiHEIR Homep:

Anropntm 3nNeKTPOHHON
nognincu:

Maparents:

[leicTBnTeneH c:
LeficTeuTened no:

CybbekT:

OTKpBITEIA KNHOY:

+ Jlognéepxgasn YgaASHHOMY KOMRENIEDY UJSHIUPUKARUN BawSs0 KOMDENMEDS .
* Sayuusen COOSYSHUA SASHMPOHHOU NOUNE .

Va3
01 CF 8B 9F 55 CA 35 90 00 00 00 01 15 EA 00 03
TocT P 34,1034 . 11-2001

Uma: Kyzweuof Buxmop Iempofuu

JoatHoone . AgMuHucmpanop

Mogpazgeasdue . Ygocmobepamunl U KAwdeRol UsHRD
OpzaHuszavua:. Infotecs

19 uwda 2014 =. 13:17:00 (GHMT+04:00)
19 uwda 2019 =. 13:17:00 (GHT+04:00)

Hma: Client 2
CpzadHuzauus: Infotecs

FoCT P 34.10-2001 (512 Sum)

04 40 4E E4 FF 92 EA CE 7E 67 9C D4 6E E5 5C 68
96 59 F8 FC BY 34 2E B4 86 99 EA 3D 89 10 47 FS
9E 3D 40 ED OF FC 7C 9E 4D 4C 9B 14 55 94 F0O 59
79 11 50 AS FS 9 06 77 1E 94 E3 54 FE ES EA El
03 D3

PacwwupeHna cepticpukara X.509

Wcnonsaoeadne knwoda:

PacwwupeHHos
MENONE30BAHWE KNHYA:

MpenTndukatop knkoua
LEHTPa CepTUINKATOR:

MaeHTuduKaTop knoua
cybrekra:

Cpok neficTBNA 3akpeIToro
KMHoYa:

OcHoBHEIE OrpaHu4yeHnA:

BaskmpodHHan nognuck, Heompexaewmocnk, WTugpobBanue kawuel, UugpofaHus gaHHEIE,
CozaacobadHue Kawgeu (F8)

Ipofepra nog.auHHOCmMU HaueHma (1.3 .6.1.5.5.7.3.2)
JawuusHHaA SASKEMpOHHas nouma (1.3 .6.1.5.5.7.3.4)
Hgenmuduranop kawga=70 F1 CD 44 84 31 14 4F 43 55 59 05 63 77 A8 E4 82 12 G5B
EE

Hzgansa e cepmudurans:

O="Infotecs, Documentation, Prakhova"

OU=YgocnoBepawuyuil 1 kK angsBol USHRD

T=A4gMuHucnpanap

CH=Kyzueucf Bukmop [Iempofuu

Cepuirenl HoMep cepmugurama=01 CE BS 44 20 0A A4 EO 00 00 OO 00 OO0 0O OO0 01
DA 3C 23 13 22 21 FA D4 48 9F 3E E9 5E 05 65 46 CE CF 64 D2

C 19 woua 2014 =z. 13:17.:00 {GMT+04:00)
no 19 uwua 2015 =. 13:17:00 (GMT+04:00)

Tun cyErexmna=[Ioiezobansis

PesynbTaT NpoBepKH cepTUdMKATA

Ceptudukar aefcTEMTENEH.

Mpoeeped 1 aerycta 2014 r. 5:46:03 (GMT+04:00).

PucyHok 64. Mpumep cepmugpukama ViPNet, coomeemcmsyroujeco cmaHdapmy X.509 eepcuu 3
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PKI v acummeTpuuHasn
KpMNTOrpapuA

OgHoW 13 peannzauin MHGPaCcTPyKTypbl, NO3BOAAIOLWEN YNPaBAATL cepTudmKaTaMm KAKoUen NpoBepKm
3NeKTPOHHOM nognucy, saeasetca TexHonorna PKI (HdpacTpykTypa oTkpbIThix Karoueit). PKI obcnyxxmBaet
KU3HEHHBIA LKA cepTudurKaTa: nsgaHme ceptndrKaToB, XpaHeHNe, pe3epBHOE KOMMPOBaHWE, Neyats,
B3aMMHY0 cepTuduKaLmio, BeAeHne CNMCcKOB aHHYIMPOBaHHbIX ceptudukatos (CRL), aBTomaTnueckoe
obHOBNEHNE CepTUPUNKATOB NOC/TE NCTEYEHNSA CPOKa MX AENCTBUA.

OcHoBoi TexHonorum PKI aBASIOTCA OTHOLLEH WS AOBEPUS, @ [1aBHbIM YNPaBASOLLUM KOMMOHEHTOM —
YAOCTOBEPAIOLLMI LEHTP. YA0CTOBEPSOLWMI LEHTP NPeAHa3HauYeH A1 perncTpaLmm noib3osatesen,
BbiNycka cepTudumkaToB, nx xpaHeHus, Bbinycka CRL 1 nogaepxaHna ero B akTyalbHOM COCTOAHMM. B
ceTsax ViPNet yaoctoBepstoLwnia LLeHTp n3gaét ceptndumkatbl Kak No 3anpocam OT NoJsib3oBaTesien,
chopMmpoBaHHbIM B crielmansHomn nporpamme (Hanpumep, ViPNet CSP nan ViPNet [lenosas nouta), Tak
1 6e3 3anpocoB (B npoLecce co3saHus nosab3osatenen ViPNet).

[Ans ceTel ¢ 6ONBLIMM KONNMYECTBOM MOJ/b30BaTENEN CO3aETCS HECKOJ/IbKO YAOCTOBEPSHOLLMX LIEHTPOB.
JloBepuTeNbHbIE OTHOLLEHWSA MEXAY 3TVMM YAOCTOBEPSHOLLMMM LLEHTPAMU MOTYT BbICTPaUBaTbCA MO
pacnpesenéHHoOn nan nepapxmyeckon Moaenu.

e B vepapxmueckoin Mogenn AOBePUTENbHbBIX OTHOLLEHWI YA0CTOBEPAIOLLME LLEHTPbI O6BbEANHAIOTCA B
JAPEBOBUAHYIO CTPYKTYPY, B OCHOBaHUMN KOTOPOW HaxOAMUTCA rOIOBHOM YAOCTOBEPSAIOLLMIA LIEHTP.
F0NOBHOM YAOCTOBEPAIOLLMNIA LIEHTP BbIJAET KpOoCC-cepTUdMKaTbl MOAUMHEHHBIM EMY LIEHTPaM, TeM
cambIM obecneunBas JoBepue K KtovaMm NPOBEPKM INEKTPOHHOM NMOAMUCU 3TUX LeHTPOB. Kaxabll
YAOCTOBEPAIOLLMIA LEHTP BbILLECTOALLETO YPOBHSA aHaOrM4YHbIM 06pa3om aenervpyet npaso
BbINycKa CepTUPUKATOB NOJYNMHEHHBIM eMY LieHTpaM. B pesynbTate goBepue k ceptudmkaty
KaXkZoro yAOCTOBePAIOLLEro LeHTpa OCHOBAHO Ha 3aBEPEHMNM €ro KNH0UYOM BbILLECTOALLEro LieHTpa.
CepTndurkaT roN0BHOrO YAOCTOBEPAIOLLErO LieHTpa (KOpHeBOM cepTudukar) aBasercs
caMonoAnucaHHbIM. B ocTanbHbIX yAOCTOBEPAOLMX LLEeHTPaX aAMUHNCTPATOPbI HE UMELDT
COBCTBEHHbIX KOPHEBBIX CEPTUDMKATOB U A1 YCTAHOBAEHUSA LOBEPUTEbHbIX OTHOLLEHMI
bOopMUPYHOT 3aNpOChl Ha KPOCC-cepTUdMKAT K CBOMM BbILLECTOALLMM YA0CTOBEPAIOLLNM LieHTpaM.
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PucyHok 65. Mlepapxuueckas modesns dosepumesibHbix OMHOWeHuUU

B pacnpesenéHHon Mofenv AOBepUTENbHbBIX OTHOLLEHWU BCE YAOCTOBEPSHOLLME LIEHTPDI
paBHO3HaUHbI: B KaX/IOM YOCTOBEPSAIOLLEM LIEHTPE aiMUHUCTPATOP MMEET CBOV KOPHEBOW
(camonoanuvcaHHbIn) cepTudurkart. [JoBepuTenbHble OTHOLLEHUSA MEXAY YAOCTOBEPAIOLLMMU
LLleHTpaMu B 3TON MOJENW YCTaHaBAMBAOTCA OBbIYHO NYTEM JBYCTOPOHHEN Kpocc-cepTudurkaLmy,
KOrfa fiBa YAOCTOBEPSIOLMX LLEHTPa U3Aat0T Kpocc-cepTudmKaThl Apyr Ans Apyra. BzavumHas kpocc-
cepTndmrKaLmMs MPOBOAMTCSA NMOMAPHO MeXAY BCEMMU YAOCTOBEPSAOW MMM LeHTpaMu. B pesynbTaTte B
KaXkI0M YAOCTOBEPAIOLLEM LIEHTPE B JOMONHEHME K KOPHEBOMY CepTUdUKaTy MMEHTCS KPOCC-
cepTndurKaThl, U3gaHHble AN aAMUHUCTPATOPOB B APYrMnX YAOCTOBEPSOLWMX LIEHTPaX.

[ns nognvcaHuns cepTMdunKaToB NOSAb30BaTENEN KaXKAbIA YAOCTOBEPSAIOLWMI LEHTP NPOAOAXKAET
NMoJ/Ib30BaTbCs CBOMM KOPHEBLIM CEPTUMKATOM, a KPOCC-cepTUdUKAT, U3aHHbIN ANs APYroro
YAOCTOBEPAIOLLErO LIeHTPa, UCMOJb3YET AN NPOBepKM cepTUdMKaTOB Nosb30BaTeNel APYroi CeTu.
3TO BO3MOXHO B CUAY TOFO, YTO KPOCC-CEPTUDUKAT A1 AOBEPEHHOIO YAO0CTOBEPAOLLIErO LLEHTPa
n3aaétca Ha H6ase ero KOPHEBOTO CcepTUdUKaTa U COAEPXKUT CBEAEHNSA O €ro Karoue NpoBepKM
3/1eKTPOHHOW nognucu. [o3ToMy B ceTu, OTNpaBMBLLEN 3aNpoc, HET HEOOXOANMOCTU Nepen3saBaTb
cepTUduKaThl Nosb30BaTENEN.
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PucyHok 66. PacnpedenéHHas modesib 0ogepumesibHbiX OMHOoWeHUl

3Has nepapxmo n ﬂOA'«II/IHéHHOCTb YAOCTOBEPAROLWNX LLEHTPOB APYT APYyrY, MOXHO BCerga TO4HO
YCTaHOBWUTb, ABJIAETCA JIN TOT NN WNHOW NoJsib30BaTeNb BlajgenbuemM AaHHOro Kjiro4a NnpoBeEpPKU

3/IEKTPOHHOW NOAMNNCH.
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Ilcnonb3oBaHme cepTdmKaToB AN
LLINPPOBAHMA 3N1EKTPOHHbIX
NOKYMEHTOB

OTtnpaBuTesb MOXET 3alindpoBaTh AOKYMEHT C MOMOLLIO OTKPLITOrO K/roYa noayyatens, npu 3ToM
pacwmndpoBaTb JOKYMEHT CMOXET TOJIbKO caM nosy4atesb. B gaHHOM ciydae ans 3awmdpoBaHums
npUMeHseTcs cepTudmKaT noayyaTess CoobLLEHNs.

3awmopoBaHme

1 TMonb3oBaTeNb CO3AAET 3NEKTPOHHbIN LOKYMEHT.
2  OTKpbITbIN KJIKOY NONyYaTeNs u3BaekaeTcsa U3 ceptudukara.

3 (DOpMVIpyeTCFI CMMMeTquHbIl)'I CeaHCOoBbIN KoY A41a OAHOKPATHOIo NCNo/b30BaHUA B paMKax
AAHHOrIO CeaHca.

4 TloAnVCaHHbIV AOKYMEHT 3alUMPPOBLIBAETCSA C UCMOJIb30BAHNEM CEaHCOBOTO Kato4a (B COOTBETCTBUM
¢ anroputmom FOCT 28147-89).

5 CeaHcoBbIl kKNtOY 3alLIMPPOBBLIBAETCA Ha KKOUe, KOTOPbIV BblpabaTbiBaeTcs No npotokony Andou —
XesinMaHa ¢ UCNOAb30BaHWEM OTKPbLITOrO Kjtova noJjyyvarens.

6 3awundpoBaHHbIN CeaHCOBbIN KAOY NPUKPENAAETCA K 3amMdPOBaHHOMY JOKYMEHTY.

7 [okymeHT oTnpasnseTca.
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Mzenevenme
Coagasine CTRPBITERD KNKYa PopmupoBaHne JawuposaHme
OOKYMEHTS NonyYaTensa CEAHCOBOTD KNKIYa ROKYMEHT
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JawudpoeaHue NMpuepennesme Ompaska
CEAHCORONT KNeda CEAHCOBOTE KN0Wa ACKYMEHTA

PucyHok 67. 3awugposaHue 31ekmpoHHo20 JoKymeHma

PaclumnoposaHme

1 TNonb3oBaTesb NOAYYaET 3NEKTPOHHbIN AOKYMEHT.

2 3awundpoBaHHOE COAEPXUMOE AOKYMEHTA M 3aIMPPOBAHHbINA CEAHCOBbIM K/IHOY U3BAEKAOTCA U3

JAOKYMeHTa.
3aKpbITbI KAKOY MOAyYaTens JOKyMEHTa M3BAEKAETCA U3 KOHTEMHepa KAoYen.
CeaHcoBbIN KoY pacluMdPOBLIBAETCA C UCMO/b30BaHMEM 3aKPbITOTrO KtoYa noJjyyaTens.

[ OKyMeHT paclundpoBbIBAETCSA C UCMOb30BaHMEM PacLlLMdPOBAHHOIO CEaHCOBOTO KitoYa.

o v AW

PacwrdpoBaHHbIA AOKYMEHT AOCTYMEH MOMyYaTenNto.

Monyyenne M3aneyerue cogepxumoro Wzeneuerne 3akpuitoro
AOKYMEHTa W C2aHCOBOIO KMmova KImoua nonyvarens
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Pacw u¢poean ve Pacwwposanue PacwwdposarHblia
CEeaHCoBOro Kniova AOKyMeHTa AOKYMEHT

PucyHok 68. PacwugposaHue 3nekmpoHH020 OoKymMeHmMa

ViPNet [lenosas nouta 4. PykoBoACTBO nonb3oBaTtens
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Ilcnonb3oBaHme cepTdmKaToB AN
MOAMMCAHMA INEKTPOHHbIX
NOKYMEHTOB

Kor,a,a oTnpaBuTeb NOAMUCBIBAET AOKYMEHT, OH UCMOJIb3YeT KJIF0Y BHEKTpOHHOVI noanuncu,
COOTBeTCTByI-OLLI,I/II?I K4y NMPpOBEPKN 3J'IeKTpOHHOl\/‘I noanucu, KOTOprVI XpPaHUTCA B CepTVICI)I/IKaTe. Korp,a
nojsy4yatenb NpoBepAeT 3/1IEKTPOHHYH NMoAMNnchb COO6LLI,eHVIFI, OH M3BJIEKAET KJIDY NPOBEPKU 3]]8KTpOHHOI;1
noanncum mn3 CepTI/ICI)VIKaTa oTnpasuTend.

[loanmcaHmne

1 TMNonb3oBaTenb CO3AAET 3NEKTPOHHbIN LOKYMEHT.
2 Bbluncnsetca 3HaueHmne xaw-QyHKUNN AOKYMEHTA.

X3Ww-PyHKLMA JOKYMEHTa UCMOb3yeTcs Npu GOPMUPOBaHNW INEKTPOHHOM NOAMNCK Ha CTOPOHE
OTNpaBuUTeNA, a Takxke Npu AajbHelLleln NpoBepKe SNEKTPOHHOM NOAMNCK Ha CTOPOHE NoJslyyaTens.

3 Knrou 3ﬂeKTpOHHO|z noanncn oTnpaBuUTeENAa N3BNEKAETCA U3 KOHTeI‘/JIHepa KAtOYen.

4 C ncnonb3oBaHMEM KJIKOYa 3/1EKTPOHHOM MOAMWUCU OTMPaBUTENs Ha OCHOBE 3HaUeHWs X3LW -PYHKLMK
bopmMMpyeTCs 3N1eKTPOHHAA NOANUCH.

5 3DnekTpoHHas NoAnuch NPUKPENIAETCA K JOKYMEHTY.

6 3awundpoBaHHbIN JOKYMEHT OTNPaBAAETCA.

HzeneyeHne Knoda

CoznaHue BEIMWCNEHME 3IHAYEHUA  SNBKTPOHHON NOANMOA
AOKYMEHTA HILL-GY HELMK oTnpaguTens
N
%
o
ﬁ ﬁ
DopMHpoBaHHE Mpuepennesne Ompaska
INEXTROHHONA NOANHCK  3NEKTROHHON NOANKCA AOKYMEHT

PucyHok 69. [Mpoyecc nodnucaHus 31eKmpoHHo20 AoKyMeHmMa
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[ lpoBepka noAnuncK

1 Tlonb3oBaTtenb Nosy4YaeT 31eKTPOHHbIN LOKYMEHT.
DIeKTPOHHaa NoANuch (3almMdpoBaHHOE 3HaueHme X3 -byHKLUMW) N3BAEKAETCA U3 AOKYMEHTA.

Bbluncnsercs 3HaueHme xaw-QyHKLUN JOKYMEHTa.

A W N

Knrou npoBepPKU 3J'IeKTpOHHOI‘/’I noAnncK oTrnpaBUTeENIA NU3BNEKAETCA U3 CepTI/ICI)VIKaTa oTrnpasuTenA.

5 3J'IeKTpOHHa$I noanuncb paCLLII/ICI)pOBbIBaeTCﬂ C NCNOJIb3OBaHMEM KJIHOYa NMPOBEPKN 3J'IeKTpOHHOl‘/‘I
noAanncu oTrnpasuTesA.

6 3HaueHue X3LW-PYHKLMM SNEKTPOHHON NOAMNUCU CPABHMUBAETCA C MOJYYEHHBIM 3HaUYEeHNEM X3LU-
OYHKUNN JOKYMEHTa.

7 Ecav 3HaueHms xaWw-PpyHKLWIA COBMaAatoT, SNEKTPOHHAs NOAMNNCh AOKYMEHTa CUMTAETCA
AENCTBUTENIbHOMN.

Ecan 3HaueHmns X3LLI-¢)yHKLI,I/II\/'I He coBnadaroT (TO eCTb FIO]]yLIeHHbIVI AOKYMEHT OblN1 3MEHEH C
MOMEHTa nop,nmcava), 3N1EKTPOHHaA Noanncb AOKYMEHTa CHUTaeTCA HeAeI\;ICTBMTeanOIz.
3/'IeKTpOHHaF| noanuncb CHNTaETCA HeAeI\/'ICTBVITeJ]bHOIz TakK>XXe B TOM C/iydae, ecnau CepTI/ICI)I/IKaT
oTnpaBunTenda NpPocpoyYeH, aHHyJInpOBaH, MNCKaXEH nan noanncaH yaoctoBepAarowmnM LEHTPOM, C
KOTOPbIM He YCTaHOBJIEHbI 4OBEPUTEJIbHbIE OTHOLUEHWA.

Nonyuenne MzenavueHne BrIMMCNEHNE 3HAYEHWR HaeneueHue snoya
AOEYMEHTa INEXTPOHHOH E3-yHEL RN NPoBEEpKN INEKTROHHOM
NoanucKl AOKYMEHTA NOANKWCH OTN PaBUTENA
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Facwwdpposanne CpaBHEHIE IHAYEH WA INEKTPOHHAR NOANKCE
INEXTROHHOH AIW-yYHELAR ORYMEHTA
nognack DERCTBUTENEHS

PucyHok 70. lNpoyecc nposepku 31ekmpoHHOU nodnucu 0oKymeHmMa
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Ilcnonb3oBaHme cepTdmKaToB AN
NOAMMCAHUA W LUMPPOBAHUA
3/1EKTPOHHbIX JOKYMEHTOB

[loanwncaHme v 3awmndpoBaHme

1 TMNonb3oBaTenb CO3AAET 3NEKTPOHHbIN LOKYMEHT.

2 Bbluncnsetca 3HaueHmne xaw-QyHKUNN AOKYMEHTA.

w

Kntou 3ﬂeKTpOHHOI;1 noanncn oTnpaBnUTeENAa N3BAEKAETCA U3 KOHTeI\/’IHepa KAOYen.

OTKpbITbIA KNKOU MOAyYaTENs U3BAEKAETCA U3 cepTudMKaTa noaydatens.

5 Cwncnonb3oBaHWeM KarO4a 3J'IeKTpOHHOIZ noanncu otTnpaBnTensd Ha OCHOBE 3Ha4YeHUA X3LIJ-CI)yHKLI,I/II/I

bopmMupyeTCs 3N1eKTPOHHaA NOANUCH.
6 DneKkTpoHHas NOANUCL NPUKPENAAETCA K AOKYMEHTY.

7 (DOpMVIpyeTCFI CMMMeTpMLIHbIIZ CeaHCoBbIl KN4, ANA O4HOKPAaTHOIO UCMOJIb30BaHMA B paMKax
AAHHOIO CeaHca.

8 I'Io,u,rlmcaHanZ AOKYMEHT 3am|/|¢posb|BaeTcn C NCMO/b30BaHNWEM CEaHCOBOro KatoYa (B COOTBETCTBUM

c anroputmom FOCT 28147-89).

9 CeaHcoBbIV KtOY 3aWMPOBLIBAETCA Ha KAOYE, KOTOPbIN BbipabaTbiBaeTcs no npoTtokony Anddun —

XennmaHa ¢ oTKpbITOro Kato4a nosy4yarens.
10 3awmndpoBaHHbIN CEaHCOBbIN KAOY NPUKPENAAETCA K 3amMdPOBaHHOMY JOKYMEHTY.

11 [JokymeHT oTnpaBaseTca.
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CoapaHne BtyncneHme MapnoysHne Koy Mapneyaumna QopMupoeaHie Mpukpennadne
OOKYMEHTa AHIYCHHS ANSKTPOHHOA NOAMKCH  OTKPLITOND KMOYa INEKTPOHHORA INSKTPOHHO A
K;UJ-W—IKLIHH oTMpaBWT2nAa MOMYYaTEnA nogn|cK magnHcK
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DOpMHPORIHNE Jawndpopanue JawndpopaHue MpuEpannedue Ompapka
CEAHCOBOrD K3 AOKYMEHT C2AHCOBOND KNKIYA CRAHOOBOND KMoYa QOKYMEHTR

Pucyrok 71. Mpoyecc nodnucaHusa u 3awugposaHus 31eKkmpoHHbIX JOKyMeHmo8a

PaclundpoBaHme 1 NpoBepka

1 TMonb3oBaTesib NOJYYaET 3EKTPOHHbBIN JOKYMEHT.

2 3awundpoBaHHOE COAEPXKUMOE AOKYMEHTA U 3alUMPPOBAHHbIV CEAHCOBbIV KUY U3BAEKAOTCA U3
coobLeHus.

3aKpbITbIV KUY MOAyYaTeNs JOKYMEHTa U3BJIEKAETCA U3 KOHTEMHepa KIYen.

AW

CeaHCOBBIV K/IHOY PacliMdPOBLIBAETCA C MOMOLLBIO 3aKPbITOrO KAtOUa noaydaTens.

[ OKYMEHT pacluMdpoBbIBAETCA C UCMONb30OBaHWEM PaCLUMPPOBAHHOIO CEAHCOBOTO Ktoua.
DNeKTPOHHas NoANMCh (3alndpoBaHHOE 3HaUYeHMe X3LU-GYHKLIMKN) U3BAEKAETCA U3 JOKYMEHTA.
BblumcnseTcs 3HaueHme xalw-QyHKLMM JOKYMEHTa.

Kntou npoBepKU 3ﬂeKTpOHHOI\/’I noAnncK oTnpaBuUTeNa N3BaeKaeTca ns CepTI/Iq)MKaTa oTnpasuTenAa.

O 00 N o un

3ﬂeKTpOHHaﬂ noanncb pacmmq)posblsaeTcn C NCNOJIb3OBaHMEM K/IKOYa NPOBEPKN 3ﬂeKTpOHHOVI
noanncu oTnpasuTenA.

10 3HaueHMe X3LW-PYHKLMM 3NeKTPOHHON NOANUCK CPaBHUBAETCA C NMOJAYUYEHHBIM 3HAYEHUEM X3LL-
bYHKUMN JOKYyMeEHTa.

11 Ecnm 3HaueHms xaWw-GyHKLMA COBNaAatoT, 31eKTPOHHaA NOAMNUCh JOKYMEHTa CUMTaeTCA
[AeNCTBUTENbHOMN.

Eciv 3HaueHus X3 -GyHKLUA He COBMaAatoT (TO eCTb NONYYEHHbIV JOKYMEHT Bbl M3MEHEH C
MOMEHTa MOAMMNCaHUA), INEKTPOHHAA MOANUCH JOKYMEHTa CUMTaeTCs HeaencTBMTebHOW. Mognuck
CUMTAETCA HeJelCTBUTENbHON TakxKe B TOM C/lydae, eciv cepTudurKaT OTIPaBUTENS NMPOCPOYEH,
aHHY/IMPOBaH, UCKaXXEH AN NOAMNMCaH YAOCTOBEPSIOLLMM LIEHTPOM, C KOTOPbIM HE YCTaHOBJ/IEHbI
[0BEPUTE/IbHbIE OTHOLLEHWS.

12 PacwmndpoBaHHbIN JOKYMEHT JOCTYMEH NoayyaTento.
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MonyuaHne HMaeneyaune CONepKNMOro MaeneyeHme Pacwudpopanne Pacwwmpposaune
DOKYMEHTA W CEAHCOROMD KNOYa LAKPLITOrS KMkoYa CEAHCOBOND K43 BOKYMEHTS
nony4aTena
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Mzenevenne Boumcnenve aHavenna  Maeneverne kmova Pacuwmgposaqmne CpaeHeHne 3Ha4eHn i
INEKTPOHHOR XI-GYHELA MPORSDKK INSKTPOHHO A ANSKTPOHHOR HIW-HYHELMA
MOgMACA DOKYMEHTA MOOMWCH CTNRABKTENA Mognaca
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SNeKTPOHHAA MogNuce Paclumd popaHHBIA
JOKYMEHTS JOKYMEHT
OefcTeMTansHa

PucyHok 72. [Mpoyecc pacwugpo8aHus u npogepku 31ekmpoHHol nodnucu dokyMmeHma

ViPNet [lenosas nouta 4. PykoBoACTBO nonb3oBaTtens
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BHeLlHWe yCTponCTBa

ObLwme cBeaeHus

BHelLHwWe ycTpoiicTBa NpesHa3HayeHbl ANs XPaHEHWs KOHTENHEPOB K/HOUel, KOTOpPble Bbl MOXETE
MCMNo/b30BaTh A5 ayTeEHTUdMKALUK, GOPMUPOBAHUSA 31EKTPOHHON MOANUCA WAV AN APYTUX Lienew.

Ha BHelLHeM yCTPONCTBE MOTYT XPaHUTLCA KAKOUW, CO3AaHHbIE MO Pa3MYHbIM anroputMam B
nporpammHom obecneverHnmn ViPNet naun B cTopoHHMX Nporpammax. MakcumanbHoe Koanm4ecTso
KOHTENHePOB KAtOUel, KOTOPOe MOXEeT XPaHWUTbCA Ha OAHOM BHELLHEM YCTPOMCTBE, 3aBUCUT OT 06béMa
NaMsaTK YCTPOMCTBa.

MporpammHoe obecrieuenune ViPNet [lenoBas nouta noasepXvBaeT gBa cnocoba ayTeHTUdUKaLmum ¢
MOMOLLbIO BHELLHEro yCTPoncTBa (cM. Crocobbl ayTeHTUdbMKaL MM Nonb30BaTens):

e [lo nepcoHanbHOMYy katody nosb3oBatens ViPNet, KOTOpbI xpaHUTCA Ha ycTporcTBe. 3TOT cnocob
ayTeHTUOUKaLMM MeeT CreaytoLne orpaHnYeHns:

o OAHO BHelLHee YCTPOMNCTBO HEBO3MOXHO MCMO/b30BaTh ANS ayTEHTUOMKALNN HECKONbKUNX
nosab3oBaTenen ViPNet.

o OAHO BHelLHee YCTPOMCTBO HEBO3MOXHO MCMO/b30BaTh A5 ayTEHTUOMKALUN OJHOTO
nonb3oBaTens Ha Heckobkumx y3nax ViPNet.

o Ecam ucnonb3yetcs 31oT cnocob ayTeHTMdMKaLMK, TOFAa KAKOUN 3/1eKTPOHHOW NoAnucH
nosb3oBaTens, n3jaHHble B yA0CTOBepstoLLEM LeHTpe Ha 6a3e MO ViPNet, 20MKHbI XpaHWTbCS Ha
OAHOM YCTPOMCTBE C NEPCOHA/bHBIM KAHOUOM.

e [lo cepTudmKaTy, KOTOPbIA XPaHUTCA Ha YCTPOMCTBE BMECTE C COOTBETCTBYHOLLMM 3aKPbIThIM
knrouyoM. TpeboBaHusa k cepTudmkaTty cMm. B pasgene OcobeHHOCTU ayTeHTUdUKaLMK C MOMOLLbHO
ceptmudukara.

Bce onepauun c KoHTeHepamMu KAtOYel U BHELWHUMMW YCTPOMCTBAMM Bbl MOXETE BbINMOJHUTL B
nporpamme ViPNet CSP (cMm. Hactpolika napameTtpoBs kpuntonposarigepa ViPNet CSP). YTobbl
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NCNoNb30BaTh Kakoe-1Mb0o BHELLHee YCTPONCTBO, Ha KOMMbIOTEP HEOOXOANMO YCTaHOBUTbL ApanBepsl

3TOro ycTpownctea. MNepes 3anncbio KAKOUen Ha yCTPONCTBO yHeanTech, UTo OHO OTGOPMaTUPOBAHO.

CMMCOK NOAAEPXKMBAEMbBIX BHELLIHMX YCTPOWCTB

B cnepytoweit Tabave nepeyuncieHbl BHELHME YCTPOMCTBA, KOTOPbIE MOTYT ObITb NCMOJ/b30BaHbI B

ViPNet [lenoas nouta. [lna Kaxzoro cemencTsa yCTPONCTB B TabsmLe NpUBEAEHO ONMCaHWe, YKa3aHbl
ycnoBus 1 0CobeHHOCTN paboTbl C YCTPOUCTBAMMU.

Tabauya 6. Noddepxusaemeslie 8HewWHUe ycmpolicmaa

Ha3sBaHue
cemMelcTBa
YCTPOWCTB

B NMporpamme
ViPNet CSP

ESMART Token

aKey

MonHble Ha3BaHWA U TUMbI
yCTpOWCTB

CmapT-KapTbl M TOKEHbI
tunos ESMART Token,
ESMART Token FOCT

CmapT-KapTbl

aKey S1000,

aKey S1003,

aKey S1004
MPOW3BOACTBA KOMMaHMM
Ak Kamal Security

HeobxopvMble 1 pekoMeHAyeMble YC10BUA paboTl
C CEMEeNCTBOM YCTPOICTB

Ha komnbtoTepe f01XHO 6bITb ycTaHoBAeHO MO ESMART PKI
Client gns Windows (pekomeHayemas Bepcuna — 4.5 RC).

Yctpovictea Tvna ESMART Token Heobxoanmo
oTdopmaTmpoBaTb ¢ nomoLbto MO ESMART PKI Client gna
Windows c npodpunem ViPNet2.

MepeHoC KtoYel NOANUCK C YCTPOWCTBA U Ha YCTPOMCTBO
ESMART Token FTOCT HeBO3MOXeH, Tak KakK Ha YCTPONCTBE
ncnonb3yeTtcs annapatHas Kpuntorpadumsa ¢ Hem3BaeKaeMbiM
KJTFOYOM.

Ha komnbtoTepe fos1kHa BbITb ycTaHOBNEHa BrbanoTeKa
akpkcsll.dll, npesocTaBieHHas KOMNaHWen
Ak Kamal Security.

YctpowictBo umeet asa NUH-koga: agMuHUCTpaTopa
1 nonb3osarens. 3HayeHve 3Tux MNMNH-Kog0B MO yMOAYaHNUIO
— 12345678.

MepeHOC KoYen NoANUCK C YCTPOMCTB U Ha YCTPOKCTBa
JaHHOro cemelicTBa HEBO3MOXKEH, Tak KaK Ha yCTpOMcTBax
NCcnonb3yeTca annapaTHas Kpuntorpadua ¢ HemssaekaeMbiM
KJIFOHOM.
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Ha3sBaHue
cemeincTBa
yCTpOWCTB

B Mporpamme
ViPNet CSP

JaCarta

Rutoken

Rutoken S

MosHble Ha3BaHUA U TUMbI
yCTpoWcTB

MNepcoHanbHble
3/1EKTPOHHbIE KIHOUUN 1
cmapT-kapTbl eToken FOCT,
JaCarta I'OCT, JaCarta PKI,
JaCarta LT, JaCarta SE,
JaCarta PKI/TOCT, JaCarta-
2 PKI/TOCT, JaCarta-2 TOCT
MPOW3BOACTBA KOMMaHWM
«AnagauH P.[.»

DNEKTPOHHbIE
naeHTnounkatTopbl PytokeH
UM, PytokeH LM 2.0

n PyTokeH Lite
MPOW3BOACTBA KOMMaHWUK
«AKTUB»

ONIeKTPOHHbIe
naeHTndnkatTopsl PytokeH S
Npoun3BOACTBa KOMMNaHUK
«AKTUB»

Heobxopaunmble n pekomMeHayeMble yc0BUS paboTbl
C CEMEeNCTBOM YCTPOICTB

Ha komnbtoTepe fo/1KHO 6bITb ycTaHoBAEHO MO «EanHbIRN

Knnent JaCarta» komnanum «Anagani P.[.» (pekomeHayemas

Bepcuns — 2.12).

MepeHoc katouelt nognucy ¢ yctporicte eToken FOCT, JaCarta

IOCT, JaCarta PKI/TOCT 1 Ha 3T1 yCTPONCTBa HEBO3MOXEH,
TaK KaK Ha yCTPOMCTBAX MCMOJb3yeTCs annapaTHas
KpunTorpadus ¢ Hen3BieKaeMbIM KJIHOYUOM.

Mpumeuanwue. Yctporicta JaCarta SE n JaCarta LT He
NOAJEPXKUBAIOTCA ANA ayTEHTUOUKALMM C MOMOLLIbIO
ceptndukara.

Ha komnbtoTepe f0/1KHbI BbITb YCTaHOBJ/IEHbI ApaliBepsbl
Rutoken (pekomeHayemas Bepcusa — 4.7.0.0).

MepeHoC KAtoYel NOANUCK C YCTPOWCTB, a TakxXe Ha
yctpoinctea PytokeH LM 1 PytokeH 3LM 2.0 HeBO3MOXeEH,
Tak Kak Ha yCTPOMCTBaX MCMOb3yeTCs annapaTHas
KpunTorpadusa ¢ HenssaekaeMbIM KJIHOHOM.

Ha komnbtoTepe f0/1KHbI ObITb YCTaHOBJ/IEHbI ApaliBepsbl
Rutoken (pekomeHayemasn Bepcuna — 4.7.0.0).
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Ha3sBaHue
cemeincTBa
yCTpOWCTB

B Mporpamme
ViPNet CSP

SafeNet eToken
(eToken
Aladdin)

MosHble Ha3BaHUA U TUMbI
yCTpoWcTB

lNepcoHanbHble
3/IEKTPOHHBIE KAHOUN
Gemalto SafeNet eToken
5100/5105, 5200/5205, 5110,
7300,

cmapT-kapTa Gemalto
SafeNet eToken 4100
NPOU3BOACTBA KOMMaHWUK
Gemalto (SafeNet)

MepcoHanbHble
3/IEKTPOHHbIE Katoun eToken
PRO (Java), eToken PRO,
CcMapT-KapTbl

eToken PRO (Java),

eToken PRO,

JaCarta PRO npowv3BogcTBa
KoMnaHun «AnaaavH P.[.»

Heobxopaunmble n pekomMeHayeMble yc0BUS paboTbl
C CEMEeNCTBOM YCTPOICTB

Ecnm komnbtotep pabotaet nog ynpasaeHnem OC
Windows 10, Ha HeM A0O>KHO BbITb ycTaHoBeHO MO SafeNet
Authentication Client (pekomeHayemas Bepcus — 10.6.146).

Ecnn komnbroTep paboTaet nog ynpasaeHvem gpyroii OC, Ha
HeM A0/IXHO BbITb ycTaHoBAeHO smbo MO PKI Client Bepcuu
5.1 SP1, anbo MO SafeNet Authentication Client
(pekomeHnayemas sepcuna — 10.6.146).

CmapTt-kapTa eToken PRO MOXeT MCcrnoib30BaThCs € NH06bIM
cTaHaapTHbIM PC/SC-COBMECTUMBIM YCTPONCTBOM
CUNTBIBAHWA KapT.

[ns pabotbl cMapT-kapTbl JaCarta PRO Ha komnbroTepe
JOMKHO 6bIThb ycTaHoBeHO MO JC-PROClient Bepcun 1.0.6 n
JOKEH ObITb BK/IHOUYEH PeXMM COBMECTUMOCTM ¢ eToken.

MpymeyaHue. Ecan Bam Heobxoammo paboTaTtb €
ycTporictBoM U3 cemelictBa SafeNet eToken (eToken
Aladdin), a Takxe ¢ ycTpoictBom n3 cemerictea JaCarta, To BO
n3bexkaHve NosBAeHNS OWMOOK NPW BbIMOJIHEHWM
KpunTorpapuyeckmx ornepaLmin He ycTaHaBAUBaTe Ha
koMnbtoTep oAHoBpemeHHO MO «EanHbin KnneHt JaCarta» un
MO SafeNet Authentication Client.

Mpumeyanue. MO ViPNet nogaep>xusaeT ayTeHTUOUKALMIO C MOMOLLbIO cepTudmKaTa,
nsganHoro no anroputmy FOCT P 34.10-2012, Tonbko ans ycTponctaa JaCarta-2.

dnekTpoHHasa nognuce no aaroputmy FOCT P 34.10-2012 nopaep>kvBaeTca ans
ycTtpoicte Rutoken LM 2.0 n JaCarta-2.

Cnuncok noaaep>KMBaeMbIX ONepPaLMOHHbIX CUCTEM AN KaXAO0rO U3 NPUBEAEHHbIX
YCTPOWCTB Bbl HalAETe Ha oduULMaibHOM BeG-CaiTe MPON3BOAUTENSA 3TOFO YCTPOMCTBA.

ANTOPUTMbI 1 QYHKLMK, NOAAEPXMBAEMbIE
BHELLHWMM YCTPOMCTBaMM

B cnepytowent Tabavue nepeuncieHsl Kpuntorpaduyeckme anropuTMbl, NOAAEPXKMBAEMbIE BHELIHNUMM

ycTponcTBamu, npmBeseHa MHPopMaLns 0 BO3IMOXHOCTU MCMOJIb30BaHNA YCTPOMCTB B KaYecTBe

JaTUMKOB CIyYalHbIX YnCes, a Takke nHpopMaums o noasepxkke ctaHgapta PKCS#11.
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Mpumeuanue. CtaHgapt PKCS#11 (takxe nsBecTHbIn kak Cryptoki) — oanH n3
ctaHgapToB cemerictBa PKCS (Public Key Cryptography Standards —
KpunTorpapuueckme ctaHAapTbl KAtoUa NPOBEPKU 3NEKTPOHHONM NOAMMUCK),
pa3paboTtaHHbIx komnaHuer RSA Laboratories. CtaHaapT onpegenser He3aBUCUMBbIN OT
nnatpopmbl nHTepdeiic APl ans paboTbl ¢ KpunTorpadpuuecknmm ycTpomncTBamm

NAEHTUOUKALUW N XPAHEHUS AaHHBIX.

Tabauya 7. Aneopummel U yHkyuu, noddepxxusaemele BHeWHUMU ycmpolicmeamu

HasBaHue
cemMelicTBa
YCTPOWCTB B
ViPNet CSP

ESMART Token

Infotecs Software
Token

aKey

ViPNet HSM

JaCarta

(ycTpolictBa
JaCarta PKI,
JaCarta SE,
JaCarta LT,
JaCarta PKI/TOCT
n JaCarta-2
PKI/TOCT

c annnetTom
Laser)

AnnapaTHas noagepxka [MporpammMHas

poccuickmx nogaepxka poccuiickux  Micnonb3oBaHue
Moapep>kka

KpunTorpapuyeckmx KpunTorpapuyeckmx AcH PKCS#11

anropuTmMon anropvTtmos (B B ViPNet CSP

(Ha ycTpoiicTe) ViPNet CSP)

ESMART Token — ESMART Token — [Ja [a

OTCYTCTBYET; FOCT P 34.10-2001,

ESMART Token rocT —  OCT P 34.10-2012

FOCT P 34.10-2001, ESMART Token FTOCT —

FOCT P 34.10-2012 oTcyTCTBYET

(kopoTkumiA knrou 256

6uT)

VM3onmpoBaHHas nporpammMHas peanvsauus: Het [Ja

FOCT P 34.10-2001,

FOCT P 34.10-2012

aKey S1000, aKey S1003,  otcyTtcTByeT Het Ja

aKey S1004 —

FOCT P 34.10-2012;

aKey S1000, aKey S1003

FOCT P 34.10-2001

FOCT P 34.10-2001, OTCyTCTBYET Het [Ja

FOCT P 34.10-2012

oTcyTCTBYET FOCT P 34.10-2001, Het [Ja

rOCT P 34.10-2012
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HasBaHue
cemMeiicTBa
YCTPOWCTB B
ViPNet CSP

JaCarta

(ycTporictBa
JaCarta PKI/TOCT
n JaCarta-2
PKI/TOCT

C annsietom
rocT,

JaCarta-2 rOCT)

Rutoken

Rutoken S

SafeNet eToken
(eToken Aladdin)

AnnapaTHas noagepxka
poccuiickmx
KpunTorpadpuyeckmx
anropuTMoB

(Ha ycTpolicTBe)

FOCT P 34.10-2001,

FOCT P 34.10-2012
(kopoTkuii kntou 256
6uT)

Pytoken 3N 2.0 —
FOCT P 34.10-2001,
FOCT P 34.10-2012;

PyTokeH Lite —
oTcyTCTBYET

oTcyTCTBYET

OTCyTCTBYET

MporpammHas
noagep>kKa PoccuMimcKmx
KpunTorpapuueckmnx
anropvTtmos (B

ViPNet CSP)

OTCYTCTBYET

Pytoken 3N 2.0 —
OTCYTCTBYET;

PyTokeH Lite —
rOCT P 34.10-2001,
rOCT P 34.10-2012

FOCT P 34.10-2001,
FOCT P 34.10-2012

rOCT P 34.10-2001,
rOCT P 34.10-2012

Ncnonb3oBaHune
AcY

B ViPNet CSP
[Ja

o2uUn 2.0 — ga;
Lite — HeT

Het

Het

Moapep>kka
PKCS#11

Ja

[Ja

Ja

Ja

MpumeuaHue. BoipaboTka kntoyelt WnpposaHmsa (GyHKUMA C_DeriveKey UHTepdelica

PKCS#11) noaaep>kvnBaeTcs He BCEMMW NepeyncieHHbIMU ycTponcTBamu. [ina nonyyeHns bonee
nogpo6Hon nHdopmauum cM. JOKyMEHTaL MO NO HEOBXOANMOMY YCTPOMCTBY.
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Ictopma BepCcnm

B npuaoxeHUn onvcaHbl OCHOBHbIE M3MeHEHUS B Npeablaylumx Bepcusx ViPNet [lenosas noura.

YT0 HOBOrO B Bepcmm 4.5.5 hotfix 9

e Moppaep>kka HOBbIX Bepcuin Windows
o  Windows 11, Bepcus 24H2, cbopka 26100, pegakuunm Enterprise u Pro;
o  Windows Server 2025, cbopka 26100.
e OKOHYaHuWe Noaaep>KKN onepaLoHHbIX CUCTEM
o Windows 10, Bepcus 21H2, cbopka 19044, pepakuus Enterprise;
o Windows 11, Bepcus 21H2, cbopka 22000;
o Windows 11, Bepcua 22H2, cbopka 22621, pegakums Pro.

Cnucok coBmectnMblx OC cm. B pasgene CrcteMHble TpeboBaHMA.

Mpumeuanwue. B ViPNet enosas nouta Bepcum 4.5.5 hotfix 9 Bbl He cmoxceTe
NpoBepUTb NOANNChL NMUCeM, oTnpaBaeHHbIx 13 ViPNet [lenosas nouta Ana Linux.
Mpu 3TOM BbI CMOXKeTe UX NPOYMTaTb.

Y710 HOBOro 4.5.5 hotfix 8

e VcnpaBneHue ownbok
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Y710 HOBOro 4.5.5 hotfix 7

o TMoaaep>xxka Windows 11 Bepcum 23H2 (cbopka 22631)
e OKOHYaHUe NoAJEepP KN onepaLMOHHbIX CUCTEM

o Windows 10, Bepcus 20H2, cbopka 19042;

o Windows Server 2012;

o Windows Server 2012 R2;

Cnincok coemectnMbix OC cm. B pa3gene CucteMHble TpeboBaHuMA.

Y10 HOBOro 4.5.5 hotfix 6

e WcnpaeneHne owmnbok

Y10 HOBOro 4.5.5 hotfix 5

o [loapep>kka HoBbIx Bepcuit Windows
PeanvzoBaHa noaaep>kka onepaLyoOHHbIX CUCTEM:
o Windows 10 (32/64-pa3psgHas), Bepcua 22H2, cbopka 19045;
o Windows 11, Bepcus 22H2, cbopka 22621.

e OkoHuaHue nopaep>xkn Windows 8.1

MpekpaleHa nogaepxka Windows 8.1 B cBA3M C OKOHYaHUEM NOAAEPKKM MPON3BOANTENEM.
Crnncok coBmectmblx OC cM. B pazgene CucTeMHble TpeboBaHMs.

Yto HOBOro 4.5.5

. I'Ipop,omKeHme apxmeauuun nucem npm HesHa4YUTEIbHbIX owwmnbkax

PaHblue, ecin B npouecce apxmBauumun nmcemMm BO3HMKan OLIJVI6KVI, apxmBauua npexkpallanace.
Tenepb npun NoABJEHUN owmnbok apxmBauunn, Bbl MOXeETeE NPOnyCcTUTb MMCbMO C ownbkon n
NpoAO0J/IKNTb onepauunto, nmbo NOBTOPUTb apXmBauMko NMUcbMa C OLINBKON.

MoapobHee 06 apxvBaummn cM. B pasgene ApxunBaLys nycem.
o [Moppaep>kka HOBbIX Bepcuit Windows
PeanvsoBaHa noajepskka onepaumoHHbIX CUCTEM:
o Windows 10 (32/64-pa3pagHas), Bepcua 21H2, cbopka 19044
o  Windows Server 2022, c6opka 20348
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o Windows 11, Bepcus 21H2, cbopka 22000

Y10 HOBOro 4.5.3

B 3TOM pasgene npeacraBaeH KpaTknin 063op naMeHeHunin B Bepcunn 4.5.3 no cpaBHeHuto ¢ 4.5.2.
e BcnsibiBatouiee yBegoMIEHME O MOJYYEHUN HOBBIX NMUCEM

Tenepb B 061aCT YBEAOMAEHWI NOABAAETCA COOBLLEHME O HOBbIX MUCbMaX U NOACBEYMBAETCS
3Ha4yOK NporpaMMbl Ha NaHenn 3ajau.

@ Lenosasnouta N X
= MNpuHATE HOBbIE CooBLLEHNA

e [IpoCMOTpP ANMHHOIO MMEHM NpPaBWUJIa aBTONMPOLLECCUMHTa
Tenepb B CN1CKe NPaBW aBTOMPOLLECCMHIA MOXHO NMPOCMOTPETb A/MHHBbIE MEHA NPaBUL.

AsTon PoOUECCHHT

Mpae1na

CTnpaeka Gainoe 0TYETOE B NoApasiensH1e BopoHex
MepeHoC HaKNaAHEX B Nanky norucTikM [Logistic]

MepecnaTe MMCEMa No 3aKynkam obopynosaHa B Dyxra

4 [ 1] I\; [ 3
e\

e OkoHuaHue noggepxxkm Windows 7/8/Server 2008 R2

MpekpaweHa noaaepxka Windows 7, Windows 8, Windows Server 2008 R2 B cBA31U C OKOHUYaHNEM
UX noaaep>xkn npounssogutenem. Cnucok coeMmectumbix OC cm. B pasgene CucteMHble TpeboBaHM.

e [padunueckuii nHTepdelic TpaHcnopTHoro moayns MFTP

Tenepb paboTaTb C XypHaAOM, OUepebto 1 CTaTUCTUKOM KOHBEPTOB MOXHO Yepes nporpammy
«ViPNet TpaHCNOPTHbLIA MOAYNb>.
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il ViPNet Tpancnoptheii Mogyne — O X
Coctostme  HoHsepTol

OTnpaevTen:: | Bce \Zl Cobermme; Bce = D Hauano
Mony4aTens: | Bce \Zl WMMA KoHBEpTa: |mpmyvtcl7.ct | D KoHew,

TMomck OUMETHTE
Bpgm;u CoBemne OtnpasuTens Monyuatens Pazmep (Gaiir)  *

34 ZUSU-UI-ZE IS ROHBEPT OTMPAE eKcaHap LIENT | 140+
35 2020-01-22 10:04:32 KoHeepT oTnpae eKcaHap Client 1 140 -
36 2020-01-22 10:04:32 KoneepT npunat H)pbee Anekcangp 2827 -
37 2020-01-22 10:04:32 KoHeepT npuHAT HOpeee Anekcanap 2834 -
38 2020-01-22 10:04:32 KoHeepT oTnpae EKCaHAP Client 1 140 «
39 2020-01-22 10:04:32 Koneept oTnpae eKCcaHap Client 1 140 -
40 2020-01-22 10:04:31 KoHeepT npuHar HOpeee Anekcangp 2814 -
41 2001-06-29 03:30:02 KoneepT oTnpae EKCaHAP Client 1 140 «
42 2001-06-29 03:30:02 Koneept oTnpae cKCaHap Client 1 140 - v
< >

3anMCER B CMCKe: Beer

PucyHok 73. [pocmomp XypHasna KkoHeepmos

MoapobHee cM. sokymeHT «ViPNet MFTP 4. PykoBoacCTBO agMuHUCTpaTOpa», pasgensl «[pocmoTp
>KypHana KOHBepTOB» U «[1pOCMOTp oYepean KOHBEPTOB».

Y10 HOBOTO 4.5.7

B 3TOM pasgenie npeacTaBieH KpaTknin 063op naMeHeHunin B sepcun 4.5.2 no cpaBHeHuto ¢ 4.5.1.
e Pab6ora nporpammbl ViPNet lenoBasa nouta 6e3 nporpammbl ViPNet Client

Tenepb Bbl MOXeTe ycTaHOBUTb Nporpammy ViPNet lenoBas nouta otaensHo oT nporpammbl ViPNet
Client. 3Ta BO3MOXHOCTb Hblla BpeMeHHO HeAoCTynHa B Bepcun 4.5.1.

e YactnuHas pa60Ta nporpamMmmbl Npun NCTte4yeHnn Cpoka AEVICTBMFI NNUEeH3nn

Mpw ncTeveHnn cpoka AeNCTBUA AMLLEH3MM Ha nporpammy ViPNet Bbl MoXeTe noay4ynTb
OBHOBNEHHYIO NNLLEH3UIO U3 LIeHTPa yNpaBieHus ceTbto. [oapobHee cM. pasgen JinueHsnposaHme
nporpammbl ViPNet [lenoBas nouta (cM. JInLieH3npoBaHmne nporpaMmmbl).

o MNopaep>xka Windows 10 Bepcuun 1903

Y10 HOBOro 4.5.1

B 3TOM pa3gene npeacraBaeH KpaTkmii 0630p n3meHeHu B Bepcun 4.5.1 no cpaBHeHuto ¢ 4.5.0.
VHdopmauma 06 n3meHeHMax B NpeablAyLLNX BEPCUAX COAEPXMUTCA B MPUOXKeHUM VIcTopua BepCui.

e ViPNet [lenoBas nourta paboTtaet To/bko coBMecTHO ¢ nporpammoit ViPNet Client
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Hogas Bepcus nporpammbl noaaep>xkmeaet paboty MO ViPNet Jenosas noyTa To/IbKO Ha
3alUMLLEHHOM CceTeBOM y3ne. PyHKLMIO 3almThl ceTeBOro Tpadmka BbinosHseT nporpamma ViPNet
Client. NMoatomy ecnm y Bac yctaHoBneHa ViPNet lenoBas nouta 6e3 ViPNet Client, Bbl He cMoxeTe
ycTaHoBUTb HOBYHO Bepcuto ViPNet [lenoBas nouta. PekoMeHayem nosib30BaThCA TEKYLLEN BEPCUEN
nporpamMmbl 40 BbIXOZa HOBOW COBMECTUMOM BEpPCUM NporpaMmel. Ecam obHoBaeHMe TpebyeTcs
Hemega/ieHHo, obpatutech B ciyx6y noasepxu MHdpoTeKC.

Noppep>xka Windows 10 Bepcun 1809 (cb6opka 17763.55)
UcnpaBneHne owmnbok

WNcnpaeneHsbl ownbky, obHapy>XeHHbIe MK 3KCnayaTauumn NpeAbIgyLLMX BepCcuid MporpamMmsi.

Y10 HOBOrO 4.5.0

B 3TOoM pasgene npesctaBaeH KpaTkuin 0630p M3MeHeHWI 1 HOBbIX BO3MOXHOCTeN Bepcun 4.5.0 no

CpaBHeHMIO ¢ Bepcreit 4.3.4.

WcnpaBneHne owmnbok
WNcnpaeneHbl ownbkuy, obHapy>XeHHbIe NpKn 3KCnayaTauum NpeAbigyLLMX BepCcuid MporpamMmei.
N3meHeHWs B goKyMeHTaLun

B sokymeHTauuto gobaBneHa MHGOPMaLMs O TOM, UTO NMPU OrPaHUYeHUN pa3Mepa XpaHuauLLa
nporpamma He 6yseT oTNpaBAATb daii/ibl C MOMOLLbHO NPaBU aBTOMPOLIECCUHTA, EC/IN Pa3Mep
dalina npeBsbIWAET pa3mep OCTaBLLErocs B XpaHUMWLLE MecTa.

Y10 HOBOTO 4.3.4

B 3ToM paszene npesctaBaeH KpaTkuili 0630p M3MeHEHWI 1 HOBbIX BO3MOXHOCTEN Bepcun 4.3.4 no

CpaBHeHUIO ¢ Bepcuent 4.3.3.

yﬂy‘-lLIJEHI/Ie AOKYyMeHTauunun

B pokymeHTauumo f06aBAEHO OrpaHNUeHUe No MakCUMasibHOMY KOAUYECTBY NMUCEM, KOTOPOE MOXET
XpaHuTbcs B 6a3e gaHHbix [0 ViPNet Jenoas nourta.

Y10 HOBOTO 4.3.3

B 3TOM pasgene npescTaB/ieH KpaTKMii 0630p M3MEHEHWI 1 HOBbLIX BO3MOXHOCTEN Bepcun 4.3.3 no

CpaBHeHMIO ¢ Bepcueit 4.3.2.

Noppep>xkka Windows Server 2016

HauunHasa c Bepcum 4.3.3, nporpamma ViPNet [lesnoBas noyrta noggep>kmBaeT onepaLoHHYHo
cuctemy Windows Server 2016.
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Bo3Mo>XHOCTb OrpaHnYeHns pa3mepa BJAOXKEHUA B cOObLLEHME 31eKTPOHHOM MOoYThI

HauunHas c Bepcum 4.3.3, agmuHuctpatop cetn ViPNet MoxeT ycTaHOBUTb MakCUMabHbIA pa3mep
BJIOXEHWS, KOTOpOe oTnpassseTcs B nporpamme ViPNet Jenosas nouta. Nucbma, umetoLme Bo
BNOXeHWM daninbl bonbliero pasmepa, OThpaBieHbl He ByayT.

UcnpaeneHune owmnbok

WNcnpaeneHsbl ownbkun, obHapy>XeHHbIe Mpun 3KCnayaTauumn NpeAbIAyLLMX BepCUid MporpamMmsi.

Y10 HOBOTO 4.3.2

B 3TOM pasgene npesctaBaeH KpaTkuin 0630p M3MeHEHUI 1 HOBbIX BO3MOXHOCTEN Bepcun 4.3.2 Nno

CpaBHeHuIo ¢ Bepcueit 4.3.1.

MN3meHEH cnncok noaaep>XmBaeMbixX onepaynoHHbIX CUCTEM

HaunHas c Bepcun 4.3.2, npekpateHa nogaepxka OC Windows XP, Windows Server 2003, Windows
Vista, Windows Server 2008 B cBfA3u C npeKpaLleHneM X NOALEPXKKM NPOU3BOAUTENEM.

BbiBOg CcBOWCTB cepTudMKaTa Npu neyaTv nucbmMa

B Bepcuu 4.3.2 nosBmaack BO3MOXHOCTb 406aBasaTb MHGOPMaLMIO O cepTudukate noagnucu npu
neyatn nncbma:

Hacrpoiika @

Meyate

HDM AEYSTH NHWCbMa NEYSTaTE

CBolicTBa MUCEMa
HELUHWE NpOrpaMME!

+]- ABTOMPOLIECCHHT CBOHCTES BNOMEHMIA
- ApXMBaLMA

BnookeHua

I [ ceoiicTea cepTudwikaTos I

LWpudT
3aronosKM | 10 pt. Arial BbiGpaTh wpndT...
Texer | 10 pt. Arial Brifpate wpdT...

[ OK ] | OTMeHa | | MpUMEHUTE | | Cnpaeka

PucyHok 74. ®naxok Cgolicmea cepmugukamos 8 okHe Hacmpouiku neyamu

JTO NO3BOAUT BMU3yanbHO NOATBEPAUNTDL AEI‘/’ICTBVITEJ'IbHOCTb 3ﬂeKTpOHHOVI noanncu npu neyatun
nncbMa.

HoBas ajjpecHaAa KHuUra

B HoBOI Bepcum NOAHOCTBIO NepepaboTaHa agpecHas KHUra nporpammbl. Tenepb Bbl MOXeTe
ynpaeaaTb CNMCKaMN KOHTaKTOB, CO3/jaBas MNoJib3oBaTebckie afpecHble KHUMM 1 Fpynbl pacchbiiky,
a TakoKe XPaHWTb B CO3AaHHbIX afpeCHbIX KHUTax AOMOJIHNTENbHbIE CBEAEHUA O CBOUX KOHTaKTaX.

ViPNet lenoBas nouta 4. PykoBogcTBo nonb3osatens | 192



HoBble nankun Ana I'lpO6!'IEMHbIX nmcem

B nanke AyguT ans nvcem, Npu NosyYeHnn KOTOPbIX NPOM30LLAa ownbKa, Tenepb NPeayCcMOTPEHBI

ABe nanku: MoBpexaeHHbie 1 MpobaemHble (cM. OcHOBHbIe nanku). OHWM aBTOMaTUYECKM
CO3Jar0TCsA MPY NOSIBJAEHNN NEPBOI OLLUMOKN.

HoBblili nHTepdelic nporpaMmmbl

Bbln n3meHEH BHewHMI BuA nporpammbl ViPNet lenosas nouta. Kpome Toro, 66111 BbINOSHEHDI
cnegytolme n3MeHeHns B MHTepdelice nporpamMmmsi:

Y10 nsmeHeHo Bepcus 4.3.1 Bepcus 4.3.2

Ha3BaHue OkHa, Bbi3biBaeMoro  AgpecHas KHuUra Bbi6paTh KOHTaKTbI
npwv co3AaHum nNncbma
HaxxaTnem kHorku Monyuatenn

MyHkT MeHto Mognuncatb Bbi6paHHbIM cepTUdUKaTOM Apyrnm ceptupmkatom
®naxok B okHe Hactpoiika Pa3pewnTb ncnonb3oBaHue Pa3pewnTb ncnonb3oBaHue
napameTpoB 6e30MacHOCTM Ha  BHELIHUX cepTUdUKaTOB cepTnPUKaToB U3 XpaHUIMLLA
BK/Nagke AAMUHUCTpaTOP ocC

N3ameHeHne TpeboBaHUii k cepTudmrKaTam, UCNOJb3yeMbIM Mpy ayTeHTUdUKaLUn

PaHbLUe BbINOAHEHNA ayTeHTUdMKALIMM C MOMOLLbLO cepTUdMKaTa HEOHBXOAMMbIM YCIOBUEM
ABNSNOCh HAaAM4Me Ha3HaueHuns «[TpoBepka NOAANHHOCTM KAWEHTa» B nose cepTudukara
PacwmpeHHoe ncnonb3oBaHMe Katoya. Tenepb A1A ayTeHTUOUKALMIM Bbl MOXETE NUCMO/Ib30BaTh
cepTudukat ¢ HasHaveHueM «LLndposaHune kitouen» B nose Micnonb3zoBaHue katova

(cm. OcobeHHOCTH ayTeHTUdMKaL MK C MOMOLLbLO cepTudmkaTa).

WcnpasneHne owmnbok

|/|CI'IpaB]]eHbI OLIJI/I6KI/I, o6Hapy>|<eHHb|e npwn skcnayataynn npeabiaywmx Bepcvu7| nporpamMmmebl.
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TepMUHbI 1 COKpaLLEHNA

PKI (Public Key Infrastructure)

WNHdpacTpyKTypa OTKPbITbIX KAFOUEN — KOMMJIEKC annapaTHbIX ¥ NMPOrpaMMHbIX CPEeACTB, MONUTUK U
npoueayp, obecneunBaroLwmxX JOBEPHE K OTKPbITbIM KArOUaM (B TOM YMCE KAoYaM NPOBEPKHM
3NEKTPOHHON MOAMUCK) NYTEM U34aHNs CepTUdUKATOB KIHOUEN NPOBEPKM 31EKTPOHHON MOANNCU 1
NOAJEPXKAHWS UX XXU3HEHHOTO LiMKAa.

ViPNet YaocTtoBepstowmii n kntoueson LeHtp (YKL)

MporpamMma, BxogsLias B cocTaB nporpammHoro obecneueHus ViPNet Administrator. MpegHa3HaueHa
418 opMMpOoBaHMA 1 06HOBEHUA KNtoYen ceTeBbIx y310B ViPNet, a Takoke Ans ynpaeneHuns
cepTuPMKaTamMm 1 CNMCKamm aHHYNMPOBaHHbIX CePTUDUKATOB.

ViPNet LleHTp ynpasneHusa cetbro (LLYC)

MporpamMma, BxogsLlas B cocTaB nporpaMmmMmHoro obecrnedenus ViPNet Administrator. MpeaHa3HaueHa
418 CO3JaHunA 1 ynpasieHnsa KOHUrypaLmen ceTM U NO3BONSET PELLNTb CeAyHoLLMe OCHOBHbIE 3ajaun:

e MOCTPOEHMWE BMPTYyasbHON CETU (CeTeBble OBBEKTbI U CBA3M MEXAY HUMU, BKIOUAA MEXCETEBbIE);
e V3MeHeHVe KOHUrypaLumn ceTu;

e (dopmMUpOBaHME M pacchblika CNPaBOYHUKOB;

e paccbliika KJKOYel y3/10B 1 KIHOUen nosib3oBaTenel;

. q)OpMM}OOBaHVIe VIHCI)OpMaLI,I/IM 0 CBA3AX NO/b30BaTENEN ana yAOCTOBepﬂI'OLLI,eFO n K1ro4eBoro
LEeHTpPa;

e 3ajaHune NoJHOMOYNIA Nonb3oBaTenel ceTeBbIX Y3108 ViPNet.
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FONOBHOW YAOCTOBEPAOLWMI LIEHTP

YA0CTOBEPSIOWMIA LLEHTP B MEPAPXNYECKON CUCTEME AOBEPUS, KOTOPbIA MMEET KOPHEBOM
(camonoanucaHHbIN) cepTUdUKaT, N N3[AET cepTUPUKaThI ANS NOJUNHEHHDBIX YAOCTOBEPAROLLUNX
LeHTPOB, TeM CaMbiM 0becrneyrBasn JOBepue K HUM.

AncTpnbyTne Karouen

®aiin ¢ paclumpeHunem *.dst, cosgaBaemblii B nporpamme ViPNet YaocToBepsowWwmia U KNtOUeBOM LLEeHTP
AN8 Kaxzaoro nosib3oBatens ceteBoro y3na ViPNet. Cogep>XumT cnpaBOYHMKHN, KAOUN U Galin ANLEH3MK
415 NepPBUYHOrO 3anycka 1 nocaegytolen pabotsl nporpammel ViPNet Ha ceTeBoMm y3ne. Ans paboTl
nporpammel ViPNet anctpnbytns kntouein HeobxoaMMO YCTaHOBUTL Ha CETEBOW y3en.

3anpoc Ha ceptudumkaT

[JokymeHT ¢ nHbopMaLmen, koTopas TpebyeTtca ana nsgaHua ceptudukarta Katoua NpoBepKu
3N1EKTPOHHOW NOAMNWUCY B YAOCTOBEPAIOLWEM LIEHTPE (BAadenel, CPOK AeNCTBUSA, Ha3HauYeHne
ceptndukarta n npoyee).

KnneHnt (ViPNet-kaneHT)

CeteBoit y3en ViPNet, KOTOpbIN ABASETCA HaUYaNbHOM UM KOHEUYHOWN TOUKOW nepesaym AaHHbIX. B
OT/IYME OT KOOPAMHATOPA KANEHT He BbIMOAHAET QYHKLUM MapLLpyTU3aLmm Tpaduka u cnyxebHom
NHPopMaL L.

Kntou npoBepKku 3neKTPOHHOW NoanuncK (karod nposepku 1)

HecekpeTHbIl (OTKPbITLIN) KAKOY U3 Mapbl aCUMMETPUYHBIX KAtOUEr, KOTOPbIV NpeacTaBaseT cobomn
YHUKa/bHYH MOCNe0BaTENbHOCTb CMBOJIOB, OLHO3HAUHO CBA3aHHYIO C CEKPETHLIM KAKOUOM (KJIHOUYOM
3NEKTPOHHOM MOAMUCK UAN 3aKPbITbIM KAHOUOM) U NMpeAHa3HaYeHHYH A1 NMPOBEPKU MOANNHHOCTH
3NEeKTPOHHON NOoAMNNCK.

Kntou anektpoHHOW noanucu (karou 1)

CeKpeTHbIV (3aKpbITbIN) KAKOY 13 Napbl aCMMMETPUUHBIX KJIOYEN, KOTOPbIA NpeAcTaBaseT coboin
YHUKaAbHYHO MoCnefoBaTesibHOCTb CUMBOJIOB, NpeaHasHavYeHHYr AnAa co3jaHnA 3ﬂ6KTpOHHOI7I noanucu.
KomnpomeTauus kntouen

YTpaTa 4OBepuA K TOMY, UTO NCMNOAb3yEMbIE K/THOYN obecneumBaroT 6e30MacHOCTb I/IHCI)OpMaLI,VII/I
(Ll,ej'IOCTHOCTb, KOHq)VIAEHLI,I/IaﬂbHOCTb, noAareepxaeHne aBTopCcTtBa, HEBO3MOXXHOCTb OTKa3a OT aBTOpCTBa).

KoHTenHep kntouen

®aiin nan ycTporucTBO, B KOTOPOM XPaHATCSA KAKOY 3NEKTPOHHOW MOAMUCK U COOTBETCTBYHOLL NI eMY
cepTuduKaT Kaoya NPOBEPKM 31EKTPOHHON NOAMNUCH.
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KopHeBou cepTtudmkat

CamonoanuncaHHbIl cepTdmKaT roNOBHOMO YAOCTOBEPSIOLLErO LieHTpa. Vicnonb3yetcs ans noanvcu
cepTMdMKaToB, N3ZaBaeMbiX FOJOBHbLIM YAOCTOBEPSAOWMM LIEHTPOM, C LieNblo obecrneyeHuns JoBepus K
HUM.

OTtkpennéHHas Nnoanuce

Tvn 3n1eKTPOHHONM NOAMNMUCK, NPY UCMO/Ib30BaHNW KOTOPOW 3NeKTPOHHaA NoAnuch dalina nomeLlaeTcs B
OTAENbHBIN KOHTENHep. [N NpoBepKM Takon 31eKTPOHHON NOANWCK TpebyeTcs KOHTelHep ¢
3/IEKTPOHHOW MOAMMCBLIO U UCXOAHbIN paii.

[Nanka karouen nonb3oBartens

Manka, B KOTOPOW HaxoaAaTca katoun nonb3osatens ViPNet.

MonHOMOuUMA Nnonb30oBaTeNs

Pa3pelueHuns Ha onpesenéHHble AelCTBUA Noab30BaTeNeln Ha ceTeBoM y3ne ViPNet no nsmereHuto
HacTpoek HekoTopbIx nporpamm ViPNet.

AamuHuctpatop LYCa 3agaét nonHoMoums ans Bcex nonb3oBaTeneli ceteBoro y3na ViPNet B cBoncTBax
posen.
MpukpennéHHasa noannch

TN 3neKTPOHHOM NOAMNNCY, NPY UCMO/Ib30BAaHUN KOTOPOMN UCXOAHBIA Galin 1 31eKTPOHHas NoANUCh
NOMELLALOTCA B OAUH KOHTENHepP. [Ns MpOBepKM 3NEKTPOHHONM Noanuck TpebyeTcs TONbKO 3TOT
KOHTeMHep.

MNpoTokon Aunddn—XennmanHa

MpOTOKOA OTKPLITOrO pacnpeieneHus Karouen, MO3BOASIOLLMIA ABYM MO/b30BaTesAM BbipabaTbiBaTh
06N CEKPETHBIN KU MYTEM AMHAMMUYECKOTO B3aMMOAENCTBUS HA OCHOBE OBMEHa OTKPbITEIMU
coobueHnamMm 6e3 kakon-1mbo obuen cekpeTHoN nHbOPMaLMK, pacrnpesensieMoi 3apaHee.

Ponb

®YHKLMOHaNbHOCTb CETEBOTO Y3/1a, MPeAHa3HaueHHas A5 peLleHus LLeneBblX U Cy>XebHbIX 3asa4 ceTu
ViPNet. Posib ncnosb3yeTcs B ANLLEH3MPOBAHUN CETU C MOMOLLbIO daina AMLEH3UN 1 onpesenseT
BO3MOXHOCTM CETEBOTO y3/a 1 nporpammHoe obecneveHune ViPNet, koTopoe MOXeT BbITb YyCTaHOBAEHO
Ha 3TOM y3/e.

Poan MOTYT UMETb anVI6yTbI B BUAE KONNYECTBEHHbIX XapaKTePUCTUK U I'IOJ'IHOMOHI/II7I, KOTOpble TakKXe
BINAKOT Ha q)yHKLI,I/IOHaJ'IbHOCTb.

Habop posen ans KaxAoro ceTeBoro y3na 3agaétca agMmuHuctpatopom cetn ViPNet B nporpamme ViPNet
LleHTp ynpaBneHus ceTblo.
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CeaHCOBbIN KAHOY

CnyyalHbIn UV NPOU3BOAHBIN KAOY, NPeAHa3HaYeHHbI A1 LWWNPPOBaHUSA O4HOTO COOBLLEHNS.

Ceptnodukar nigarens

CepTndukaT KNtoYa MPOBEPKM INEKTPOHHOM NOANNCKY, NPUHAANEXALNIA YAOCTOBEPSAIOLLEMY LIEHTPY U
CNy>XaLWwui Ana NOANUCH CepTUPUKATOB, U3AaBAEMbIX YAOCTOBEPAIOLLMM LIEHTPOM.

CepTndukart kroUa NpoBepku 31eKTPOHHOM NoANUCH

[ OKYMEHT, N3aHHbIN YAOCTOBEPSIOWMM LEHTPOM W NOATBEPXKAAFOLLMI NPUHAANEXHOCTb KNHOYa
NPOBEPKM 3NEKTPOHHOM NOANMCK Badenbly cepTudurkaTa kKatoua NPoOBEPKN 31eKTPOHHON NoANMUCK.
CeteBow y3en ViPNet

Y3en, Ha KOTOPOM YCTaHOBJIEHO NporpammHoe obecneveHmne ViPNet, 3apernctpupoBaHHbIl B
ynpasasatouiem MoO.

CeTb ViPNet

Norunueckas cetb, opraHM3oBaHHas C MOMOLLbIO NporpaMMHoro obecneyenus ViPNet un
npeAcTaBastoLLas cobon COBOKYMHOCTb 3amiéHHbIX y310B ViPNet. Cetb ViPNet MMeeT HanoXeHHyro
MapLUpyTM3aLumio, obecneunBatoLLyto B3anmogenctame y3nos cetn. Kaxaas cetb ViPNet nmeet cBol
YHUWKaNbHbIN HOMep (MaeHTudunKaTop).

Cnuncok aHHynMpoBaHHbIX ceptugukartos (CRL)

Cnncok cepTMdMKaToB, KOTOPble A0 UCTEYEHNA CPOKa MX AeNCTBUA OblAN aHHYAMPOBaHbI AN
NPVOCTaHOB/NEHbI aZiMUHUCTPATOPOM YAOCTOBEPAIOLLLErO LieHTPa U MOTOMY HeAelCTBUTEbHbI Ha
MOMEHT, yKa3aHHbI/ B JaHHOM CMVCKe aHHY/IMPOBaHHbIX CEPTUPUKATOB.

TpaHCNOPTHbIN KOHBEPT

3awndposaHHas nHGopMaLms cayXb UK NPUNOXKEHUN, AOCTaBASeMas Ha 3allMLLEHHble y3abl ViPNet
TpaHCNopTHbIM cepeepom MFTP.

TpaHcnopTHbIN cepBep MFTP

KomnoHeHT nporpammHoro obecneueHuns ViPNet, npegHa3sHayeHHbIR ans obMeHa MHPopMaLmelt B ceTu
ViPNet.

Llenouka ceptndunkaTos

Vepapxusa cepTndurkaToB, B KOTOPOW KaxXAbl cepTMdUKaT NOAMMCAH BbILECTOALLMM CEPTUOMKATOM
BMJOTb 4O KOPHEBOrO (CaMONoAMNMcaHHOro) ceptnudukata. Hanmume ana ceptndurikata NOAHOM LLENOUKM
LEVCTBUTENbHBIX CepTMdUKATOB NOATBEPXKAAET JOBEpUeE K 3TOMY cepTudukarTy.
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J1ieKTpoHHasa nognuce (3M1)

Co3zpaHHas kpunTorpadryeckon onepaumen 4onoaHuTenbHas MHGOPMaLLMS, C MOMOLLBH KOTOPOM
MO>HO MOATBEPAWTL aBTOPCTBO U HEM3MEHHOCTb OCHOBHON MHbOPMaLnw.
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